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Foreword

With approximately 5.45 billion people—about 67 percent of the global
population—connected to the internet, alongside roughly 18 billion Internet of
Things devices, economies, societies, businesses, and individuals have become
highly dependent on the smooth operation of online systems. Although
digitalization brings enormous economic and social benefits, our increasing
reliance on digital technologies also introduces major risks. This is also the case
in developing countries where the pace of digitalization often outstrips the
necessary investments and attention required to build cyber resilience, leading
to potentially debilitating consequences.

Through an innovative approach using advanced artificial intelligence tools to
analyze millions of online news articles in 98 different languages, the digital
research team has created a unique database of cyber incidents from the past
decade, addressing a challenge to research in this field—the lack of
comprehensive and publicly available data. The insights revealed an alarming
reality: publicly disclosed cyber incidents are surging globally, with a 21 percent
annual growth rate. This acceleration is most pronounced in Latin America and
the Caribbean and across upper-middle-income countries. Moreover, this may
only be the tip of the iceberg, as over 40 percent of cyber incidents are likely to
remain unreported.

The economic impact of these trends in developing countries is significant. In
2022, Costa Rica experienced a massive ransomware attack that crippled over 20
government agencies, including the Ministry of Finance and Social Security.
Lasting nearly two months, this incident prompted the first-ever national
emergency declaration due to a cyber incident, shutting down key systems and
costing the economy an estimated 2.4 percent of its annual gross domestic
product (GDP). Without the financial and human resources to secure their
digital environments, and lacking affordable, context-specific cybersecurity
services, other developing nations risk encountering similar costly incidents in
the future.

Cyber incidents are not just draining economies but also endangering human
safety. Over half of developing countries experience at least one publicly
disclosed cyber incident affecting critical infrastructure each year. These
incidents have resulted in millions facing power outages, disruptions in medical
services, fuel shortages, port shutdowns, and more. Data on publicly disclosed
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cyber incidents indicate that the most impacted sectors globally are finance,
health care, information and communications, and public services.

Mitigating cyber risk is essential for driving inclusive, sustainable development
and economic growth. This study demonstrates that a developing country that
reduces its number of major disclosed cyber incidents from the top to the bottom
quartile of the distribution—reducing that number from approximately 50 to 7
during the study period—could boost GDP per capita by 1.5 percent. Equally
important, a more secure cyberspace fosters trust in the digital economy and
protects the most vulnerable, including those at the lower end of the income

distribution and small and medium enterprises.

While we cannot eliminate cyber risk, we can try to manage and mitigate it. To
do this, we must collaborate to understand and assess the threat landscape and
identify efficient solutions tailored to the capacities of developed and developing
nations alike. A crucial component of this effort is the routine and standardized
collection of data on cyber incidents. This will be essential for informing future
research and interventions, including understanding the scale of the problem,
enabling the deployment of limited financial and human resources to enhance
cyber resilience in ways likely to have the greatest impact, and providing a means
to better evaluate the effectiveness of these interventions.

Securing our digital future hinges on our commitment to efficient cybersecurity.
It is not just an option. It is a vital imperative.

Christine Zhenwei Qiang Stephane Straub

Global Director Chief Economist

Digital Transformation Global Department  Infrastructure Vice Presidency
World Bank World Bank

Foreword
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Introduction

In an increasingly interconnected world driven by the rapid adoption of digital
technologies and online systems, the critical role of cybersecurity cannot be
overstated. As societies aim to harness the power of technology to boost economic
growth, enhance public services, and improve quality of life, they face heightened
risks associated with cyber threats. In this context, this book demonstrates that
cybersecurity is essential for the socioeconomic progress of nations.

Despite increasing cybersecurity awareness, significant gaps persist. These gaps
largely stem from a lack of thorough understanding of cyber incidents and their
consequences. This issue poses significant obstacles in mobilizing resources for
cybersecurity, particularly in developing countries with limited budgets and
pressing social needs. In response to these challenges, this book offers
pioneering analyses that (1) map key elements of the global cybersecurity threat
landscape; (2) link these threats to the means by which economies are affected;
(3) identify efficiency problems within cybersecurity markets; and (4) propose
adaptive strategies, flexible policies, and decentralized governance efforts to

foster innovation and sustainability amid ongoing change and uncertainty.

The Threat Landscape

Generating systemic knowledge about the cybersecurity landscape is challenging
due to a global data shortage on cyber incidents, especially in developing countries.
To address this gap, World Bank researchers used advanced artificial intelligence
(AD) tools to analyze millions of online cybersecurity-related articles in 98
languages from the past decade, identifying over 30,000 publicly disclosed cyber
incidents. Combined with data from the Center for International and Security
Studies at Maryland, a comprehensive database spanning approximately

190 countries and 21 industries was produced. The findings reveal an alarming
reality, unlikely to be solely explained by changes in reporting behavior.

As the digital age flourishes, the world has found itself caught in a web of cyber
incidents that is increasing in both size and complexity. From 2014 to 2023,
disclosed cyber incidents worldwide grew at an average annual rate of

21 percent, with upper-middle-income countries experiencing the highest surge,
with a growth rate of 37 percent (figure ES.1).! Meanwhile, high-income
countries (HICs) and lower-middle-income countries experienced growth rates



FIGURE ES.1 Global evolution of disclosed cyber incidents, quarterly, 2014-25

Share of disclosed cyber incidents (%)

4.8 A

3.6 1

2.4 4

1.2

=0O= Observed =-@- Projected

Source: Original figure for this book, based on data on disclosed cyber incidents from the Center for
International and Security Studies at Maryland and the World Bank.

of 22 and 17 percent, respectively. The increasing trend of disclosed cyber
incidents over the past decade has been fueled mainly by the COVID-19
pandemic and the Russian Federation-Ukraine war.

Digital technologies improve economic and social resilience against a wide range
of threats, but societies also need to be protected from them. For example, the
COVID-19 pandemic prompted a rapid shift to digital infrastructure to facilitate
online health services, education, social protection, e-commerce, telecommuting,
and productivity enhancements. While these technologies provided significant
benefits during a critical period, they simultaneously introduced serious
cybersecurity challenges. Such is the case that, from 2019 to 2020, disclosed
cyber incidents worldwide increased by 62 percent, predominantly affecting the
public administration, health care, and education sectors.

Almost two years after the start of the COVID-19 pandemic and against the
backdrop of geopolitical tensions, the ground invasion of Ukraine erupted,
casting a shadow over the digital realm. The postinvasion period saw an
astonishing 80 percent surge in disclosed cyber incidents from 2021 to 2022,
particularly affecting countries in Europe and Central Asia, such as Italy,
Lithuania, and Poland, and critical sectors like utilities and information and
communications. The Russia-Ukraine war illustrates how cyber incidents have
become an integral part of modern conflicts, emphasizing the urgent need to
design digital infrastructures that bolster resilience in times of conflict.
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Developing countries account for approximately 30 percent of the world’s publicly
disclosed cyber incidents.2 However, the surge and impact of cyber incidents could
be more severe in these countries given their rapid digitalization, lower
cybersecurity commitments, and political and economic instability. Notably, Latin
America and the Caribbean (LAC) is the world’s region with the fastest growth of
disclosed cyber incidents, at an average annual growth rate of 25 percent from
2014 to 2023. This significant surge in LAC was associated with a 145 percent
increase in Internet of Things devices, a 280 percent rise in e-commerce volume,

and greater adoption of e-government tools post-COVID-19 in the region.

The global landscape of disclosed cyber incidents from the past decade reveals a
complex and diverse array of incidents shaped by various interconnected factors
(Harry and Gallagher 2018). Approximately 61 percent of these incidents
worldwide were exploitive in nature, as were 63 percent of incidents in HICs and
49 percent in developing countries. The remaining incidents were disruptive,2
characterized by a highly stochastic trend, which adds a layer of uncertainty.

Financial motives dominate the landscape, accounting for 74 percent of
disclosed cyber incidents globally and 80 percent in HICs. In stark contrast,
only 41 percent of disclosed incidents in developing countries were primarily
financially driven (figure ES.2). The remaining shares of disclosed cyber
incidents (20 percent in HICs and 59 percent in developing countries) exhibited
political motives, ranging from protests to political espionage. Across industries,
these differences persist, with HICs exhibiting the largest share of disclosed

FIGURE ES.2 Distribution of disclosed cyber incidents, by motive and income group,
2014-23
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Source: Original figure for this book, based on data on disclosed cyber incidents from the Center for
International and Security Studies at Maryland.
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FIGURE ES.3 Percentage of disclosed cyber incidents, by sector and income group,

2014-23
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Source: Original figure for this book, based on data on disclosed cyber incidents from the Center for
International and Security Studies at Maryland.

incidents in health care, and developing countries displaying a concentration of
disclosed incidents of about 30 percent in public administration (figure ES.3).
These findings align with the generally lower levels of political stability in
developing countries. However, they also raise concerns about the lack of
incident disclosure requirements for the private sector in these countries.

Worldwide, cyber risk varies significantly (figure ES.4), with countries facing
different levels of exposure to cyber threats and varying degrees of cybersecurity
commitments. HICs, such as the United Kingdom and the United States, have
the highest exposure to cyber threats. However, various middle-income
countries could be facing the highest levels of relative cyber risk due to their

4 Overview
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FIGURE ES.4 Cyber risk clusters according to economies’ relative cybersecurity exposure and protection levels
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FIGURE ES.5 Changes in cybersecurity commitment scores and relative exposure, 2020-24
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above-median exposure paired with below-median protection levels.
Cybersecurity commitments, which reflect the level of protection, are crucial for
risk mitigation. In fact, between 2014 and 2023, the average annual count of
disclosed cyber incidents more than tripled in countries with low initial levels of
cybersecurity commitments and doubled in those with high commitment levels.
However, low-income countries have made the greatest improvements in

cybersecurity commitments from 2020 to 2024 (figure ES.5).

The Economic Costs of Cyber Incidents

The escalating frequency and costs of cyber incidents worldwide are alarming,
posing real risks to macroeconomic stability, especially for developing countries.
And what we know is likely just the tip of the iceberg, as many cyber incidents
remain undisclosed. The economic impact of cyber incidents is potentially more
severe in developing countries, where estimates suggest that the average
disclosed cyber incident has a larger impact than in HICs.

Reducing the frequency of major cyber incidents is necessary for achieving
inclusive and sustainable development, as well as economic growth. Recent
research by Vergara Cobos et al. (forthcoming) finds that a developing country
that reduces its number of major disclosed cyber incidents from the top quartile
of the distribution (around 50 disclosed cyber incidents) to the bottom quartile
(around 7 disclosed cyber incidents) in a decade could see an increase in gross
domestic product (GDP) per capita of approximately 1.5 percent. This exceeds
the estimated productivity gains from a decade of exposure to AT (Acemoglu
2024). Likewise, stronger national cybersecurity commitments have positive
economic effects, with estimates showing that more digitalized industries
perform better in countries with higher levels of cybersecurity commitments
than in those with lower levels, all else equal.

The onset of the COVID-19 pandemic amplified not only the frequency but also
the impact of cyber incidents, with substantial increases in the average unit costs.
For example, from 2022 to 2023, the average cost of a ransomware attack surged by
13 percent, and in the following year the average cost of data breaches climbed by
almost 10 percent (figures ES.6). These increments disproportionately affect small
and medium enterprises (SMEs) worldwide, with large businesses (with more
than 10,000 employees) seeing decreases in the unit costs of data breaches

(TBM 2023, 2024).

The systemic nature of cyber risk means that even a single incident can trigger
widespread disruptions. Such was the case of the 2017 NotPetya cyberattack, which

Overview



FIGURE ES.6 Global average cost of a data breach, 2017-24
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Source: Original figure for this book, based on data from IBM (2023, 2024).

resulted in more than US$7.3 billion in consumer losses, a figure that is four times
larger than the initial drop in profits reported by the firms that were directly hit
(Crosignani, Macchiavelli, and Silva 2023). The systemic nature of cyber risk could
lead to dangerous scenarios like “cyber runs”—rapid, large-scale compromises of
the financial and operational stability of the banking sector, which so far have been
prevented thanks to proactive measures adopted by banks and regulators.

As cyber threats grow, the consequences extend beyond mere financial losses to
broader national security concerns and the protection of people’s rights,
including privacy and access to essential services. This issue underscores the
urgent need for efficient cybersecurity measures to safeguard economic stability
and societal well-being.

The Cybersecurity Market

The cybersecurity market is experiencing remarkable growth and
transformation, driven by factors such as the widespread adoption of cloud
technologies and the emergence of new security challenges, such as those
associated with the advancements in large language models and other AI tools.
These dynamics are reshaping how organizations approach and invest in
securing their digital assets and sensitive information. In 2024, global spending
on information security and risk management is expected to increase by

14 percent compared to 2023 (Gartner 2024), reaching nearly 0.2 percent of the
world’s GDP. This remarkably high estimated growth rate of global security

Overview



spending is nearly double that of information technology spending and almost
four times higher than the projected growth of the global economy by 2024
(Gartner 2024; IMF 2024). The areas experiencing the highest growth rates
include cloud security and data privacy. However, security services, such as
consulting and outsourcing, continue to dominate cybersecurity spending,
underscoring the critical role that expert support plays in cybersecurity.

Despite its growth, the industry faces significant hurdles, including a shortfall in
research and development (R&D) investment, indispensable for facing the new
and advanced threats, and a pervasive global shortage of skilled cybersecurity
professionals, with more than 4 million unfilled cybersecurity positions in 2023
(ISC2 2023). The cybersecurity workforce shortage is particularly affecting
nonmilitary government sectors, SMEs, and developing nations.

Moreover, varying accessibility to cybersecurity markets may be giving HICs and
larger businesses comparative advantages as societies progress in the digital era.
North America commands over 50 percent of the global market, with a demand
that is 16 times larger than that of all the countries in LAC together. The skewed
market demand is also evident at the governmental levels, with government per
capita spending on cybersecurity in HICs like Canada and the United States
exceeding US$30, compared to less than US$1 in highly targeted developing
countries like India and Mexico. In the business world, large companies are
leading in cybersecurity spending. Meanwhile, top cybersecurity vendors report
decreasing sales to SMEs, a phenomenon primarily due to a lack of resources.

The previously mentioned challenges could be further aggravated by various
sources of market inefficiency:

* Noninternalized third-party cyber risk. Organizations that experience a cyber
incident are often exposed due to a third party. Yet, this does not lead to
increased investment in extended risk management.

 Unclear returns on investment. Unlike other cost-saving investments, the
financial benefits of cybersecurity are unclear and even impossible to
quantify with the usual cost-benefit approach, obstructing efficient resource
allocation.

* Moral hazard. The majority of compromised firms pass losses from cyber
incidents on to consumers through price hikes, while shareholders suffer
from declines in market value.

» Misaligned incentives. Undisclosed cyber incidents, coupled with low public
awareness and a highly competitive technology market, result in misaligned
incentives for producing resilient digital technologies.

Overview
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 Information asymmetries. The general population lags in cybersecurity
knowledge and awareness. Moreover, it is practically unfeasible to assess the level
of cyber risk or the effectiveness of cybersecurity products before a cyberattack.

Market inefficiencies could be more pronounced in developing countries given
the influence of governments in HICs on global market dynamics through their
large procurements and operationalized regulations and standards. Governments
could address these challenges, for example, by prioritizing awareness and
training programs and coordinating an R&D plan tailored to the country’s needs.

Conclusions and Policy Recommendations

Cybersecurity represents a collective responsibility that must be shared by all
economic actors. This book delves into pivotal aspects of cybersecurity,
including the threat landscape and its associated costs, market failures, and the
critical roles of governments. By providing new evidence on the socioeconomic
impact of cyber incidents, the book argues that a safe cyberspace is key for
unlocking the full potential of digital technologies and paving the way for
inclusive and sustainable development in the digital age.

Developing nations in particular face the dual task of fostering digitalization and
safeguarding against cyber threats. Recommendations for these nations include
implementing standardized and safe data collection practices to support
evidence-based tailored policies; promoting the development of a national
cybersecurity industry; drafting action plans that involve different sectors and
stakeholders; prioritizing resilience in critical sectors; and supporting
cybersecurity awareness and training programs. The policy suggestions stress
the importance of protecting highly technological, operational, and financially
interconnected sectors, like finance and communications, as well as highly
attractive sectors, such as health care and public administration (figure ES.7).
With 90 percent of global cybersecurity research centered in the US context
only, the recommendations also include promoting inclusive research efforts in
the realms of cybersecurity and cybersecurity economics and monitoring both
the short- and long-term economic impacts of cyber incidents. Additionally, the
advice emphasizes supporting a strategic and tailored R&D plan, advocating for
affordable cybersecurity provisions for SMEs, creating dynamic and up-to-date
regulatory frameworks, fostering international collaboration and public-private
partnerships, and monitoring the development and adoption of emerging
technologies such as cloud computing and advanced Al The policy suggestions
are also directed toward protecting critical infrastructure and essential services,
learning from resilient sectors like the US finance sector and developing nations
with strong improvements in cybersecurity commitments and results.
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FIGURE ES.7 Cybersecurity strategies for key sectors

Finance: Focus on the practices working

well in high-income countries.

e A market approach that fosters a
competitive national cybersecurity
market for cybersecurity products and
services tailored to the needs of local
institutions.

¢ Support startups.

* A regulatory approach that establishes
robust regulatory bodies that
continuously monitor safety and
stability.

* Remain vigilant against potential
“cyber runs.”

* Recognize this sector as highly
attractive to malicious actors.

» Establish strong regulatory bodies
with the authority to oversee and
monitor activities.

* Ensure that data protection laws of
highly confidential data are current
and effective.

Public administration: A continuous
priority for all countries.

e Continuously implement preventative
measures.

* Promote cyber audits and initiatives
to detect ongoing threats.

* Prioritize resilience efforts during
periods of heightened political
activity.

» Ensure citizens’ data are effectively
protected against emerging threats.

Utilities, energy, transport, and information
and communication technology

* Recognize cybersecurity in these
sectors as essential for safeguarding
services closely linked to human
rights protection.

* Focus on designing resilient digital
infrastructure, particularly in
countries with high geopolitical risk.

» Collaborate closely with the
private sector and the international
community to ensure robust
protection of shared systems.

Source: Original figure for this book.

Notes

1. A cyber incident is an event or the end result of any single unauthorized effort taken using

an information system (for example, computer technology) or a network that resulted in

an actual or potential nationally relevant adverse effect on any of the three layers that

constitute cyberspace—information systems, networks, and the information residing

therein (Harry and Gallagher 2018; NIST, n.d.).

2. The term developing countries is used to refer to nations that are not classified as high-

income countries (HICs).

3. The Center for International and Security Studies at Maryland defines two main types of

cyber incidents: “disruptive” and “exploitive.” A disruptive incident impedes the target

organization’s normal operations, and an exploitive incident illicitly accesses or exfiltrates

sensitive information, such as personally identifiable information, classified information,

or financial data.
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In our increasingly interconnected world, where digital technologies

are rapidly transforming multiple aspects of daily life, the critical role of
cybersecurity cannot be overstated, especially in developing nations. As
these countries strive to harness the power of modern technology to drive
economic growth, enhance public services, and elevate living standards,
they concurrently face heightened risks associated with cyber threats.

The increasing exposure of developing countries to cyber incidents is often
compounded by various factors, including scarce resources, inadequate
infrastructure, political unrest, inefficiencies in cybersecurity and technology
markets, shortages of skilled cybersecurity professionals, legislative voids,
and rapid rates of digital adoption.

Cybersecurity Economics for Emerging Markets is a pioneering research
work that delves into the drivers and profound consequences of cyber
incidents worldwide. From economic setbacks that can destabilize entire
economies to interruptions of vital services and impediments to social and
economic development, the impacts of cyber incidents are far-reaching.

This book analyzes hundreds of scholarly works and thousands of publicly
disclosed cyber incidents over the past decade across some 190 countries.
It sheds light on these incidents' characteristics and trends, as well as the
proactive roles that private market players and governments can assume

to safeguard infrastructure in cyberspace effectively. The book presents
practical, evidence-based policy suggestions that include efforts to
strengthen the resilience of the most essential and interconnected sectors.
It advocates for bolstering the national cybersecurity industries, strategizing
cybersecurity research and development, addressing market failures through
cybersecurity awareness and training programs, and taking proactive steps
to reduce and control contagion effects from cyber incidents.

By revealing crucial empirical and theoretical dimensions of cybersecurity
economics, this book provides insights that could inform the creation of
effective cybersecurity investments, with a focus on developing countries.
These insights are invaluable for policy makers and stakeholders committed
to fortifying the digital ecosystem against the ever-evolving landscape of
cyber threats.
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