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EXECUTIVE SUMMARY

The digital revolution is changing every aspect of our lives. International trade, as 
one of the main pillars of a globalized world, is at the center of this revolution, as 
cross-border transactions of goods and services become an integral, often invisi-
ble, part of our daily digital routine.

Digital trade benefits from a comprehensive, modern and non-discriminatory reg-
ulatory framework. Regulation can provide the legal tools necessary for remote 
contracts, clarify the rights and obligations of the multiple actors involved in digi-
tal transactions, and establish a framework that promotes trust in digital markets, 
even when the consumer does not know the merchant or that the merchant is in a 
different country. However, regulation can also further strengthen segmentation 
of digital trade, de facto restricting digital transactions.

The report presents the Digital Trade Regulatory Readiness (DTRR) database 
compiled by a team of World Bank experts. The database offers novel informa-
tion on laws and regulations on digital trade for 121 economies around the world, 
out of which 95 are developing countries. The database reflects countries’ regu-
latory framework on specific matters directly relevant to digital trade, structure 
on nine “regulatory areas” (i.e., i) electronic documents; ii) electronic signature & 
digital ID; iii) paperless trade; iv) online consumer protection; v) data protection; 
vi) artificial Intelligence; vii) cybersecurity & cybercrime; viii) cross-border data; 
and ix) intermediary liability) distributed along three policy pillars, namely elec-
tronic transactions, trust-building regulation, and platform regulation. Altogether, 
the DTRR offers more than 13,000 datapoints, including over 5,200 regulatory 

ES.
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measures currently in effect. “Traceability,” a cen-
tral feature of the DTRR, ensures the quality of the 
information, so that each of positive datapoints can 
be traced back to the specific provision, paragraph, 
and/or section number that supports them.

The DTRR’s goal is to inform digital trade policy by 
identifying priorities for strengthening regulation. 
By readily assessing progress on digital regula-
tions, while also providing granular information 
on specific regulatory solutions (or lack therefore) 
within a country’s legal framework, the DTRR can 
help policymakers, international experts, practi-
tioners and academics identify regulatory priorities 
for strengthening regulation on digital trade. The 
database also serves as a starting point for assess-

ing how a country’s regulatory framework complies 
with international obligations, such as digital trade 
agreements or the plurilateral WTO e-commerce 
agreement.

The DTRR database serves as an invaluable tool for 
policymakers and regulators in developing coun-
tries, offering access to a global repository of digital 
trade regulations from around the world. The data-
base offers insights into current practices and 
regulatory frameworks that have been successfully 
implemented elsewhere. It can guide the develop-
ment and update of their own digital trade policies, 
fostering an environment conducive to digital eco-
nomic growth and integration into the global digital 
economy.





1.
INTRODUCTION

The digital revolution is changing every aspect of 
our lives. The COVID pandemic and its stay-at-home 
measures demonstrated how communications tech-
nologies can help shrink distances. International 
trade, as one of the main pillars of a globalized world, 
is at the center of this revolution, as cross-border 
transactions of goods and services become an inte-
gral, often invisible, part of our daily digital routine.

In a rapidly changing digital world, governments 
confront new challenges in the regulation of dig-
ital trade. Digital devices come alive with services 
from around the world—with software covering the 
whole spectrum from entertainment to productiv-
ity. Classic trade problems like expediting trade 
procedures take on new resonance as shipments 
cross international borders in varied forms—indi-
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vidually packaged to consumers rather than in 
palleted cargo to wholesalers. Obstacles to trade 
are taking new shapes: issues like cross-border 
data flows and cybersecurity require international 
coordination to ensure the efficient and timely flow 

of information. Furthermore, the policy challenges 
lie not only in fostering cross-border transactions, 
but also in ensuring that benefits and opportuni-
ties from digital trade are equitably distributed in 
society.

A.  Digital trade and regulation

Multiple regulatory areas are crucial to the 
development of digital trade. Digital trade, under-
stood as the purchase and/or delivery of goods 
and services through digital means (see Box 1 for 
a definition), benefits from a comprehensive, mod-
ern and non-discriminatory regulatory framework. 
Regulation can provide the legal tools necessary for 
remote contracts, clarify the rights and obligations 
of the multiple actors involved in digital transac-
tions, and establish a framework that promotes 
trust in digital markets,1 even when the consumer 
does not know the merchant or that the merchant 
is in a different country. However, regulation can 
also reinforce the fragmentation of digital trade, 
effectively restricting digital transactions.

Rules affecting digital trade extends beyond mea-
sures explicitly targeting foreign transactions. 
As is often the case in services trade more broadly, 
digital trade is typically governed by general laws 
and regulations that shape market conditions for 
a given activity—regardless of whether that activ-
ity is carried out by domestic or foreign providers. 
In this context, what makes a regulation relevant to 
digital trade is the inherently cross-border nature 
of the activities it covers. For example, legal liabil-
ity rules for intermediary platforms often apply to 
domestic and foreign services alike. However, due 
to the borderless nature of digital platforms, such 
rules are more likely to affect foreign transactions 
than purely domestic ones.

Regulation plays three essential roles in digital 
transactions:

•	 Providing essential regulatory tools for 
remote digital transactions. One of the roles 
of economic regulation is providing legal rec-
ognition of innovative ways of making business 
interactions—while ensuring that the new 
practices are not harmful to third parties or 
can be otherwise deemed contrary to public 
interest. In the digital era, tools like electronic 
documents and electronic signatures require a 
regulation that affords them legal recognition 
to do business. Lack of electronic signatures 
may mean, for instance, that parties may need 
to physically travel or mail a hard copy to sign 
a document, increasing time and costs for the 
transaction. Further, the ability to complete 
paperless trade procedures is also a support-
ing element for cross-border B2B trade.

•	 Enhancing trust in digital markets by ensur-
ing that consumers are protected and that 
their information is safe and remains pri-
vate. Lack of trust in digital markets remains 
the top reason for not engaging in online pur-
chases. In a 24-country survey, almost half the 
respondents said they never buy goods or ser-
vices online because they do not trust online 
transactions (CIGI-Ipsos, 2017). Important 
limiting factors in both developed and devel-
oping economies are the perceptions that 

1.	 We refer to “digital markets” as the ability to conduct commercial transactions over electronic channels, be it through the internet 
or peer-to-peer systems based on public telecommunications networks. A “digital transaction” is a transaction conducted through 
digital means where at least side of the transactions is fully automated and does not require direct human intervention.
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cross‑border online transactions and delivery 
are less secure, and that no remedies exist for 
when something goes wrong (World Economic 
Forum, 2019). Indeed, domestic regulations 
often lack rules addressing the cross-border 
elements of e-commerce. The limited juris-
diction of regulators means that they cannot 
impose their regulations on players outside 
of their national territory. Regulations that are 
particularly relevant to promoting citizens’ 
trust in digital markets include:

•	 A strong data protection regime, which 
gives individuals control over their per-
sonal and financial information and fosters 
trust in how that data is collected, used, 
and shared;

•	 An effective framework for online con-
sumer protection, which helps users make 
informed decisions about goods, services, 
and transaction terms—enhancing their 
confidence and understanding of digital 
exchanges;

•	 A robust cybersecurity framework, which 
improves trust by requiring firms to meet 
minimum technical standards for data 
protection and ensures that unauthorized 
access is appropriately prosecuted and 
penalized; and

•	 Clear rules on artificial intelligence, par-
ticularly those ensuring unbiased and 
transparent processes, which reassure cit-
izens that safeguards govern how machines 
use the information they provide.

•	 Regulating the operation of firms involved in 
the digital trade ecosystem, with a focus on 
preventing market failures, especially infor-
mation asymmetry in digital businesses (e.g., 
platforms, telecom services, electronic pay-
ments). Regulations related to intellectual 
property, specifically those focused on inter-
mediary liability are a key component of the 
regulation of e-commerce platforms. Similarly, 
the ability to transfer data across is an essen-
tial element of digital trade, especially for 
digital services

Identifying regulatory approaches that minimize 
restrictions on digital trade while offering strong 
protections to individuals remains a key chal-
lenge. Essential aspects of digital trade regulation, 
such as intermediary liability or data protection, 
are new and still subject to trial-and-error exper-
imentation. Other aspects of digital rules have 
been pioneered by high-income countries that can 
support those regulations with a vast and skilled 
institutional apparatus, but whether those rules 
are also suited to smaller or poorer administrations 
and economies is uncertain. In addition, horizon-
tal regulations need to be completed with modern 
sector-specific regulations that address the chal-
lenges faced in specific activities that disrupt 
new digital business models, such as online retail 
(e-commerce) ride hailing, lodging, among others. 

This report discusses the role of regulatory pol-
icies in digital trade and presents how these 
regulations are being adopted around the around. 
Following this introduction, Section 2 describes the 
key features of the Digital Trade Regulatory Read-
iness (DTRR) database. Section 3 presents the 
regulatory areas by the DTRR and their connections 
with digital trade. Finally, Section 4 offers sugges-
tions for further analysis.

The DTRR database focuses on horizontal regu-
lations that provide essential regulatory tools for 
remote transactions, promotes trust among the 
parties to the transaction, and sets out rules on 
online platforms. The data gathered helps inform 
global progress on digital governance by identifying 
regulatory regimes that lack elements essential to 
digital trade, thereby introducing costs in the form 
of legal uncertainty for consumers and providers.

An enabling environment for digital trade 
requires coordination with multiple other reg-
ulatory policies. Regulation relevant to digital 
trade extends well beyond the current scope of 
the DTRR. For example, an effective regulatory 
and institutional framework for electronic pay-
ments is essential to cross-border transactions. 
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There are four forms of digital trade: the Internet enables trade in “traditional” goods and services that are 
digitally ordered but delivered offline, and it also provides a platform for trading purely “digitally traded” goods 
and services that are not only ordered electronically but also produced and delivered online.

Under most definitions of e-commerce, electronic transactions can entail the sale of either goods or services. 
For traditional goods and services, the Internet functions as a global e-commerce marketplace that enables 
remote transactions of goods and services that would otherwise be sold in brick-and-mortar stores. Digital 
technologies not only expand the possibilities for trade in existing goods and services but also offer a completely 
new environment for new “digital” goods and services to be developed—and traded.

Figure B1 illustrates trade in digital goods and services in quadrants III and IV, respectively. Business reality, 
especially in the digital environment, however, often blurs these conceptual lines. Software, for example, has 
been historically traded as merchandise (embodied in the shipping of physical media such as floppy disks or CDs) 
but is now often provided as a service, based on a subscription fee, that includes the right to updates, technical 
support, and ancillary digital products. Similarly, some services such as ICT consumer support can blur the lines 
between “traditional” and “digitally traded” services, as reflected in quadrants I and IV. Finally, some business 
can be used by final consumers or by other businesses, making it a challenge to clearly distinguish between B2C 
and B2B activities. This approach is consistent with a similar classification offered by the OECD, WTO, and IMF 
that focuses on whether goods and services are digitally ordered and/or digitally delivered (Figure B2).

Identifying the differences among the various types of digital trade is more than theoretically valuable. Rather, 
realizing these different phenomena as part of the broader digital trade or even digital economy analysis has 
practical implications. For instance, for statistical purposes, e-commerce goods transactions are normally captured 
by customs as they cross the border in the form of parcels and fall under the goods sections of the current account. 
Digital goods such as software or e-books should also, in principle, be captured as goods under the current 
account; however, because they are digitally delivered and do not cross physical borders, customs information will 
not be available, and such information should be sought elsewhere—for instance, in the international payments 
for goods and services as recorded by central banks. More importantly, the different expressions of digital trade 
also face different challenges and call for different policy responses: the logistical challenges of international 
parcel shipping faced by online retailers are not necessarily relevant to traders of digital goods and services, who, 
instead, may be much more concerned with intellectual property rights and contract enforcement.

Box 1: Defining digital trade

Source: IMF, OECD, UNCTAD and WTO, 2023.

GOODS SERVICES
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Alibaba
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Google Ads
E-medicine

IT outsourcing
Amazon Web Services

AI/data analytics
Social media

III

IVIII

Figure B.1: Types of digital trade I
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Rules on transport and logistics are directly rele-
vant to e-commerce in merchandise. Competition 
policies and regulations are also critical, partic-
ularly given the network effect associated with 
third-party platforms. As a result, a comprehensive 

review of policies and regulations that go beyond 
the scope of the DTRR database may be necessary 
when conducting an in-depth review of the regula-
tory environment of a specific country.

B.  Existing databases

The DTRR database complements existing data-
bases on regulatory restrictions with information 
on regulations that address regulatory challenges 
inherent to digital trade. Existing databases cap-

ture regulatory restrictions on digital trade but 
provide few details on the regulations governing 
it. For instance, ECIPE’s pioneering Digital Trade 
Restrictiveness Index (DTRI)2 and the OECD’s Dig-

Box 1: Defining digital trade

Source: IMF, OECD, UNCTAD and WTO, 2023.

Figure B.2: Types of digital trade II

Source: IMF, OECD, UNCTAD and WTO, 2023.

NATURE (How) PRODUCT (What) ACTORS (Who)

Corporations
• DIPs
• E-tailers
• Other producers 

only operating digitally
• Other corporations
Governments
Households
Non-profit institutions
serving households

Non-monetary
Digital Flows

(not included in
conventional

trade statistics)

Digital Trade
(included in

conventional trade
statistics)

Enabled
by DIPs

Digitally
ordered

Digitally ordered 
and delivered

Digitally
delivered

Services Goods

Non-monetary
information

and data

Production boundary

2.	 ECIPE’s pioneering Digital Trade Restrictiveness Index (DTRI) builds on an underlying database of regulatory restrictions on digital 
trade for 64 countries. The DTRI assigns a score from zero (fully open) to 1 (virtually closed) based on the trade restrictiveness of 
digital trade policies (Ferracane, M. F., & van der Marel, E. (2018). The database provides as short description of the restriction, as 
taken from its source.
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ital Services Trade Restrictiveness Index (DSTRI)3 
provide relevant information on existing digital 
restrictions and allow an empirical assessment of 
the impacts of those restrictions on trade and other 
aspects of the economy. However, given their focus 
on trade restrictions, they offer little information on 
the type of measures that can be considered legit-
imate safeguards that promote consumer trust in 
digital markets—and where they do, these mea-
sures too are assessed as restrictions on trade, 
without taking into account the positive trade 
effect they may have. OECD’s DSTRI does account 
for the positive effect of some measures by scor-
ing the absence of regulations on policies like 
e-signature, e-contract, e-payment and privacy 
regulation as a restriction on digital trade. UNC-
TAD’s Cyberlaw Tracker4 instead monitors the 

adoption of certain legislation relevant to e-com-
merce for 195  countries, in an effort to promote 
a sound and comprehensive regulatory frame-
work for digital trade. UNCTAD’s database does not 
attempt to build an index or otherwise provide any 
assessment of the legislation. These datapoints 
would help inform current indices on restrictive-
ness by identifying those regulatory regimes that 
lack essential pieces of regulation on digital trade, 
thereby introducing costs not in the form of regula-
tory restrictions, but in the form of legal uncertainty 
for consumers and providers.

Additionally, the WB Data Governance database 
provides insights into both safeguards and regu-
latory restrictions, covering 80 economies. Unlike 
indices that focus primarily on restrictions, this 

3.	 The OECD Digital STRI adds digital elements to the Services Trade Restrictiveness Index (STRI) to capture impediments to 
services traded digitally, and catalogues and quantifies barriers that affect trade in digitally enabled services across 93 countries. 
The database includes references and links to some of the underlying regulations. The indices take values between 0 to 1, where 
0 is completely open and 1 is completely closed. https://goingdigital.oecd.org/en/indicator/73.

4.	 https://unctad.org/topic/ecommerce-and-digital-economy/ecommerce-law-reform/summary-adoption​-e-commerce-
legislation-worldwide.

Table 1: Comparison of digital regulation databases

OECD DSTRI
UNCTAD Cyber-

law tracker
ECIPE
DTRI DTI

WB Global 
Data Regula-
tion Survey DTRR

# economies 
covered

93 195 64 130 80 121

# of policy 
areas covered

5 4 13 12 7 9

# total 
datapoints 
captured

3,780 776 6,400 13,130 6,480 13,794

Focus on Regulatory 
restrictions

Existence of 
legislation

Regulatory 
restrictions

Regulatory 
restrictions +
Safeguards

Safeguards 
+ regulatory 
restrictions

Regulatory 
restrictions +
Safeguards

Methodology Survey + 
Regulatory 

Review

Surveys Web scraping Web
scraping

Surveys + 
Regulatory 

Review

Regulatory 
review

Quantitative 
Index

Yes No Yes Yes Yes No

Includes 
sources / 
traceability

Partial Yes Partial Partial No Yes

https://goingdigital.oecd.org/en/indicator/73
https://unctad.org/topic/ecommerce-and-digital-economy/ecommerce-law-reform/summary-adoption-e-commerce-legislation-worldwide
https://unctad.org/topic/ecommerce-and-digital-economy/ecommerce-law-reform/summary-adoption-e-commerce-legislation-worldwide
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database evaluates regulatory safeguards that 
contribute to fostering trust in digital trade. Fur-
thermore, the DTRR database, which covers 121 
economies, distinguishes itself by capturing both 
regulatory restrictions and safeguards while ensur-
ing traceability. The DTRR methodology relies 
on regulatory reviews, allowing for a structured 
assessment of digital trade policies beyond just 
trade barriers. This approach ensures that not 
only restrictive measures but also policies that 
enable digital trade are captured, providing a more 
nuanced perspective compared to other databases.

The DTI (Digital Trade Integration)5 database, which 
covers 130 economies, is another key regulatory 
dataset that focuses on both safeguards and reg-

ulatory restrictions. Unlike databases that rely on 
surveys or purely legal assessments, DTI employs 
a web-scraping methodology, collecting real-time 
regulatory data across multiple digital trade policy 
domains. With 12 policy areas covered, DTI provides 
a broader regulatory perspective compared to some 
other indices, making it a valuable resource for 
understanding the dynamic evolution of digital trade 
policies globally. By integrating these additional 
datasets into the analysis, we recognize the com-
plementary nature of various regulatory databases. 
While some focus strictly on trade restrictions, 
others incorporate safeguards, and some, like 
the DTRR, provide a holistic view by bridging both 
perspectives—offering a more comprehensive 
understanding of digital trade regulations.

5.	 https://dti.eui.eu/.

https://dti.eui.eu/
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2.
A comprehensive and modern digital regu-
latory framework is essential for supporting 
digital trade. Regulation plays three critical roles 
for digital transactions. It provides the legal tools 
needed for concluding valid and enforceable elec-
tronic contracts, such as rules giving effect to the 
electronic authentication of documents and e-sig-
natures. Frameworks for personal data protection, 

online consumer protection, and cybersecurity 
offer safeguards that enhance trust in digital mar-
kets. Finally, regulations on the legal liability of 
platforms for unlawful or harmful content and rules 
on the international transfers of data set out basic 
rules that support a transparent and predictable 
framework for digital markets.

DTRR REGULATORY AREAS
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Regulation can also introduce unwarranted 
limitations to digital trade. For instance, unnec-
essarily restrictive or overly cumbersome 
requirements for cross-border data transfers limit 
access to certain digitally delivered services. Lim-
itations on the types of goods and services offered 
online may be warranted by public policy goals 
(e.g., restrictions on guns or controlled substances) 
or may add costs and inefficiencies by segmenting 
markets (e.g., requiring the use of domestic cloud 
services). The central challenge for policymak-
ers and regulators is therefore to adopt balanced 
frameworks that minimize restrictions on digital 
trade while offering a comprehensive framework 
for digital transactions and sound safeguards for 
users. By requiring that public policy measures 
minimize unnecessary trade restrictions, trade 
agreements help establish useful benchmarks for 
setting regulatory boundaries.

The DTRR database focuses on horizontal reg-
ulations that provide essential regulatory tools 
for remote transactions, promote trust in digital 
markets, and define rules for online platforms. 
The data gathered helps inform global progress 
on digital governance by identifying regulatory 
regimes that lack elements essential to digital 
trade, thereby introducing costs in the form of legal 
uncertainty for consumers and providers. In this 
context, “readiness” is intended as the ability of 
the regulation to comprehensively address the 
challenges presented by digital technologies in line 
with international best practices.

The database offers novel information on laws 
and regulations on digital trade around the world. 
The database reflects countries’ regulatory frame-
work on specific matters directly relevant to digital 
trade, specifically in the areas of electronic trans-
actions, trust-building regulation, and platform 
regulation. The DTRR offers a total of over novel 
13,000 datapoints, which includes over 5,000 reg-
ulatory measures effectively in place with explicit 
reference (“traced”) to the specific legal instru-
ment, including its section and paragraph, that 

supports them. The basic premise is that provid-
ing effective and transparent regulatory solutions 
fosters digital trade by enhancing trust in digital 
markets and reducing costs related to uncertainty 
and ambiguity in the legal framework.

The goal of the DTRR is to inform policymaking 
by identifying priorities for strengthening regu-
lation on digital trade. Readily assessing progress 
on digital regulations, while also providing granu-
lar information on specific regulatory solutions (or 
lack therefore) within a country’s legal framework, 
the DTRR can help policymakers, international 
experts, practitioners and academics to identify 
regulatory priorities for strengthening regula-
tion on digital trade. The database also provides 
a starting point for assessing compliance of a 
country’s regulatory framework with international 
obligations, such as digital trade agreements or 
the plurilateral WTO e-commerce agreement. In 
that sense, the DTRR focuses on offering quali-
tative information for over 120 economies in the 
world in an accessible and user-friendly manner. 
The data collection is based on laws and regula-
tions related to digital trade, from which the DTRR 
identifies the specific regulatory measures as set 
out in formal legal instruments. As such, the infor-
mation presented in the DTRR reflects de jure 
frameworks only.

The database captures regulations as they 
apply to digital trade, even when they may have 
a broader scope. In an effort to zero in on digital 
trade, the regulation solutions covered address 
matters inherent to digital trade. In some instances, 
however, matters relative to digital trade are cov-
ered under general, non-digital-specific rules. This 
is particularly the case in consumer protection, 
where broad, often dated, consumer-protection 
regimes also apply to digital transactions, even if 
they were not designed to do so. The DTRR still rec-
ognizes the regulation as applying to digital trade 
and records it positively wherever the regulatory 
solution is met, even if contained in a general law 
or regulation that goes beyond digital trade. This 
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methodological approach is understood to reflect 
more accurately the regulatory framework apply-
ing to digital trade. In practice, however, general 
frameworks generally fall short of good practices in 
digital regulation.

The DTRR focuses on qualitative information but 
is designed to support further use in quantitative 
analyses. Unlike other databases in this space—

such as the OECD Digital STRI, ECIPE’s DTRI, and 
the WB-WTO STRI—the DTRR does not provide 
scores or indexes of the regulatory measures it col-
lects. However, the data can be further processed 
to support econometric and other quantitative 
studies aimed at assessing the quality of regulatory 
frameworks. To this end, the full dataset is avail-
able for download, and the authors encourage its 
use and further development.

A.  Policies and measures covered

The Digital Trade Regulatory Readiness data 
cover nine key regulatory areas for digital trade, 
grouped into three broader regulatory pillars as cap-
tured in Table 2. These areas were selected by the 
authors based on consultations with WB and exter-
nal experts and informed by specialized literature:

These topics also reflect the regulatory areas 
commonly mentioned in digital trade/e-com-
merce chapters in trade agreements. As global 
trade in both goods and services increasingly incor-
porates digital technologies, regulations aimed 
at fostering digital trade are also becoming a cen-
tral component of trade agreements. For instance, 

the first binding international rules on cross-bor-
der data flows are found in trade agreements, 
namely the Comprehensive and Progressive Agree-
ment for Trans-Pacific Partnership (CPTPP) and 
the United-States-Mexico-Canada Free Trade 
Agreement (USMCA). Furthermore, “digital trade 
agreements” focusing exclusively on digital trade 
rules are emerging as a new trend in regulation of 
global trade. The US and Japan concluded a Digi-
tal Trade Agreement on October 2019; Singapore, 
Chile, and New Zealand signed (electronically) their 
Digital Economy Partnership Agreement (DEPA) in 
June  2020; and ASEAN countries concluded the 
“ASEAN Agreement on Electronic Commerce” in 

Table 2: Regulatory pillars and areas covered by DTRR database

Policy pillar Regulatory area # of regulatory solutions assessed

Regulation on electronic transactions Electronic documents 4

Electronic signature & Digital ID 6

Paperless Trade 3

Trust-building regulation Online consumer protection 19

Data protection 19

Artificial Intelligence 4

Cybersecurity & Cybercrime 11

Platform regulation Cross-border data 34a

Intermediary liability 14

TOTAL 114
a Includes 15 enabling and 19 restrictive regulatory solutions.
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January 2019. Digital trade rules are also being dis-
cussed at the multilateral level. Under the umbrella 
of the WTO, the current draft plurilateral agreement 
on e-commerce seeks to adopt a universal set of 
principles and rules on key aspects of digital trade, 
such as rules on electronic contracts, online con-
sumer protection, and paperless trade.

These nine regulatory areas are further dis-
aggregated into 114 “regulatory solutions.” 
The specific solutions (i.e., individual variables) 
were selected with a view to providing a progres-
sive understanding of the digital trade regulatory 
framework. In that sense, countries with limited 
and/or outdated regulations are likely to answer 
positively only to the basic questions of each area, 
while countries with a comprehensive and up-to-
date framework will tend to answer positively to 
most of the questions. An effort was made to select 
broadly uncontroversial questions that indicate a 
progressive degree of depth and complexity, and 
to represent the comprehensiveness of the regu-
latory framework independently, even where those 
regulations may not be in line with the global “best 
practices.” Annex I lists all the regulatory solutions 
reviewed and offers example and additional back-
ground on their importance for digital trade.

i.  Regulatory solutions
The DTRR focuses on the “regulatory solutions” 
featured in a country’s legal framework. The 
main information offered by the DTRR is whether 
a country has adopted specific statutory actions or 
safeguards (“regulatory solutions”) meant to over-
come policy challenges related to digital trade. 
Going beyond the title or general context of the leg-
islation, the DTRR digs into the content of laws and 
regulation to identify whether such regulatory solu-
tions are in place. Regulatory solutions can take the 
form of statutory requirements, like the mandate 
to disclose information certain about the vendor 
in e-commerce platforms or that electronic docu-
ments have the same legal value as physical one, 
or the adoption of certain safeguards, like granting 

a right to individuals to request the deletion of their 
personal information. While the database builds 
on the assumptions that adopting these regula-
tory solutions acts as an enabler for digital trade, 
the section on cross-border data rules also identi-
fies measures that are in fact restrictions on digital 
trade. These few “negative” regulatory solutions 
are treated separately from the bulk of the data in 
most analyses—see section 3.a.iv for details.

The focus on regulatory solutions allows us to 
assess how comprehensive and modern the regu-
lation is. Regulations can range from basic laws that 
provide solutions to a few aspects of a given policy 
area, to frameworks that seek to provide a compre-
hensive response to various new challenges brought 
about by digital trade. Consumer trust in remote, 
digital transactions, for example, is lower than in 
face-to-face interactions, as the consumer has often 
little information about its counterpart. Explicitly 
recognizing that online transactions are covered by 
consumer protection and requiring online vendors 
to provide certain information are simple regulatory 
solutions featured in virtually all effective consumer 
protection framework; more advanced regulations, 
however, include rules against the use of “dark 
patterns” (i.e., user interface designs intended to 
manipulate behavior—for examples making very 
easy to sign up for a service, but very difficult to can-
cel it) or rules against spam. By identifying which 
regulatory solutions are in place, the DTRR allows 
users to assess how comprehensive and modern the 
regulation actually is with greater certainty than ver-
ifying the mere existence (or lack thereof) of a legal 
instrument on any given area.

Based on legal texts, the database cap-
tures whether a specific regulatory solution is 
addressed in the regulation. In the collection 
stage, the database shows in a binary manner 
whether each of 114 regulatory solutions is effec-
tively covered in the legal framework of the country 
under review. Table 3 lists the regulatory solutions 
assessed under Intermediary Liability, and portrays 
the data as captured in the DTRR database for the 
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three countries with the most comprehensive reg-
ulatory solutions in that category. In its raw form, 
the dataset is a matrix of zeros and ones (or their 
graphical equivalent) with regulatory solutions and 
countries on each of its axes.

The following sections offer brief reviews of the 
regulations covered by the DTRR and how they 
relate to digital trade.

B.  Regulation on electronic transactions

Providing legal recognition to the tools necessary 
for remote, electronic transactions is a neces-
sary initial step toward an enabling framework 
for digital trade. As communication technolo-
gies connect people and businesses around the 
world with increasing ease and convenience, busi-

nesses engaged in digital trade also expand their 
network of clients and suppliers across borders. 
A regulatory framework that is conducive to digi-
tal trade should therefore guarantee that contracts 
concluded remotely through electronic channels 
are just as valid and legally enforceable as those 

Table 3: Regulatory solutions on intermediary liability. Selected countries

Singapore Chile U.S.

In
te

rm
ed

ia
ry

 li
ab

ili
ty

Framework explicitly addresses online intermediary liability   

Online intermediaries are not required to routinely monitor content uploaded by third 
parties

  

Safe harbor provisions exist to shield online platforms/hosting providers from liability 
for:
•	 Unlawful activity generally

 — 

•	 Infringements related to intellectual property   

Notice and take down procedures required for:
•	 Unlawful activity generally

 — —

•	 Infringements related to intellectual property   

Content providers’ right to counter notice   

Online platforms’/Hosting providers’ right to counter notice/appeal — — —

Online platforms/Hosting providers are not liable for wrong deletion if they conduct 
deletion by following a takedown notice

 – 

Complainants are liable for wrong deletion following a takedown notice   

Online platforms/Hosting providers are required to disclose the identity of infringers to 
the extent it is available to them

— — —

If online platforms/hosting providers are required to disclose the identity of infringers, 
they are not liable for the failure to do so

— — —

Online platforms/Hosting providers may not disclose their users’ identity information to 
third parties without court orders

— — —

An order from a judicial court or competent authority is required to require content 
restriction

  —

Source: DTRR.
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concluded in person. Ensuring that electronic doc-
uments and signatures are fully recognized and 
enforceable—while providing citizens with ade-
quate tools—is therefore essential to underpinning 
the legal validity and practical use of remote elec-
tronic contracts and transactions.

i.  Electronic documents
A strong and reliable framework for e-documents 
is particularly important for business-to-business 
(B2B) transactions. Transactions with final con-
sumers, such as those on e-commerce platforms 
like Amazon.com, Lazada.com, or MercadoLibre.
com, and app-based services like Airbnb, do not 
typically entail major documentation exchanges 
and can be concluded even without a specific reg-
ulatory framework for electronic transactions. 

However, B2B transactions that entail customiza-
tion of products and services provided over time, 
such as those that allow suppliers to connect to 
global value chains or that require peripatetic deliv-
ery over extended periods, the ability to conclude 
or amend contracts across borders in a secure and 
reliable way is essential for reducing costs and facil-
itating cross-border business operations.

ii.  Electronic signatures & digital authen-
tication
The ability to conclude legally binding contracts 
remotely depends heavily on capturing the parties’ 
agreement in a secure and reliable manner. Elec-
tronic signatures contribute to remote transactions 
by providing a legal and technological mechanism 
that ensure the parties that their identities and 

The European Union enacted Regulation No. 910/2014 on ‘electronic identification and trust services for 
electronic transactions in the internal market’ (“eIDAS”) to remove barriers to the cross-border use of electronic 
identification means for public services used in the EU Member States. The eIDAS sought to meet this goal 
by prescribing conditions under which Member States must recognize electronic identification schemes of 
another EU Member State, laying down rules for trust services for electronic transactions, and by establishing 
a legal framework for, amongst others, electronic signatures, and documents. The eIDAS regulation requires 
that mandatory electronic identification schemes to be notified to the Commission along with the appropriate 
assurance level: either low, substantial and/or high. These assurance levels correspond to minimum technical 
specifications, standards, and procedures notified by the Commission. Each of the notified electronic 
identification schemes are required to be interoperable, such that there is no discrimination between any specific 
national technical solutions for electronic identification. In practice, this has enabled citizens with smartcards 
and mobile-phone-based digital identification systems issued in one EU Member State to access online services 
provided in other European countries. By virtue of the Agreement on the European Economic Area, the eIDAS 
has also been adopted as law in Norway, Iceland, and the Principality of Liechtenstein.

The eIDAS regulation may have also helped countries in establishing electronic identification systems through 
the legal framework of qualified trust service providers. The eIDAS defines a ‘trust service’ as an electronic 
service relating to the creation, verification, preservation, and validation of electronic signatures, electronic 
seals, and certificates for website authentication. Trust service providers that successfully fulfill the accreditation 
requirements of the conformity assessment body are listed as ‘qualified trust service providers’ by each EU 
Member State. The reliability and credibility associated with being a qualified trust service provider under eIDAS 
has also made it easier for EU Member States to engage qualified trust service providers to establish digital 
identity solutions. For instance, the Republic of North Macedonia engaged Evrotrust, a qualified trust service 
provider of the Mastercard group, to launch the country’s first remote digital identity services system.

Box 2: The EU’s eIDAS Regulation: A framework for cross border E-ID and Trust Services

Source: Authors based on Regulation(EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on 
electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC.



18 DIGITAL TRADE REGULATORY READINESS 
A Global Database

expressions of will be secure and reliable, even in 
contracts concluded at a distance or across countries. 
Digital identities entail a collection of electronically 
captured and stored attributes that uniquely describe 
a person within a given context and are used for elec-
tronic transactions (World Bank, 2016), which allow 
for digital IDs that can be used to prove real-life iden-
tity online, and thereby grant access to a range of 
public and private services in a safe and secure way.

iii.  Paperless trade
In paperless trade, digital information is used 

instead of paper documents to fulfill customs pro-
cedures. Digital customs procedures are a valuable 
complement not only to traditional, containerized, 
bulk trade that moves thousands of products at 
once but also to international e-commerce, where 
goods are often sold and shipped in individual par-
cels directly to the final consumer. Bottlenecks in 
customs clearance and regulatory documentation 
can be particularly challenging for smaller busi-
nesses and digital traders with less experience and 
resources. (UNECE and WEF, 2017).

C.  Trust building regulation

A robust regulatory framework that prevents 
the misuse of data while facilitating its use and 
sharing is essential for building trust in data trans-
actions. Despite many recent important advances 
regarding personal data, legal frameworks for data 
governance across much of the developing world 
remain inconsistent, raising concerns about the 
ability of lower-income countries to benefit from the 
development opportunities emerging from the bur-
geoning global data economy (World Bank, 2021).

Regulation plays an essential role in bolster-
ing digital markets by promoting trust. Because 
digital markets are still in their infancy, lack of 
trust in remote electronic transactions remains 
the primary reason consumers avoid online pur-
chases—especially across borders (Figure 7). 
The very nature of remote electronic transac-
tions means that consumers have no face-to-face 
contact with vendors, meaning that there are no 
“visual cues,” such as location, facilities, and per-
sonalized interaction, that help consumers gauge 
a retailer or supplier’s professionalism. In this 
environment, consumers are asked to disclose 
sensitive information and personal data either to 
a retailer, online intermediary, or digital platform. 

As a result, one important limiting factor in both 
developed and developing economies is the per-
ception that cross-border online transactions 
and delivery are less secure, and that remedies 
do not exist when something goes wrong (World 
Economic Forum, 2019).

Trust-building regulation for digital markets 
focuses on three goals: overcoming information 
asymmetries, strengthening individuals’ rights 
and remedies, and making online transactions 
secure. Under this “trust building” category, the 
database captures policies on consumer protec-
tion, data protection, cybersecurity and AI. Overall, 
by ensuring that such data is adequately protected 
and may not be used for purposes other than the 
specific issue at hand, these regulations seek 
to provide online users a sense of security in the 
transaction and control over their own information,.

i.  Online consumer protection
Rules governing online consumer protection are 
needed to overcome information asymmetries 
between vendors and consumers of online trans-
actions. Distance shopping presents challenges, 
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such as the inability to assess products in person 
before confirming a transaction. Online consumer 
protection laws aim to ensure “a level of protection 
not less than that afforded in offline commerce” 
(UNCTAD, 2017). To that end, online consumer pro-
tection builds on the principles and mechanisms of 
traditional consumer protection regimes, extending 
and adapting those protections to digital markets to 
reduce some of the challenges of buying and selling 
online (OECD, 2000). Similarly, the UN Guidelines 
for Consumer Protection (UNGCP) emphasizes 
that consumer protection in e-commerce should 
be equivalent to that in traditional commerce. 
Online consumer protection provisions are typically 
designed for domestic markets; however, they play 
an especially important role in international digital 
trade, where consumer trust tends to be lower—
particularly when procedures like cancellations and 
returns are unclear or poorly communicated.

ii.  Data protection
Consumers are increasingly aware of the implica-
tions of unrestricted access to personal data. Lack 
of trust in the way personal data is managed drives 
users away from electronic transactions, limiting 
the growth of digital markets. Safeguards govern-
ing when and how firms may collect, process and 
share personal data are essential for building digital 
markets in which users feel safe providing their per-
sonal information, knowing it will only be used and 
shared as necessary for the original purpose.

Strong and consistent data protection regu-
lations are also essential from digital trade, 
especially for digital services. Some studies have 
found that Countries that share strong safeguards 
for personal data tend to trade more between each 
other (World Bank, 2021; Ferracane and van der 
Marel, 2021). Two factors may play a role in this 
phenomenon. On one hand, consumers are more 
likely to transact with vendors who, whether due to 
good practices or regulatory compliance, provide 
clear assurances about how personal data is used 
and with whom it may be shared. In parallel, as 

data protection regimes expand globally, a grow-
ing number of countries now require that foreign 
partners offer comparable—or “adequate”—protec-
tions before allowing cross-border data transfers. 
This creates incentives to trade with countries that 
maintain similar data protection standards.

iii.  Artificial intelligence
Artificial intelligence (AI) has the potential to 
boost efficiency and productivity and opens 
the door to new tradeable services. The abil-
ity of machines to “learn” by identifying patterns 
of data—from a human face, to the risk associated 
with certain activities, to the potential interests 
of consumers—can deliver significant productiv-
ity gains for businesses. For instance, employee 
recruitment often involves the costly review of 
dozens of candidate profiles, a process that can be 
automated using AI solutions. Similarly, machine 
learning algorithms can parse large amounts of 
mobile-phone data to deliver instantaneous credit 
scores to users in developing countries (Stru-
sani and Houngbonon, 2019). Digital trade plays 
a critical double role in AI. As machine learning 
feeds from, and is improved by, large amounts of 
data, access to information around the world is 
essential to a well-trained system. Furthermore, 
because a handful of tech giants control big data 
and advanced algorithms, most AI users around 
the world are more likely to access AI services 
through cross-border digital trade than by devel-
oping domestic systems, at least in the short to 
medium term. At  the same time, increasing con-
cerns around data privacy, algorithmic bias, and 
automated decision making have led to growing 
regulatory scrutiny of AI and data flows. These 
tensions underscore the importance of developing 
international frameworks that enable digital trade 
while addressing legitimate governance concerns.

iv.  Cybersecurity & cybercrime
While less visible to individual consumers, 
cybersecurity regulation is essential to pro-
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moting trust in digital trade. Cybersecurity rules 
include a broad range of measures addressing 
the security of network infrastructure and the 
elements over which data flow, as well as poli-
cies to secure the storage and the safe transfer 
of data. From this perspective, cybersecurity pol-
icies seek to bolster broad public confidence in 
the use of the internet and ICT by addressing the 
risks that crime, and even armed conflicts may 
bring to the security of networks such as power 
grids and urban utilities; devices from consumer 
phones to computer mainframes; and both per-

sonal and non-personal data (World Bank and 
United Nations, 2017). From a digital trade 
perspective, however, the focus is narrower—
individuals’ trust and measures to protect 
personal data from unauthorized access. In that 
sense, major data breaches, like the one Yahoo! 
witnessed in 2013 that affected 3 billion user 
accounts, not only compromise people’s privacy 
but can have a chilling effect on digital markets 
as consumers realize how vulnerable their infor-
mation can be.

D.  Platform regulation

Online platforms play an essential role in dig-
ital trade by connecting individual consumers 
with retailers, manufacturers, and service pro-
viders from around the world. The internet’s 
unparalleled ability to connect billions of indi-
viduals worldwide has boosted business models 
based on intermediation between vendors and 
consumers. E-commerce platforms like Alibaba, 
eBay, and Mercado Libre are based on offering 
consumers products from thousands of different 
providers rather than their own stock. “Gig econ-
omy” apps offer services such as rides, lodging, 
or delivery of food or groceries from firms and 
individuals. Other services rely on content such 
as video (YouTube, Vimeo), opinions and reviews 
of products or services (Yelp, Google), or infor-
mation (blogs) developed by thousands of users, 
most of whom remain relatively unknown to the 
final consumer. The relationship between these 
intermediaries (websites and apps) and the firms 
or individuals offering their own products or ser-
vices is therefore essential to the functioning of 
those digital transactions. These connections are 
also possible to the extent that businesses and 
consumers around the world can transmit the 
relevant information (i.e., data) in a timely and 
efficient manner.

i.  Cross-border data
Cross-border data flows are an increasingly 
essential element of international trade. Data 
flows not only support trade in goods, making pro-
duction and distribution more effective and less 
costly, but such flows are in fact the vehicle for 
trading digital services across borders. As trade in 
global digital services has increased dramatically 
in recent years, so have global data flows. Regu-
lation of data flows, especially of personal data, 
lies at the heart of digital trade governance. More 
than 40 percent of US firms surveyed by the US 
International Trade Commission (USITC) consider 
data localization requirements and market access 
regulations to be obstacles to trade, particularly 
larger firms and those in the digital communica-
tions, content, and retail services sectors (USITC, 
2014). Assessing regulatory restrictions on dig-
ital trade, Ferracane and Van Der Marel (2021b) 
find that restrictive data policies, specifically those 
related to the cross-border movement of data, 
result in lower imports of data-intense services for 
the countries imposing them, which translates into 
lower levels of cross-border digital trade.

Restrictions on global data flows can also burden 
domestic companies using digital technologies, 
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particularly in the context of global value chains 
(World Bank, 2020). Swedish manufacturing firms 
recently reported that data localization require-
ments and restrictions on cross-border data flows, 
including for outward transfers, adversely affect 
the setup and operation of their global produc-
tion networks (NBT, 2015). The challenge for policy 
makers is promoting the sharing and transfer of 
data in a manner that supports the economic ben-
efits of digital trade, while ensuring that sensitive 
information remains secure and the relevant regu-
lations on personal data protection are respected.

Restrictions on data flows, commonly referred 
as “data localization” requirements, take multi-
ple forms. Limitations on the management of data 
are not limited to the explicit regime on cross-bor-
der transfers: provisions mandating that certain 
type of data be stored, processed, or accessed only 
with the jurisdiction of the country—often referred 
as “data localization” measures—are also critical 
in the management of information. Data storage 
requirements entail the obligations to house certain 
data on servers physically located in the country. 
Local processing requirements, on the other hand, 
mandate that all handling of such data—such as 
updating, anonymizing, or preparing for any spe-
cific use—must take place within the country. Local 
access requirements require that certain informa-
tion can only be retrieved from within the country. 
While these rules do not prohibit cross-border data 
sharing or offshore storage of copies, they impose 
significant costs by physically anchoring the data to 
domestic infrastructure.

Broad, economy-wide, data localization require-
ments are rare, but are not unusual in specific 
sectors. No country in the DTRR features general 
data localizations for personal and non-personal 
data, but 12 countries in the database have 
adopted data localization requirements for all 
personal data—a requirement often considered a 
major restriction to cross-border data flows. Ten 
countries from that group demand local storage of 
all personal data, while two more mandate domes-

tic processing instead, including Kenya which 
features both.

Non-personal data
Non-personal data flows are important for dig-
ital trade, enhancing commercial benefits and 
technological innovation. Non-personal data 
plays a key role in digital trade by enabling com-
mercial benefits, driving technological innovation, 
and facilitating global data flows essential for inter-
national business operations. Unlike personal data, 
it is usually not subject to the same amount of pri-
vacy restrictions—such as consent principles or 
data minimization principles. This relative flexi-
bility in handling and cross-border sharing makes 
non-personal data especially valuable for improv-
ing trade efficiency, enhancing public services, and 
supporting competitive market strategies. Under-
standing and managing the flow of non-personal 
data is key to maximizing the benefits of digital 
trade while ensuring secure and efficient global 
trade exchanges.

ii.  Intermediary liability

Rules on intermediary liability can make or break 
business models based on digital platforms. 
Intermediary liability rules are the set of provisions 
that distribute the liability between intermediaries 
(website and apps) and actual vendors or content 
developers when things go wrong. In other words, 
intermediary liability is the responsibility that falls 
upon online intermediaries, such as search engines, 
application platforms, social networks, and broad-
band companies, for third-party content featured 
in, or products and services offered through, their 
websites or apps. Just as intermediation is not a 
novel business model, intermediary liability rules 
are not a new legal concept—most such rules can 
be traced back to Roman law. Intermediary liabil-
ity rules can, in fact, be broader rules that apply to 
online intermediaries (Gasser and Schulz 2015). 
However, specific rules of digital intermediaries are 
more likely to adapt to the specific conditions of 
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digital markets. Lack of provisions specifically ori-
ented to digital platforms leads to courts’ decisions 
to fill the gaps with rules and principles not tailored 
to the digital context—often with odd or suboptimal 
results. Even where judicial decisions reach opti-
mal outcomes, having explicit regulations in place 
increases transparency and predictability, thereby 
reducing costs for digital business and strengthen-
ing user rights.

Given the central role of digital platforms, clear 
rules on intermediary liability are essential to 
digital trade. Social media and e-commerce plat-
forms are hallmarks of digital markets, whose 
inherently global nature provides a natural envi-
ronment for connecting suppliers and consumers 
around worldwide. The network effects of digital 
platforms tend to concentrate market power in a 
few massive global providers. However, the growth 
of these services can be hindered by outdated or 
inadequate rules on intermediary liability, which 

may impose harsh penalties for user-generated 
content or behavior. This regulatory uncertainty 
also affects domestic start-ups, which may face 
prohibitive costs if held responsible for their users’ 
misconduct.

Regulations on intermediary liability typically 
touch on two different policy areas: intellec-
tual property and criminal law. Legal liability for 
digital platforms may arise from a user’s vendor 
infringement of intellectual property rights. This is 
the case, for instance, when a vendor offers a coun-
terfeit product that is in violation of trademarks, 
or uploads a video, song or text in violation of the 
author’s copyright. More egregious conduct may 
amount to violations of criminal law, for example, 
if a user uploads a video calling for violence, pub-
lishes a deep-fake nude image of a celebrity, or 
issues a threat to or otherwise harms another per-
son. A comprehensive framework on intermediary 
liability would cover both types of rules.
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3.
A.  Data collection and review methodology

The DTRR data is based on the direct review of 
laws and regulations. The DTRR reflects the regu-
latory solutions as enshrined in laws, decrees, and 
other major legal instruments. The strict application 
of the traceability principle implies that, with the 

two exceptions identified below, the data featured 
in the DTRR originates solely from the actual legal 
framework of the country in question. In a handful of 
cases, third-party sources reported on the existence 
of certain regulatory measures, yet no legal instru-

DTRR DATABASE METHODOLOGY
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ment could be found to review, confirm, and trace 
back to that regulation; in those cases, no measure 
was recorded. Once collected, the legal instruments 
were carefully reviewed by a team of WB staff and 
consultants with legal expertise and background. 
Overall, the DTRR incorporated information from 
approximately 700 legal instruments and features 
over 5,200 references to specific provisions.

The data are current as of March 2024 and do not 
reflect any changes to the legislation after that 
date. Despite intensive efforts, there were some 
countries where information could not be gathered. 
On a few occasions, media or other sources sug-
gested that legislation did exist, but it could not be 
found online. Because of these potential gaps, the 
database records missing regulations as “no provi-
sion was identified” under the relevant regulatory 
solution, rather than “no provision exists.” Should 
interested readers find gaps in the information, 
they are welcome to contact the authors.

i.  Traceability to its original source
DTRR’s information is supported by direct ref-
erence to the legal instruments where they are 
featured. With a view to ensuring the quality of 
the information, each datapoint can be traced 
back to the specific provision, paragraph, and/or 
section number that provides for that specific regu-
latory solution in the country’s legal framework. For 
example, the data point indicating that Argentina’s 
framework provides that electronic signatures issued 
abroad have the same legal effect as domestic elec-
tronic signature stems from Article 16 of Argentina’s 
Digital Signature Law of 2001. Traceability informa-
tion is readily available to interested parties through 
the download of the main database file.

“Traceability” ensures the accuracy of the infor-
mation, and eases any corrections needed. 
Identifying the specific legal source of the infor-
mation not only ensures the accuracy of the 
information but also allows for it to be quickly 
amended it in case of reforms or new develop-

ments in the underlying regulatory framework. This 
feature is oriented to facilitating informed policy-
making and identifying specific needs to improve or 
reform existing regulatory framework.

This feature sets the DTRR apart from sur-
vey-based and from web-scraping database. 
While some databases attempt to complement 
indicator-based information with qualitative infor-
mation about their sources, the main survey-based 
databases in the field focus on offering a quantita-
tive index that measures the regulatory framework’s 
quality and offer little or no access information on 
the sources of those values. Databases focused 
on capturing information online (“web-scrap-
ing,” whether in an automated or manual way) rely 
instead on third party sources, such as news media, 
other databases, and online reports, rather than 
actual interpretation of the legal instruments. This 
has the advantage of capturing a much broader 
range of information, including on how those reg-
ulatory measures are applied in practice, but often 
misses the link to the underlying legal instruments 
and forces the users to trust the cited third-party 
source without the ability to verify it directly.

ii.  Scope of the data collection
Some procedural steps constrained the scope of 
data collection for the DTRR. Like the proverbial 
needle, finding one specific measure that exists in 
the whole regulatory haystack of a given country can 
be a time-consuming exercise. To prevent an infinite 
search, the team adopted a standardized procedure 
that delivered substantial results while keeping the 
data collection effort at a feasible scale. The first 
step of data collection entailed reviewing a num-
ber of online databases, repositories, books, studies 
and similar services that offer legislative information 
on areas covered by the DTRR. Broad databases like 
UNCTAD Cyberlaw Tracker, OneTrust DataGuidance, 
ECIPE’s Digital Trade Restrictiveness database and 
the Digital Trade Integration database were partic-
ularly helpful in finding and accessing regulations. 
Over 20 other databases, some of them specific to 

https://unctad.org/topic/ecommerce-and-digital-economy/ecommerce-law-reform/summary-adoption-e-commerce-legislation-worldwide
https://www.dataguidance.com/
https://ecipe.org/dte/
https://dti.eui.eu/
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certain topics, like the UN Global Survey on Digital 
and Sustainable Trade Facilitation the World or Inter-
mediary Liability Map of Stanford University were 
consulted in order to identify the country-specific 
regulations. Further, where no relevant regulation 
was identified through those selected databases, 
the team conducted thorough online research, start-
ing with the official websites of the government as 
well as broad online searches for third-party infor-
mation. In many cases, national news media, local 
law firms, or specialized blogs or articles contained 
information about whether certain legislation had 
been adopted, which then facilitated a more gran-
ular search. Ultimately, all instruments were taken 
from publicly available official online sources, mostly 
government websites such as official gazettes or 
repositories from specialized government agencies 
such as sectoral Ministries, data protection authori-
ties, or consumer protection agencies.

Several substantive boundaries were set for the 
data collection and review. To keep the research 
feasible, the team applies specific criteria to limit the 
types of legislation included. These rules comprised:

1.	 National / Federal disciplines: except for the 
cases of three US states, California, New York 
and Texas, all legislation featured in the data-
base are disciplines adopted at the national 
(federal) level. International agreements were 
not considered,6 nor were private industry 
standards and draft or proposed legislation.

2.	 Primary and secondary legislation: the broad 
regulatory research and collection effort 
focused on acts by Parliament / Congress 
and general decrees by the Executive branch. 
Ministerial-level regulations were not part of 
systematic review, but some instruments were 
considered if they were referred to by either 
other legal instruments or third-party sources. 
Court decisions were not considered as legal 
sources for data collection.

3.	 Mandatory regulatory: All instruments are 
laws or regulations of mandatory nature. Indi-
vidual provisions, guidance instruments, or 
call for certain best practices that are only vol-
untary compliance were not included in the 
database. An exception to this rule was made 
for certain Japanese instruments, such as 
the “Guidelines for Operational Standards for 
Bandwidth Control” that are broadly consid-
ered mandatory instruments even though they 
do not feature specific sanctions.

The search was limited to certain types of laws 
that had been identified as generally featuring 
the relevant regulatory solutions. Table 4 pro-
vides an example for some of the laws that were 
typically reviewed for each regulatory area. In a 
handful of situations, certain loosely identified 
legislation in the media or government websites 
could not be found. As a result, and given the strict 
requirement for traceability guiding the data col-
lection, it cannot be ruled out that some relevant 
pieces of legislation may have been missed, espe-
cially for middle- or low-income economies. On the 
other hand, the regulatory solutions that are men-
tioned are certainly in effect or would have become 
effective by June 30, 2024.

iii.  Interpretation
The regulatory reviews were guided by a few 
principles focused on the intent behind the rules. 
While the database builds on the notion that cer-
tain key measures are at the basis of digital trade 
regulation worldwide, how those laws are drafted 
and incorporated into the regulatory framework 
can vary greatly. A same provision may be found 
featured as a mandate (“shall” [“Trust services 
provided by trust service providers established in a 
third country shall be recognised as legally equiva-
lent to qualified trust services provided by qualified 
trust service providers established in the Union 

6.	 OECD’s Index of Digital Trade Integration and Openness (INDIGO) tracks progress in international arrangements that matter for 
digital trade.

https://www.untfsurvey.org/economy
https://www.untfsurvey.org/economy
https://wilmap.stanford.edu/
https://wilmap.stanford.edu/
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where …”]7) or as a prohibition (“A data message, 
electronic document, electronic record or other 
communication must not be denied legal protec-
tion, effect, validity, or enforceability on the ground 
that it is in electronic form”8). Even a prohibition can 
be expressed through positive language (“It shall 
be unlawful for any person to use a bot to commu-
nicate or interact with another person in California 
online, with the intent to mislead the other per-
son about its artificial identity…”9), or negative 
language (“Processing of personal data revealing 
racial or ethnic origin, political opinions, religious 
or philosophical beliefs … shall be prohibited.10 ”), 

or even neutral language but associated to a sanc-
tion. Reviewing thousands of regulatory measures 
from around the world in order to decide whether 
or not they meet one specific definition necessar-
ily entails a cautious interpretative effort. Even a 
meticulous reading, however, cannot eliminate 
occasional doubts and some level of judgement 
value. Further, to limit the impact of such uncer-
tainties and to make sure that all regulations were 
being assess through the same lens, some teleolog-
ical principles were defined to help the reviewers in 
the interpretation, namely:

7.	 Article 14, Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification 
and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC

8.	 Article 5, Fiji Electronic Transactions Act 2008 (No. 26 of 2008).
9.	 Section 17941(a), Chapter 6, Part 3, Division 7, California Business and Professions Code.
10.	 Article 9, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC 
(General Data Protection Regulation).

Table 4: Common legislative sources

e-document/ 
e-signature

Online consumer 
protection

Data protection/ 
Cybersecurity

Intermediary 
liability

Law on electronic commerce/ transactions/
trade/exchanges

   

Digital economy law  

Law on electronic communications  

Law on electronic documents 

Law on electronic signature 

Law on consumer protection  

Law on personal data protection 

Law on cybersecurity  

Digital security act  

Law on information technology crimes 

Cyber/computer crimes act  

Copyright act 

Information and communications act  

Law on information society services  

Civil code 

Commerce code  

Evidence Act 

Criminal code 
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1.	 Context: when the language of the provi-
sion(s) was not clear enough to determine the 
answer to our question, context was taken into 
consideration. This includes the goal of the leg-
islation, whether the legislation was following 
a given instrument (model law, other country’s 
regulation, etc.). In addition, the position of the 
provision was considered, for example, what 
provisions are adjacent, what title and section 
the provision is housed under, among others.

2.	 Governing Ministry/Agency: the authority over 
the law will commonly have layman’s explana-
tions on their website via Q&As, blog posts, 
news reports, or short explanatory guides.

3.	 Legal blogs and regulatory research web-
sites: big law firms and domestic specialty 
firms generally post short blogs regarding 
recent legislation as well as articles analyzing or 
describing legal developments. In addition, reg-
ulatory research websites (DTI, WIPO, Library 
of Congress) may have final conclusory data 
on regulations or links to explanatory texts.

4.	 Pro-measure: when, despite all other inter-
pretative efforts, a provision (or combination 
thereof) left doubts about whether it in fact 
featured a specific measure, it was recorded 
as they regulation being in place—the most 
favorable interpretation for the country. The 
opposite is true for the handful of “negative” 
measures included in the database, particu-
larly those related to cross-border data flows.

iv.  Deviations I: Restrictions on cross-
border data flows
International flows of machine-readable data 
are essential for digital trade, especially for trade 
in services (WDR2021). Specifically, cross-bor-
der trade in services relies on information traveling 
through telecommunications networks (i.e., digital 
data) to deliver the services from suppliers to con-
sumers located around the world. Digital data plays a 
role digital services much like shipping containers do 
in merchandise trade: it serves as the medium for the 
content of the transaction to reach its consumer. Reg-
ulatory restrictions on the cross-border movement of 

data are therefore the effective equivalent to direct 
restrictions on international trade on digital services.

Deviating from its own philosophy, the DTRR 
includes a set of restrictive regulatory solutions 
to cross-border data flows. Given the critical role 
that data flows play in digital trade, it was decided 
that regulatory restrictions on cross-border data 
flows, in particular limitations to cross-border 
transfers and data localization requirements, was 
inherent to a database focused on digital trade 
regulation. The DTRR section on cross-border regu-
lations therefore deviates from other DTRR sections 
as it features both “positive” regulatory solutions 
that contribute to an enabling environment to digi-
tal trade, as well as “negative” regulatory solutions 
that entail limitations to cross-border data flows, 
thus hampering the ability to engage in services 
trade. Nineteen of the 34 regulatory measures col-
lected under the section capture different types of 
limitations to cross-border data flows.

Regulatory restrictions on cross-border data are 
sandboxed for the purposes of analysis and visu-
alizations of the regulatory environment. When 
assessing the progress and “readiness” of the reg-
ulatory framework for digital trade, restrictions on 
cross-border data were considered separately from 
all other data points in the data. Since the DTRR 
builds on the notion that a comprehensive and 
modern regulatory framework acts as an enabler for 
digital trade, broad analyses and descriptions based 
on the DTRR, especially aggregate comparative fig-
ures that describe the “readiness” to digital trade, 
effectively exclude all 19 datapoints on data restric-
tions from the visualizations and analysis. However, 
these data are brought to light when looking specif-
ically at regulations on cross-border data flows, and 
wherever reference to data limitations is warranted.

v.  Deviations II: Paperless Trade and 
Digital ID
Digitalization of border procedures play an essen-
tial role in facilitating cross-border trade, including 



29DIGITAL TRADE REGULATORY READINESS 
A Global Database

goods traded through e-commerce. Paperless 
trade refers to the digitalization of information flows 
required to support the international movement of 
goods, especially during custom procedures (WTO, 
2022). Such procedures include the establishment 
of “single windows,” recognizing the electronic sub-
missions of documents such as customs declaration, 
certificates of origin, and sanitary and phytosanitary 
certificates, as well as accepting electronic payments 
of custom duties and other fees. For e-commerce, 
this also includes adopting expedited channels 
and simplified procedures for processing parcels.

Regulations for paperless trade and digital ID 
span multiple regulatory levels, which required 
an exception in the DTRR methodology. While 
some disciplines relevant to paperless trade are 
often adopted as laws or decrees it is also often the 
case that those rules are adopted at lower levels of 
government, including ministerial declarations or 
directives from customs or other specialized agen-
cies. Access to these lower-level regulations has 
proven particularly elusive, limiting the ability to 
review those regulations and “trace” the DTRR’s dat-

apoints to actual legal instruments, which is the rule 
for the database. Similarly, many digital ID systems 
may have been implemented through public-private 
partnerships, or contractual arrangements where a 
government may have hired a trust services provider 
to establish the digital identification system. Rules 
relating to whether national digital ID systems are 
accessible by private services providers may have 
been codified at a departmental level, either as a 
departmental directive or internal rules of the gov-
ernmental agency. Considering these challenges in 
data collection, and taking into account the impor-
tance of paperless trade for trade in goods, including 
those traded through e-commerce, it was decided to 
deviate from the DTRR “traceability” approach with 
regard to two regulatory solutions (out of the three 
covered in that section). Two questions on paperless 
trade have therefore been answered based on infor-
mation provided in the UN Global Survey Digital and 
Sustainable Trade database, in cases without iden-
tifying the specific regulations that supports those 
results. Future revisions of the DTRR database are 
expected to improve this methodology to be able to 
trace regulations in this section.

B.  Geographical scope

The DTRR database covers 121 economies, 
including 118 countries and 3 sub-federal states. 
Countries were selected to ensure broad coverage 
across all world regions and levels of development, 
as shown in Table 5 below. The 121 economies 
include three states of the United States, Califor-
nia, New York, and Texas. These three states were 
included in the regulatory review to capture the 

regulatory differences that are the result of the US 
federal system, which grants states jurisdiction 
to regulate various areas relevant to digital trade, 
such as data governance and consumer protec-
tion. The three US states were selected given their 
size and influence of tech firms (California, Texas) 
and their global role as a dispute resolution hub for 
international contracts (New York).

C.  Caveats

When using the DTRR database, it is important 
to be aware of its limitations. Reviewing laws and 

regulations from across the globe required cer-
tain compromises to make the data suitable for 
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tabulation and user-friendly comparison. These 
compromises affect how the information is col-
lected, reviewed, and presented, and should be 
considered when interpreting the database.

i.  Sub-set of regulation
The exercise did not review the entirety of 

laws and regulations enacted by all covered 
countries. Collecting and reading every legal 
instrument in the world would make for a very 
accurate, but unfortunately not a cost-efficient 
database. The data collection was thus based 
on a specific procedure and sub-set of regula-
tions likely to deliver comprehensive and reliable 
results within a reasonable effort and budget—as 

Table 5: Economies covered in DTRR databasea

Low income
Lower-middle 

income Upper-middle income High income Totals

East Asia 
and Pacific

Cambodia, Lao 
PDR, Myanmar, 
Papua New Guinea, 
Philippines, Samoa, 
Solomon Islands, 
Vanuatu, Viet Nam

China, Indonesia, Fiji, 
Malaysia, Mongolia, 
Thailand

Australia, Japan, 
Korea, New Zealand, 
Singapore

20

Europe and 
Central Asia

Kyrgyz, Rep., 
Tajikistan, 
Uzbekistan

Albania, Armenia, 
Azerbaijan, Belarus, Bosnia 
and Herzegovina, Georgia, 
Kazakhstan, Kosovo, 
Moldova, Montenegro, 
North Macedonia, Serbia, 
Türkiye, Turkmenistan, 
Ukraine

Croatia, Czechia, 
Estonia, France, 
Iceland, Latvia, 
Lithuania, Norway, 
Russia, Slovenia, 
Switzerland, U.K.

30

Latin 
America 
& the 
Caribbean

Bolivia, Haiti, 
Honduras, Nicaragua

Argentina, Belize, Brazil, 
Colombia, Costa Rica, 
Dominican Republic, El 
Salvador,Jamaica, Mexico, 
Peru

Chile, Panama, 
Uruguay

17

Middle East 
& North 
Africa

Egypt, Morocco, 
Tunisia

Algeria, Iran, Iraq, Jordan, 
Lebanon

Bahrain, Israel, 
Kuwait, Oman, 
Qatar, Saudi Arabia, 
UAE

15

North 
America

Canada,
United States, U.S. 
– California, U.S. 
– New York, U.S. – 
Texas

5

South Asia Afghanistan Bangladesh, Bhutan 
India, Nepal, 
Pakistan, Sri Lanka

Maldives 8

Sub-Saharan 
Africa

Burkina Faso, C.A.R., 
Chad, D.R.C., Ethiopia, 
Liberia, Madagascar, 
Rwanda, Sierra Leone, 
Somalia, South Sudan, 
Uganda

Angola, Benin, 
Cameroon, Congo 
Rep., Cote d’Ivoire, 
Ghana, Kenya, 
Nigeria, Senegal, 
Tanzania,

Botswana, Gabon, 
Mauritius, South Africa

26

Totals 15 36 38 32 121
a Categories are based on World Bank regional and income and classification for 2025–2026. Available at https://datahelpdesk.worldbank.
org/knowledgebase/articles/906519-world-bank-country-and-lending-gr​oups

https://datahelpdesk.worldbank.org/knowledgebase/articles/906519-world-bank-country-and-lending-groups
https://datahelpdesk.worldbank.org/knowledgebase/articles/906519-world-bank-country-and-lending-groups
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explained in Section 3. This means that there may 
be some regulatory measures in place that have 
not been recorded in the database. In fact, in a 
few cases (less than a handful) there were third-
party reports indicating that some measures were 
in place, but no legal instruments could be found 
to support that information. Users of the DTRR 
be aware that different methodological decisions 
carry certain implications.

Regulatory solutions may exist beyond those fea-
tured in the DTRR. This may be the case especially 
for low-income countries who have not digitalized 
their legal information. Further, some regulatory 
areas, like paperless trade, consumer protection, 
and questions on digital ID, are often governed by 
decrees or ministerial directive or guidelines that 
are less likely to be made available online. How-
ever, given the breadth of the review, it is possible 
that specific regulatory measures were missed, but 
unlikely that instruments governing entire regula-
tory areas were omitted.

ii.  Legal interpretation
Interpreting regulations, especially from for-
eign legal instruments, is not an exact science. 
The interpretations of regulations, especially when 
read directly from legal instruments, invariably 
involves a degree of subjectivity. As a result, it is 
possible that the reviewers misread, and thereby 
misclassified the information. The reviewing team 
sought to mitigate this risk by ensuring that their 
reading was in line with other literature as well as 
the classification in other databases. In particular, 
the team collaborated closely with the authors of 
the Digital Trade Integration Project11—the online 
database most closely related to DTRR—to ensure 
that interpretations were aligned. However, some 
regulatory measures may be interpreted differently 
across databases, or in comparison to how they are 
intended in the source country.

iii.  Implementation / de facto Regulation
The dataset does not account for the implemen-
tation or enforcement of existing legislation. The 
information reflected in the database focuses on de 
jure regulatory solutions as captured in mandatory 
legal instruments. The data does not capture whether 
or how those measures are being implemented, or 
whether other informal de facto measures apply. 
This limits the understanding of the effective regu-
latory framework applying to digital trade, especially 
in middle- and low-income countries with weak gov-
ernance practices, where the gaps between written 
rules and actual enforcement and monitoring prac-
tices by government agencies is often substantial. 
Some studies have focused on assessing implemen-
tation and enforcement of regulations on specific 
policy areas, such as on consumer protection (OECD, 
2018), based on surveys or questionnaires answered 
by policymakers or practitioners. On  the contrary, 
this “weakness” of the DTRR of capturing only de 
jure information is the result of its methodological 
approach to strictly feature data directly referenced 
to formal regulatory instruments, ensuring “trace-
ability” of the information.

iii.  Different legal systems
It is important to note that the DTRR does not 
account for differences in legal systems or the 
various sources of law they may recognize. 
Instead, it focuses exclusively on written laws 
and regulations adopted by legislative or execu-
tive bodies. Legal systems around the world differ 
in the sources they recognize for establishing gen-
eral rules. One key distinction is between civil law 
and common law traditions. Civil law systems rely 
primarily on written instruments—laws and regu-
lations enacted by legislatures or, in some cases, 
adopted by the executive branch under specific 
conditions. In contrast, common law systems, 
while also recognizing written legislation, give 
legal weight to judicial decisions. These decisions, 

11.	 https://dti.eui.eu/.

https://dti.eui.eu/
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particularly those issued or affirmed by higher 
courts, contribute to a body of jurisprudence that 
evolves through precedent.

Another layer of variation arises from how power 
is distributed within a country. In federal systems, 
legal authority is shared across multiple levels of 
government—such as federal, state, or provin-
cial—whereas unitary systems centralize power 
at the national level. Additionally, some jurisdic-
tions incorporate customary law, which derives 
from long-standing local traditions or the author-
ity of local or religious leaders. Given the diversity 
of legal traditions globally, the DTRR standardizes 
its approach by focusing exclusively on written 
laws and regulations—typically those adopted by 
the legislative or executive branches—rather than 
attempting to account for all possible sources of 
legal authority.

In practice, few differences exist when it comes 
to technical economic regulations. The  review of 

regulations on digital trade did not yield major differ-
ences between countries featuring these different 
legal systems. Economic regulations, specifically 
those focused on digital transactions, are only mar-
ginally affected by customary or religious rules, 
which tend to govern more traditional legislative 
aspects, like the criminal and civil justice—in fact, 
countries based on a customary or religious system 
also tend to adopt written rules on more modern 
and complex aspects of legislation, including digi-
tal trade. Indeed, the review did not find significant 
differences between common-law and civil-law 
systems. Granular matters related to market regula-
tions are rarely regulated through judicial decisions, 
especially in technical issues like electronic trans-
actions, cybersecurity, or data protection. In fact, 
comprehensive regulations were found in all reg-
ulatory areas in the common law countries under 
review. However, in common law systems, certain 
regulatory solutions may not be explicitly written into 
legislation if they are already established through 
judicial decisions. As a result, the DTRR may under-

When gathering laws, the issue of federalist countries commonly gets brought up. This is because most countries 
in the world subscribe to a unitary form of government, which means that there is one central legal framework 
that rules over the country. Gathering laws on unitary forms of government is, therefore, much simpler than the 
alternative—countries that subscribe to federalism. Federalism breaks apart the single system of government 
into a tiered system, which is usually a state or provincial level and a federal level. In a federal system, both 
state and national governments hold legal authority. Because states can pass their own laws, a single country 
may have legal differences across jurisdictions. However, state laws cannot conflict federal laws, which take 
precedence.

To ensure that a uniform application of the laws was applied when gathering data on the countries, the review did 
not include data below the federal level. Including laws from state or provincial levels could result in conflicting 
rules across jurisdictions or inconsistent legal coverage, as not all subnational entities adopt similar legislation. 
Thus, only federal legal rules were counted: national laws, national regulations, executive/legislative/federal 
agency decrees, and binding federal agency rules.

However, a case study on the United States was performed to better understand the impact of federalism in 
a large digital economy. Three states were studied based on the size of their large economies: California, New 
York, and Texas. All three states include data from both federal and state-level laws, offering a more robust 
picture of how federal systems function in practice. The findings only significantly differed over new legislation, 
such as data protection, AI, and cybersecurity. Logically, these findings match with predictions likely because 
state governments tend to move faster than federal governments that have more competing interests.

Box 3: Federalism versus unitary systems of government
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count some areas of regulation in these systems. 
This is particularly relevant for consumer protec-
tion and intermediary liability, which is often shaped 
by long-standing case law on commercial matters, 
even outside of digital contexts. Still, the decision to 
adopt comprehensive online consumer protection 
regulation appears to reflect policy choices more 
than legal tradition, as some common law coun-
tries—such as the United Kingdom—have introduced 
extensive statutory frameworks in this area.

v.  Presenting regulatory “Readiness” 
trends: quintiles
Regulatory “readiness” to digital trade hinges 
on a comprehensive and modern legal frame-
work, more than specific regulatory solutions. 
An enabling legal environment for digital trade 
depends on providing effective measures to tackle 
the novel challenges of digital, international mar-
kets. These challenges are addressed by specific 
regulatory solutions like the ones captured in the 
DTRR. However, few regulatory measures are by 
themselves determinants of an enabling environ-
ment for digital trade; instead overcoming the chal-
lenges of digital markets typically require a set of 
various interrelated regulatory measures contrib-

uting to the overarching policy goal. For example, 
multiple regulatory measures can act as safeguards 
for personal privacy, including explicit limitations 
on the legal basis for data collection and process-
ing, ensuring a right to access such information by 
data subjects, the “right for be forgotten,” and spe-
cialized and stricter rules on biometric data; while 
all these measures contribute to the same, the 
absence of one or some of them does not neces-
sarily make it a poor framework. As a result, when 
assessing the “readiness” of given regulatory area 
it is important to consider the regulation as a whole 
rather than the presence or absence of a specific 
safeguard.12

Graphs based on categories, rather than specific 
values, help visualize this approach. To reflect 
the importance of looking at regulations broadly, 
rather than merely counting regulatory solutions, 
it is advisable that analyses based on the DTRR 
data be best featured in stepped categories of reg-
ulatory progress. The DTRR website, for example, 
portrays regulatory readiness in five categories 
(quintiles) depending on the percentage of positive 
answers to the regulatory solutions considered in 
each regulatory area.

D.  Next steps

i.  Data update and validation
The DTRR database will maintain accuracy and 
relevance through structured updates, expert 
collaborations, and community feedback. Ensur-
ing the accuracy and timelessness of the DTRR 
database is important for its efficacy and reliabil-
ity. A structured strategy will be implemented for 
data update and validation, including periodic 
data audits and real-time updates. This strategy 

will involve collaboration with international trade 
experts, stakeholders and regulatory authorities 
to continuously source and verify new data. In line 
with the latest development of technologies, a com-
bination of automated data scraping techniques 
and expert review panels may be adopted to keep 
the database comprehensive and up to date. Addi-
tionally, a user-feedback system will be introduced, 
allowing users to report discrepancies or outdated 

12.	 When assessing restrictions on digital trade, rather than enabling regulatory solutions, the opposite is true. A comprehensive 
“enabling” framework may be effectively spoiled by the presence of just one regulatory restriction, particularly if it entails a major 
limitation, such as pre-approval requirements for cross-border data transfers.



34 DIGITAL TRADE REGULATORY READINESS 
A Global Database

information, thereby creating a community-driven 
verification process that enhances the database’s 
integrity and utility.

ii.  Expansion of data coverage
To further enhance the value of the DTRR data-
base, strategic expansion of data coverage will 
be crucial. This expansion will seek to include 
newer areas of digital trade that gain prominence, 
such as regulations around electronic payments, 
digital taxation, competition between online plat-
forms, e-commerce logistics, paperless trade, 
customs regulations and the implications of arti-
ficial intelligence. By integrating these emerging 
sectors, the database will offer insights into the 
fast-evolving landscape of digital trade.

Moreover, the database will expand to include 
additional countries, focusing on those in emerg-
ing markets which are increasingly influential in the 
global digital economy. Broadening the coverage of 
these regions will provide a more comprehensive 
global perspective on digital trade regulations.

Additionally, the questionnaire within the topic 
areas will also be extended to address these new 
topics, incorporating additional questions that 
reflect the latest technological developments. This 
will ensure the database not only captures a wide 
range of regulations but also remains at the fore-
front of digital trade issues.

iii.  Uses
The DTRR database is a dynamic platform 
that provides stakeholders from various sec-
tors with critical insights and data to shape and 
enhance digital trade policies globally—support-
ing legal, economic, and policy development. The 
DTRR database is designed to be an instrumental 
resource for a diverse array of stakeholders, includ-
ing developing countries, academic researchers, 
digital trade companies, and others engaged in the 
realm of digital trade.

The DTRR database serves as an invaluable 
tool for policymakers and regulatory bodies in 
developing countries by providing access to a com-
prehensive repository of digital trade regulations 
from around the world, including various level of 
income group regions. The database offers insights 
into current practices and regulatory frameworks 
that have been successfully implemented else-
where. It can guide the formulation and refinement 
of their own digital trade policies, fostering an envi-
ronment conducive to digital economic growth and 
integration into the global digital economy.

Researchers and scholars may find the DTRR 
to be a valuable resource for comparative legal 
studies, policy analysis, and socio-economic 
research related to digital trade. Its broad cov-
erage of regulatory approaches offers an empirical 
foundation for academic work, policy development, 
and teaching materials. The database also supports 
the exploration of trends, patterns, and regulatory 
outcomes across jurisdictions.

Other stakeholders—including legal practi-
tioners, international trade organizations, and 
consumer advocacy groups—can use the DTRR 
to monitor regulatory developments, anticipate 
changes in legal frameworks, and engage more 
effectively in policy discussions. Its detailed 
insights may also support advocacy efforts by pro-
viding evidence to inform digital regulation that 
balances trade facilitation, consumer protection, 
and innovation.

iv.  Analytical and Quantitative work
The database offers comprehensive regula-
tory data and analytical resources, assisting 
stakeholders in effectively developing and imple-
menting informed digital trade policies. The DTRR 
database serves as both a comprehensive reposi-
tory of global digital trade regulations and a robust 
analytical tool that transforms raw data into action-
able insights. This dual functionality makes the 
DTRR database an indispensable resource for pol-
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icymakers, industry experts, and researchers 
focused on the intricacies of digital trade. In prac-
tical terms, the database supports detailed analysis 
of digital trade practices by providing users with 
access to extensive regulatory information from 
various countries and sectors. This enables users to 
conduct comparative analyses, identify regulatory 
trends, and benchmark against global standards. 
Companies engaged in cross-border e-commerce, 
for example, can analyze entry requirements, con-
sumer protection laws, and data privacy regulations 
across multiple jurisdictions to effectively strate-
gize their market expansion plans.

Based on the previous work done for WDR2021, 
a deeper analysis of cross-border data transfer 
regimes can be effectively conducted using the 
DTRR database. The comprehensive insights and 
foundational frameworks established in WDR2021 
provide a solid groundwork for further explora-
tion. By leveraging the extensive data and detailed 
regulatory information within the DTRR database, 
researchers and policymakers can gain a nuanced 
understanding of how different regulatory regimes 
impact the flow of non-personal data across bor-
ders. This analysis is crucial for identifying best 
practices, potential barriers, and opportunities to 
enhance global digital trade and data governance.

Additionally, the DTRR database enables users 
to model and predict the effects of regula-
tory changes on their economies or businesses. 
This functionality supports scenario analysis, risk 
assessment, and economic impact studies, which 
are crucial for making informed decisions. By quan-
tifying the potential effects of new regulations, 

users can develop strong business strategies and 
policy frameworks that proactively address market 
developments.

Access to comprehensive regulatory data 
allows policymakers to compare their national 
frameworks with those of other countries, 
facilitating insights into areas of strength and 
potential improvement. This capability supports 
evidence-based policymaking and aids in the devel-
opment of policies that promote a competitive and 
efficient digital trade environment. It also enables 
policymakers to align their regulations with global 
best practices and international standards, ensur-
ing that their legal frameworks support digital trade 
while safeguarding consumer rights and promoting 
data security.

v.  Feedback
Recognizing the importance of user input in the 
continuous development and refinement of the 
DTRR database, a comprehensive feedback sys-
tem will be implemented. This system will include 
regular user surveys and an open channel for ongo-
ing comments and suggestions. Feedback collected 
through these mechanisms will be systematically 
reviewed and used to guide updates and enhance-
ments to the database, ensuring it remains relevant 
and useful. The goal is to establish a development 
process centered around users, involving them 
directly in the evolution of the database. This strat-
egy not only enhances the accuracy and relevance 
of the database but also builds a sense of com-
munity and ownership among users, ultimately 
improving their experience and satisfaction.



4.
LOOKING AHEAD

One day, people will wonder how global trade was 
even possible before goods and services were 
seamlessly bought and sold in global digital mar-
kets without regard to or even knowledge of where 
vendors were located. We are not there yet. For 
the time being, digital trade offers a mixed picture 
across countries and sectors. In some countries it 
is thriving, and in others it is still a new, unusual 

experience. While some areas of regulation evolve 
quickly in response to new technologies, others 
lag behind or struggle to adjust to the pace and 
complexity of digital change. And, for the most 
part, digital trade is smooth and effective until 
something goes wrong, and then it becomes cha-
otic and hopeless as entailing strong reputational 
damages.
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The DTRR and similar tools contribute to building a 
global enabling framework for digital trade by help-
ing to identify regulatory gaps, good practices, and 
regulatory restrictions. For  example, DTRR data 
can help identify regulatory gaps in a given country, 
provide visual summaries of digital trade policies, 
and identify where domestic storage and process-
ing requirements exist—and for which sectors.

Some policy areas, such as artificial intelligence or 
aspects of paperless trade, are still in early stages 
of regulatory development. Tools like the DTRR can 
support these emerging areas by offering a clearer 
picture of current practices and helping guide more 
consistent and informed policymaking.

This new data also gives rise to further analyt-
ical questions. The regulatory research prompts 
additional questions that can help expand the under-
standing of regulations and their relationship with 
international trade. Some of these questions can be 
addressed through economic empirical analysis:

•	 How do these regulations affect the digital trade 
ecosystem?

•	 Which of these regulatory areas are more rel-
evant for digital trade in goods, services, etc.?

•	 Does a comprehensive and modern digital trade 
regulatory framework foster investment in digi-
tal business and innovation?

Other research may build upon the DTRR data to 
further understanding of the enabling legal and 
institutional environment for digital trade. Some 
relevant questions to be explored in that sense 
include:

•	 What are the institutional capacity needs 
behind digital trade regulation?

•	 What digital trade regulations and institutions 
fit best given the limited capacity (human and 
financial) of many developing countries and 
LDCs?

•	 How may private sector initiatives such as 
codes of conduct complement, or even replace, 
binding rules like the ones covered in the DTRR 
database?

As digital technologies continue to advance and 
expand, there is little doubt that digital trade will 
follow—and so will regulation. Regulation on digi-
tal trade will continue to play catch-up with reality, 
one hopes in a way that fosters integration at a 
global level and inclusion and growth at the local 
level. Understanding how to achieve those goals, 
especially in the developing world, cannot wait.

The DTRR and similar tools help advance a global 
enabling framework for digital trade by identifying 
regulatory gaps, good practices, and restrictions. 
However, the lack of policy coordination across 
countries poses a risk of regulatory fragmentation. 
If countries develop isolated digital trade frame-
works, this could lead to marginalization of certain 
economies and the formation of suboptimal reg-
ulatory blocs that hinder seamless cross-border 
digital transactions.

To avoid this, fostering international regulatory 
cooperation is essential. Alignment with global 
best practices—through multilateral agreements 
(e.g., WTO e-commerce negotiations), regional ini-
tiatives, or bilateral dialogues—can help ensure 
a cohesive and inclusive digital trade ecosystem. 
Such coordination is crucial in preventing trade 
inefficiencies, reducing compliance burdens, and 
enabling all economies to fully benefit from the dig-
ital economy.
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Annex I: 
List of Regulatory Solutions 
Captured in DTRR Database
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 D
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at
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f c

iti
ze

ns
 to

 b
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r e
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 c
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r p
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 c
on

su
lta

tio
n 

an
d 

re
ct

ifi
ca

tio
n 

th
er

eo
f a

nd
 th
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at
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 c
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, c
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) r
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 re
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 p

ro
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at
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.
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at
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 re
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 d
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t c
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e 

ba
n 

lik
e 

co
ns

en
t. 

Th
us

, t
he

 p
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t p
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ra
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is
 s

en
de

r; 
th

us
, 

co
ns

en
t t

o 
re

ce
iv

e 
ad

di
tio

na
l a

nd
 s

im
ila

r 
co

m
m

un
ic

at
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 o
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 p
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ro
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at
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at
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 c
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 c
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 p
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 c
us

to
m

er
s;

 …
”

•	
Ph

ili
pp

in
es

 C
yb

er
cr

im
e 

Pr
ev

en
tio

n 
Ac

t S
ec

. 4
(c

)(3
)

Th
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at
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 c
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at
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 d
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 c
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r c
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 c
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 c
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 d
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 e
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.
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em

 to
 

ch
oo

se
 w

he
th

er
 to

 re
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 c
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l p
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 c
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 d
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r p
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 d
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re
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at
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d 
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 p
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 d
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ke
tin

g,
 d
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g 
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om
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e 
st

at
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 p

ar
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ra
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an
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al

l b
e 
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itt
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w
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n 
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e 
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s 
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ed
 c
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f, 
an
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l b
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f c
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N
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m

un
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at
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t. 

17
4(

2)
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 c
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at
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 c
an

 
be

 fu
rt

he
r s

ee
n 

vi
a 

th
e 

ot
he

r s
ub

-
ar

tic
le

s,
 li

ke
 A

rt
. 1

74
(3

).

24
.

Vi
si

bl
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re
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pu
rp

os
e 

of
 

th
is

 q
ue

st
io

n 
is

 to
 

un
de

rs
ta

nd
 if

 th
e 

la
w

 
sp

ec
ifi

ca
lly

 re
gu

la
te

s 
m

ea
su

re
s 

th
at

 m
ak

e 
un

su
bs

cr
ib

in
g 

to
 

ad
ve

rt
is

in
g 

co
nt

en
t 

ea
sy

. L
oo

k 
fo

r 
pr

ov
is

io
ns

 th
at

 g
iv

e 
en

ou
gh

 s
pe

ci
fic

at
io

n 
fo

r t
he

 p
ro

ce
ss

 to
 b

e 
ap

pa
re

nt
 a

nd
 u

se
fu

l 
to

 te
rm

in
at

e 
th

e 
di

re
ct

 
m

ar
ke

tin
g.

En
su

re
 th

e 
an

sw
er

 
pr

ov
id

ed
 h

as
 la

ng
ua

ge
 

co
ve

rin
g 

bo
th

 
“v

is
ib

le
” 

pr
oc

es
se

s 
an

d 
“f

un
ct

io
ni

ng
” 

pr
oc

es
se

s.

•	
Co

ns
um

er
 P

ro
te

ct
io

n 
La

w
•	

Ad
ve

rt
is

in
g 

La
w

•	
El

ec
tr

on
ic

 
Co

m
m

un
ic

at
io

ns
 

La
w

•	
Pe

rs
on

al
 D

at
a 

Pr
ot

ec
tio

n 
La

w

“…
Th

e 
re

ci
pi

en
t m

ay
 re

vo
ke

, 
at

 a
ny

 ti
m

e,
 th

e 
co

ns
en

t 
gi

ve
n 

fo
r t

he
 re

ce
pt

io
n 

of
 

co
m

m
er

ci
al

 c
om

m
un

ic
at

io
ns

 
w

ith
 th

e 
si

m
pl

e 
no

tifi
ca

tio
n 

of
 y

ou
r w

ill
 to

 th
e 

se
nd

er
. T

o 
th

is
 e

nd
, s

er
vi

ce
 p

ro
vi

de
rs

 
m

us
t e

na
bl

e 
si

m
pl

e 
an

d 
fr

ee
 

pr
oc

ed
ur

es
so

 th
at

 th
e 

re
ci

pi
en

ts
 o

f 
se

rv
ic

es
 c

an
 re

vo
ke

 th
e 

co
ns

en
t t

he
y 

ha
ve

 g
iv

en
. 

Li
ke

w
is

e,
 th

ey
 m

us
t p

ro
vi

de
 

ac
ce

ss
ib

le
 in

fo
rm

at
io

n 
on

 
th

e 
In

te
rn

et
 a

bo
ut

 s
ai

d 
pr

oc
ed

ur
es

.”
•	

Pa
na

m
a 

La
w

 5
1 

of
 2

00
8 

Ar
t. 
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“6
. W

he
n 

pr
oc

es
si

ng
 d

at
a 

fo
r 

di
re

ct
 m

ar
ke

tin
g 

pu
rp

os
es

, t
he

 
da

ta
 p

ro
ce

ss
or

 is
 o

bl
ig

ed
 to

 n
ot

ify
 

th
e 

da
ta

 s
ub

je
ct

 o
f t

he
 ri

gh
t 

pr
ov

id
ed

 fo
r i

n 
pa

ra
gr

ap
h 

4 
of

 
th

is
 a

rt
ic

le
 a

nd
 to

 e
ns

ur
e 

th
at

 th
e 

da
ta

 s
ub

je
ct

 h
as

 th
e 

op
po

rt
un

ity
 

to
 re

qu
es

t t
he

 te
rm

in
at

io
n 

of
 d

at
a 

pr
oc

es
si

ng
 fo

r d
ire

ct
 m

ar
ke

tin
g 

pu
rp

os
es

 in
 th

e 
sa

m
e 

fo
rm

 in
 

w
hi

ch
 d

ire
ct

 m
ar

ke
tin

g 
is

 c
ar

rie
d 

ou
t, 

an
d/

or
 to

 d
et

er
m

in
e 

An
 

ac
ce

ss
ib

le
 a

nd
 a

de
qu

at
e 

m
ea

ns
 

to
 re

qu
es

t t
he

 te
rm

in
at

io
n 

of
 d

at
a 

pr
oc

es
si

ng
 fo

r d
ire

ct
 m

ar
ke

tin
g 

pu
rp

os
es

.”
•	

G
eo

rg
ia

 D
at

a 
Pr

ot
ec

tio
n 

La
w

 
Ar

t. 
8(

6) (c
on

tin
ue

d 
on

 n
ex

t p
ag

e)

(c
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#
Re

gu
la

to
ry

 S
ol

ut
io

n
Re

as
on

W
ha

t i
s 

Ca
pt

ur
ed

Us
ua

lly
 F

ou
nd

 in
Co

rr
ec

t E
xa

m
pl

e
In

co
rr

ec
t E

xa
m

pl
e

Th
e 

pr
ov

is
io

n 
ap

pl
ie

s 
be

ca
us

e 
th

e 
la

ng
ua

ge
 

of
 th

e 
te

xt
 s

ta
te

s 
si

m
pl

e 
an

d 
fre

e 
pr

oc
ed

ur
es

 th
at

 
ar

e 
ac

ce
ss

ib
le

, w
hi

ch
 is

 
eq

ui
va

le
nt

 to
 a

 v
is

ib
le

 o
pt

-o
ut

 
sy

st
em

. F
ur

th
er

 th
e 

be
gi

nn
in

g 
of

 th
e 

pa
ra

gr
ap

h 
st

at
es

 th
at

 
th

e 
re

ci
pi

en
t m

ay
 re

vo
ke

 
co

ns
en

t w
he

ne
ve

r, 
w

hi
ch

 
is

 e
qu

iv
al

en
t t

o 
re

qu
iri

ng
 a

 
fu

nc
tio

na
l s

ys
te

m
. T

hu
s,

 th
e 

pr
ov

is
io

n 
ap

pl
ie

s.

Th
e 

la
w

 d
oe

s 
no

t s
pe

ci
fy

 th
at

 
th

e 
pr

oc
es

so
r m

us
t m

ak
e 

th
e 

“u
ns

ub
sc

rib
e 

bu
tto

n”
 p

ar
tic

ul
ar

ly
 

vi
si

bl
e.

 B
ec

au
se

 th
e 

fe
at

ur
e 

m
us

t 
m

er
el

y 
be

 a
cc

es
si

bl
e 

an
d 

th
e 

fe
at

ur
e 

do
es

 n
ot

 n
ee

d 
to

 b
e 

in
 

th
e 

sa
m

e 
fo

rm
 a

s 
th

e 
m

ar
ke

tin
g,

 
th

e 
pr

ov
is

io
n 

do
es

 n
ot

 m
ee

t t
he

 
st

an
da

rd
s 

so
ug

ht
 h

er
e.

25
.

Se
nd

er
 m

us
t h

on
or

 
op

t-
ou

t r
eq

ue
st

s 
w

ith
in

 a
 s

pe
ci

fic
 

pe
rio

d 
of

 ti
m

e

H
av

in
g 

a 
sp

ec
ifi

c 
tim

el
in

e 
fo

r t
he

 
op

t-
ou

t p
ro

ce
du

re
s 

cr
ea

te
s 

a 
m

or
e 

re
lia

bl
e 

pr
oc

es
s.

31

Th
e 

pr
ov

is
io

n 
m

us
t 

ei
th

er
 g

iv
e 

a 
nu

m
er

ic
al

 
am

ou
nt

 o
f d

ay
s 

th
at

 th
e 

op
er

at
or

 
m

us
t c

om
pl

y 
to

 th
e 

re
qu

es
t t

o 
op

t-
ou

t, 
or

 th
e 

pr
ov

is
io

n 
m

us
t s

ta
te

 th
at

 th
e 

op
t-

ou
t s

er
vi

ce
 w

ill
 

be
 c

om
pl

ie
d 

w
ith

 
im

m
ed

ia
te

ly
. B

ot
h 

ar
e 

su
ffi

ci
en

t t
o 

gi
ve

 
a 

“s
pe

ci
fic

 p
er

io
d 

of
 

tim
e.

” 
N

ot
e 

th
at

 th
e 

pr
ov

is
io

n 
re

qu
iri

ng
 

co
m

pl
ia

nc
e 

w
ith

in
 a

 
“r

ea
so

na
bl

e 
pe

rio
d 

of
 

tim
e”

 is
 n

ot
 s

uf
fic

ie
nt

ly
 

sp
ec

ifi
c 

to
 a

ns
w

er
 th

e 
qu

es
tio

n.

•	
Co

ns
um

er
 P

ro
te

ct
io

n 
La

w
•	

Ad
ve

rt
is

in
g 

La
w

•	
El

ec
tr

on
ic

 
Co

m
m

un
ic

at
io

ns
 

La
w

•	
Pe

rs
on

al
 D

at
a 

Pr
ot

ec
tio

n 
La

w

“5
. T

he
 d

at
a 

pr
oc

es
so

r 
is

 o
bl

ig
ed

 to
 s

to
p 

th
e 

pr
oc

es
si

ng
 o

f d
at

a 
fo

r d
ire

ct
 

m
ar

ke
tin

g 
pu

rp
os

es
 a

nd
/

or
 e

ns
ur

e 
th

e 
te

rm
in

at
io

n 
of

 
da

ta
 p

ro
ce

ss
in

g 
fo

r d
ire

ct
 

m
ar

ke
tin

g 
pu

rp
os

es
 b

y 
an

 
au

th
or

iz
ed

 p
er

so
n 

no
 la

te
r 

th
an

 1
0 

w
or

ki
ng

 d
ay

s 
af

te
r 

re
ce

iv
in

g 
th

e 
da

ta
 s

ub
je

ct
’s

 
re

qu
es

t.”
•	

G
eo

rg
ia

 P
er

so
na

l D
at

a 
Pr

ot
ec

tio
n 

La
w

 A
rt

. 8
(5

)

Th
e 

la
w

 g
iv

es
 a

 s
pe

ci
fic

 
tim

el
in

e 
su

ffi
ci

en
t t

o 
an

sw
er

 
th

e 
qu

es
tio

n.

“A
rt

ic
le

 3
9:

 A
ny

 p
er

so
n 

m
ay

 
no

tif
y 

a 
se

rv
ic

e 
pr

ov
id

er
 d

ire
ct

ly
 

de
te

rm
in

ed
, w

ith
ou

t c
ha

rg
e 

or
 

in
di

ca
tio

n 
of

 re
as

on
s,

 h
is

 d
es

ire
 to

 
no

 lo
ng

er
 re

ce
iv

e 
ad

ve
rt

is
em

en
ts

 
fr

om
 h

im
 b

y 
m

ea
ns

 o
f a

ut
om

at
ed

 
ca

lli
ng

 m
ac

hi
ne

s,
 fa

x 
m

ac
hi

ne
s 

or
 

el
ec

tr
on

ic
 m

ai
l.

To
 th

is
 e

nd
, t

he
 s

er
vi

ce
 p

ro
vi

de
r:

•	
de

liv
er

s,
 w

ith
in

 a
 re

as
on

ab
le

 
tim

e 
an

d 
by

 a
n 

ap
pr

op
ria

te
 

m
ea

ns
, a

n 
ac

kn
ow

le
dg

m
en

t 
of

 re
ce

ip
t c

on
fir

m
in

g 
to

 th
is

 
pe

rs
on

 th
e 

re
gi

st
ra

tio
n 

of
 th

ei
r 

re
qu

es
t;

•	
ta

ke
s,

 w
ith

in
 a

 re
as

on
ab

le
 

tim
e,

 a
ll 

ne
ce

ss
ar

y 
m

ea
su

re
s 

to
 re

sp
ec

t t
he

 w
is

he
s 

of
 th

is
 

pe
rs

on
;

•	
m

ai
nt

ai
ns

 li
st

s 
of

 p
eo

pl
e 

w
ho

 
ha

ve
 n

ot
ifi

ed
 th

ei
r d

es
ire

 to
 n

o 
lo

ng
er

 re
ce

iv
e 

ad
ve

rt
is

em
en

ts
 

fr
om

 u
s 

by
 e

m
ai

l.”
•	

Co
ng

o 
Re

p.
 E

le
ct

ro
ni

c 
Tr

an
sa

ct
io

ns
 L

aw
 A

rt
. 3

9

“W
ith

in
 a

 re
as

on
ab

le
 ti

m
e”

 is
 

no
t a

 s
uf

fic
ie

nt
ly

 p
re

ci
se

 ti
m

e 
pe

rio
d 

to
 a

pp
ly

 to
 th

e 
qu

es
tio

n.
 

Th
e 

re
as

on
 is

 th
at

 re
as

on
ab

ili
ty

 
ca

n 
va

ry
 g

re
at

ly
, w

hi
ch

 d
ef

ea
ts

 
th

e 
pu

rp
os

e 
of

 th
e 

qu
es

tio
n—

to
 

di
sc

ov
er

 if
 a

 s
pe

ci
fic

 e
no

ug
h 

cu
t-

of
f t

im
e 

ex
is

ts
 to

 c
re

at
e 

a 
gr

ea
te

r 
se

ns
e 

of
 tr

us
t i

n 
th

e 
sy

st
em

. T
hu

s,
 

th
e 

pr
ov

is
io

n 
do

es
 n

ot
 a

pp
ly

 to
 

th
e 

qu
es

tio
n 

as
 it

 is
 to

o 
va

gu
e.
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ry
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n
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W
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t i
s 
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pt

ur
ed

Us
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lly
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ou
nd

 in
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rr
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t E
xa

m
pl

e
In

co
rr

ec
t E

xa
m

pl
e

26
.

Co
ns

um
er

’s
 ri

gh
t t

o 
a 

re
fu

nd
 in

 c
as

e 
of

 
go

od
s 

of
 im

pr
op

er
 

qu
al

ity

M
er

ch
an

ts
 m

us
t 

pr
ov

id
e 

re
dr

es
s 

fo
r 

ha
rm

 s
uf

fe
re

d 
as

 
a 

co
ns

eq
ue

nc
e 

of
 

a 
pr

od
uc

t t
ha

t i
s 

de
fe

ct
iv

e,
 d

am
ag

ed
, 

do
es

 n
ot

 m
ee

t t
he

 
ad

ve
rt

is
ed

 q
ua

lit
y 

cr
ite

ria
, o

r i
f t

he
re

 
w

er
e 

de
liv

er
y 

pr
ob

le
m

s.
32

Pr
ov

is
io

ns
 g

iv
in

g 
th

e 
rig

ht
 to

 a
 re

fu
nd

 
m

us
t b

e 
lin

ke
d 

to
 

in
ad

eq
ua

te
 q

ua
lit

y 
or

 d
is

sa
tis

fa
ct

io
n.

 
Fu

rt
he

r, 
en

su
re

 th
at

 
th

e 
pr

ov
is

io
n 

ap
pl

ie
s 

to
 a

 fu
ll 

re
fu

nd
, n

ot
 a

 
pa

rt
ia

l.
In

 a
dd

iti
on

, t
he

 ri
gh

t t
o 

re
fu

nd
 m

us
t b

e 
ab

le
 to

 
be

 a
 s

ta
nd

al
on

e 
rig

ht
. 

A 
pr

ov
is

io
n 

w
ill

 n
ot

 
ap

pl
y 

w
he

n 
th

e 
rig

ht
 

ex
is

ts
 o

nl
y 

af
te

r o
th

er
 

op
tio

ns
 a

re
 e

xh
au

st
ed

, 
lik

e 
th

e 
rig

ht
 o

f r
ep

ai
r, 

bu
t i

t c
an

 b
e 

a 
rig

ht
 

th
at

 th
e 

co
ur

ts
 g

ra
nt

.

•	
Co

ns
um

er
 P

ro
te

ct
io

n 
La

w
“1

4.
 T

o 
re

tu
rn

 g
oo

ds
: (

1)
 If

 
an

yo
ne

 w
is

he
s 

to
 re

tu
rn

, 
be

in
g 

di
ss

at
is

fie
d 

w
ith

, 
an

y 
go

od
s 

pu
rc

ha
se

d 
fr

om
 

th
e 

se
lle

r, 
he

 o
r s

he
 m

ay
 

re
tu

rn
 it

 to
 th

e 
se

lle
r w

ith
in

 
se

ve
n 

da
ys

 o
r t

ak
e 

ot
he

r 
si

m
ila

r g
oo

ds
 e

qu
al

 to
 th

at
 

pr
ic

e 
or

 th
e 

pa
ym

en
t o

f t
he

 
am

ou
nt

 w
hi

ch
 w

as
 p

ai
d 

w
hi

le
 

pu
rc

ha
si

ng
 s

uc
h 

go
od

s.
”

•	
N

ep
al

 C
on

su
m

er
 

Pr
ot

ec
tio

n 
Ac

t A
rt

. 1
4(

1)

Th
e 

pr
ov

is
io

n 
an

sw
er

s 
th

e 
qu

es
tio

n 
by

 a
llo

w
in

g 
a 

co
ns

um
er

 to
 re

tu
rn

 th
e 

go
od

s 
fo

r a
 fu

ll 
re

fu
nd

 w
he

n 
un

sa
tis

fie
d 

w
ith

 th
e 

go
od

s.

“4
7.

 (1
) T

he
 s

up
pl

ie
r o

ffe
rin

g 
go

od
s 

or
 s

er
vi

ce
s 

fo
r s

al
e,

 h
ire

 
or

 e
xc

ha
ng

e 
in

 a
n 

el
ec

tr
on

ic
 

tr
an

sa
ct

io
n 

sh
al

l m
ak

e 
av

ai
la

bl
e 

to
 th

e 
co

ns
um

er
 o

n 
th

e 
el

ec
tr

on
ic

 
pl

at
fo

rm
 w

he
re

 th
e 

go
od

s 
or

 s
er

vi
ce

s 
ar

e 
of

fe
re

d 
th

e 
fo

llo
w

in
g 

in
fo

rm
at

io
n 

re
la

te
d 

to
 

th
e 

su
pp

lie
r: 

…
 (m

) t
he

 re
tu

rn
, 

ex
ch

an
ge

 a
nd

 re
fu

nd
 p

ol
ic

y;
…

”
•	

G
ha

na
 E

le
ct

ro
ni

c 
Tr

an
sa

ct
io

ns
 

Ac
t A

rt
. 4

7(
m

)

Be
yo

nd
 n

ot
 h

av
in

g 
an

y 
sp

ec
ifi

ca
tio

n 
ab

ou
t t

he
 ri

gh
t 

co
m

in
g 

fro
m

 th
e 

co
ns

um
er

 a
nd

 
th

e 
de

fe
ct

ed
 g

oo
ds

/s
er

vi
ce

s,
 th

e 
pr

ov
is

io
n 

do
es

 n
ot

 s
ta

te
 w

he
th

er
 

th
e 

re
fu

nd
 p

ol
ic

y 
is

 m
an

da
to

ry
. 

Th
us

, f
or

 a
ll 

th
es

e 
re

as
on

s,
 th

e 
ex

am
pl

e 
ca

nn
ot

 a
pp

ly
.

“A
rt

ic
le

 4
5 

G
oo

ds
 w

ith
 d

ef
ec

ts
: 

G
oo

ds
 w

ith
 a

 c
ur

re
nt

 g
ua

ra
nt

ee
 

th
at

 d
o 

no
t w

or
k 

pr
op

er
ly

 fo
r 

re
as

on
s 

at
tr

ib
ut

ab
le

 to
 th

e 
su

pp
lie

r o
r d

ue
 to

 a
 p

ro
du

ct
 

de
fe

ct
, m

us
t b

e 
re

pa
ire

d.
 If

 th
is

 
is

 n
ot

 p
os

si
bl

e,
 th

e 
su

pp
lie

r 
w

ill
 p

ro
ce

ed
 to

 re
pl

ac
e 

th
e 

go
od

 w
ith

 a
no

th
er

 o
f t

he
 s

am
e 

ch
ar

ac
te

ris
tic

s 
or

 re
tu

rn
 th

e 
su

m
s 

pa
id

.”
•	

N
ic

ar
ag

ua
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 D
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at
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 c
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r p
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at
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 b
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r p
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 c
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l o
f p

ro
te

ct
io

n 
w

hi
le

 th
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 p
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 re
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 p
ar

ty
 d
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 d
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 p
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t D
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 d
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l p
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t p
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 b
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 c
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 d
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 d
at

a 
tr

an
sf

er
s 

(C
BD

T)
. B

y 
no

t r
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t c
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 d
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 c
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 C
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 d
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ro
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at
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is

 in
co

rr
ec

t a
ns

w
er

 is
 a

 g
oo

d 
ex

am
pl

e 
of

 th
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 b
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ro
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at
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 c
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f d
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 c
on

tr
ac

t b
et

w
ee

n 
th

e 
da

ta
 

su
bj

ec
t a

nd
 th

e 
co

nt
ro

lle
r o

r f
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 d

ec
id

ed
 a

t t
he

 
re

qu
es

t o
f t

he
 d
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f d
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 c
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 c
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 d
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ird

 
pa

rt
y;

...
”

•	
An

go
la

 P
er

so
na

l D
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 d
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r p
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 p
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 d
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 c
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r d
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 C
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e 
do

m
es

tic
 e

nt
ity

 li
ab

le
 

fo
r a

ny
 w

ro
ng

do
in

g 
co

nc
er

ni
ng

 p
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at
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r d
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 c
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 d
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l b
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e 
go

ve
rn

m
en

t t
o 

au
th

or
iz

e 
tr
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re
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 d
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 c
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[c
on

di
tio

ns
 

fo
r t

ra
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l d
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 b
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t p
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 b
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r C
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at
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r p
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 s
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 c
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 b
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 c
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, b
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 c
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 c
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