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Executive Summary
Malawi already bears the burden of climate change, a fact that will intensify in years to come. Malawi’s 
Nationally Determined Contributions (NDC) recognize that digital technologies offer opportunities for 
climate change action. Although Malawi has relatively low digital adoption, simple technologies such 
as WhatsApp-based early warning solutions are already playing an important role in informing citizens 
of adverse weather in Malawi. 

Analysis shows that both adaptation and mitigation technologies can play a role in Malawi: mitigation 
technologies can allow Malawi to monitor emissions and make a slower transition to becoming a high 
emitting country, while adaptation technologies can help Malawi protect vulnerable population groups 
from climate risks. Based on Malawi’s significant climate hazards and limited digital adoption, a 
parallel approach is recommended: applying short-term low-tech solutions first, while improving digital 
foundations that can support more advanced solutions in the long run. 

To that end, strengthening core digital foundations, such as data sharing and infrastructure, 
enhancing digital skills, and expanding connectivity, is recommended. To mitigate climate risks, digital 
infrastructure itself should also be climate proofed. Network disruption can cause economic loss and 
put vulnerable populations at higher risks in the case of climate disasters. 

Looking ahead, as access to internet and mobile devices improve, digital solutions and effective 
use of data can play a much more significant role in climate adaptation and mitigation, while also 
contributing to diversification of the economy. This is important since the growing impacts of climate 
change continue to challenge an already stressed economy in Malawi.
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1.  Introduction: The Digital and Climate Change  
Nexus in Malawi

The	purpose	of	this	background	note	is	to	assess	the	role	of	connectivity	and	digital	solutions	in	
Malawi	for	climate	change	adaptation	and	mitigation.	The primary focus is on climate adaptation 
and resilience, as a response to Malawi’s high vulnerability. Second, the note touches upon the role 
of digital technologies in reducing emissions in carbon intensive sectors. Finally, the note looks at the 
cross-cutting role of digital data to improve climate change monitoring, reporting and decision making, 
and concludes with policy recommendations. 

Connectivity	coverage	is	fairly	widespread	in	Malawi,	but	usage	is	quite	low. In Malawi, the 
foundations of digital infrastructure are relatively well-developed. Some 31 percent of the population 
lives within 10 km of the fiber network, and nearly the entire population lives within 50 km.1 This 
coverage extends to public institutions, as 68 percent of public institutions have direct internet access 
on location.2 Despite a fairly good national backbone network infrastructure, usage and penetration 
are limited due to intermittent or low access to electricity, among other things. While as much as 
86 percent of the population is covered by at least a 3G mobile network,3 active mobile broadband 
subscriptions per 100 citizens remain low at 36 percent.4 

Enhancing	the	digital	ecosystem	is	a	priority	for	the	government	in	Malawi.	Malawi’s limited 
endowment of natural resources means jobs and economic growth need to be driven by other means. 
Over the past decade, Malawi has emphasized the need to digitize its economy, with efforts including 
the National ICT Master Plan (2014), and the National Broadband and Cybersecurity Strategy (2019). 
In 2021, in the aftermath of the COVID-19 pandemic, the government rolled out a five-year Digital 
Economy Strategy 2021-2026, which aims to create a strong digital ecosystem and support ICT-
enabled growth in sectors like agriculture and health (see Annex 1).

Digital technologies play an enabling role in Malawi’s NDCs. Malawi’s NDCs and implementation 
strategy, for example, include early warning system deployment, smart agriculture, investing in 
climate-proof infrastructure and buildings, and improving resilience through, for example, integrated 
flood management. The NDCs also reference the government’s plan to “expand information and 
communication (ICT) infrastructure and human capacity to generate and transform climate data into 
sector-specific information and knowledge products.”5 Towards mitigation, Malawi mentions solar 
technology, carbon capture and storage (CCS), small scale irrigation technology, and water harvesting 
technologies. 

While	Malawi’s	2050	net-zero	plan	does	not	explicitly	reference	digital	investments,	digital	
foundations	lie	at	the	center	of	many	strategic	goals.	For example, due to the prevalence of charcoal 
cooking and the related deforestation, Malawi emphasizes clean cookstoves as a priority to achieve 
net-zero emissions by 2050. For clean cookstoves, many scaled solutions leverage digital payment 
technologies to reduce the cost of entry and remove access barriers (also see Mitigation section). 
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2.  Adaptation: Climate Risk Profile and The Role of  
Digital Technologies  

Malawi	is	vulnerable	to	both	gradual	impacts	of	climate	change	as	well	as	climate	shocks. As 
described in Chapter 1 of the CCDR, Malawi can expect droughts, lower water levels, increased 
sediments, and climate shocks such as intensity and frequency of rains, as well as flooding due to 
erratic rainfall. The country is also exposed to natural disasters such as cyclones, landslides, insect 
infestations (for example, Armyworm, which affects maize), and wildfires. Digital technologies can 
offer opportunities to increase resilience to climate shocks and improve long-term climate adaptation 
strategies. 

2.1 Resilience to climate shocks
Malawi	is	in	a	position	of	elevated	climate	risk	with	limited	options	for	combating	climate	
vulnerability via digital solutions. Mobile voice and data connectivity (mobile connectivity hereafter) 
is essential during climate disasters because it allows populations to access critical services, and 
allows the government to identify areas in need of emergency assistance and dispatch aid to serve 
immediate needs. As shown in Figure 1, a large portion of the population in Malawi is vulnerable 
to extreme weather events. Due to low digital adoption, there are currently limited opportunities to 
enhance resilience through digital means. With expanded mobile connectivity, Malawi can protect a 
broader range of its vulnerable population before, during, and in the aftermath of climate disasters.

Figure 1. Population Vulnerability and Mobile Adoption6 
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The	significant	connectivity	divide	between	urban	and	rural	areas	puts	the	rural	population	at	a	
higher risk during climate disasters. Figure 2 below indicates that mobile connectivity is concentrated 
in the central and the southern regions in Malawi. According to The Malawi Communications 
Regulatory Authority (MACRA)’s 2020 data, roughly 72.3 percent of Malawians in urban areas own a 
mobile phone, as compared to 37.3 percent of rural-based Malawians. Additionally, it is reported that 
40.7 percent of urban individuals use the internet, while the number decreases to 9.3 percent when 
it comes to rural areas.7 Figures in Annex 2 indicate that the Northern area is more susceptible to 
climate hazards such as wildfires, river flooding, and landslides.

Figure	2.	Mobile	Cellular	Infrastructure	in	Malawi8

(Source: Authors of the background note)
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In	response	to	climate	hazards,	the	Government	of	Malawi	(GoM)	has	launched	initiatives	for	
data collection. These include geospatial platforms, such as a spatial data portal managed by 
the Department of Surveys.9 This platform helps the government and the general public search 
for geospatial data, create and share maps, and upload/manage information. The platform itself 
is used widely by the donor community and underpins other programs and platforms. There are 
indications that the Government of Malawi (GoM) faces some challenges regarding the sustainability 
and institutionalization of the platform, including ensuring active management and updates, and 
streamlining the use of the platform across the Government. 

Large	amounts	of	undigitized	data,	such	as	meteorological	data,	make	data	storage	and	analysis	
of	historical	data	more	difficult. Building a culture of data sharing is also a challenge within and 
across institutions. Data, for example, is regularly saved on individual desktops rather than on shared 
platforms and the technical capacity for effectively leveraging data is limited. The GoM aspires to 
improve the availability of geospatial information, with the establishment of a National Spatial Data 
Center forming part of the MIP-1 of Malawi Vision 2063. In addition to this, the GoM is encouraged to 
define, establish, and adopt policies and protocols for the handling of geospatial data and modernize 
the network infrastructure for the Data Center. 

Malawi	is	strengthening	the	accuracy	and	timeliness	of	its	weather	forecast	and	early	warning	
capacity;	challenges	remain,	however,	in	reaching	all	communities. The Department of Climate 
Change and Meteorological Services in Malawi operates 120 automatic weather stations, as well 
as eight lighting detecting equipment stations, and is in the process of acquiring weather radars. 
It is also transitioning from an outdated weather model towards installing the Weather Research 
and Forecasting (WRF) model on the cloud, in order to have unrestricted computing capacity and 
continuous operation regardless of local internet and power blackouts. Semiautomated capacity to 
forecast floods through the Operational Decision Support System (ODSS) in the Shire Basin is also 
being improved and connected with the operation of the Kamuzu barrage. Forecast and early warning 
bulletins are being systematically issued specifically for the agricultural and fisheries sectors, as well 
as to warn of extreme weather events and prompt the disaster risk management system.  

However, the dissemination of this information and ensuring that it reaches the entire country’s 
population in a timely fashion (most of it spread throughout the countryside under restricted 
communication conditions) is still a challenge. Ministries or local authorities use more conventional 
tools such as radio broadcasting for local communities in local languages. The meteorological service 
department uses different dissemination channels such as TV and radio broadcasts, as well as 
WhatsApp groups for different regions, to which anyone can subscribe free of charge. During the 
Tropical Storm Ana, the WhatsApp groups shared information on the cyclone’s current paths, thus  
benefiting a large number of people at a low cost. Additionally, local NGOs sponsor SMS-based warning 
systems to beneficiaries in the event of climate disasters. The information, however, often does not 
reach communities in time; as such, a multi-institutional dissemination strategy to articulate the 
efforts of all these institutions, as well as to identify and address dissemination gaps is required. 

Climate	risks	are	diverse,	and	therefore	require	tailored	responses	before,	during,	and	after	climate	
events. In addition, they threaten different regions. The maps below (Figure 3) show the current 
coverage of 2G, 3G, 4G and 5G networks overlaid with historical cyclone tracks (additional hazard 
types are included in Annex 3). This type of map can inspire digital solutions tailored to address 
various risk types and regional connectivity levels. Some solutions are simple and work on feature 
phones, while others require smart phones and access to the internet. The maps can also reveal 
population groups that are not covered by networks, and might require other means of warning or 
outreach. 



Malawi CCDR Digital Sector Background Note |  11

Figure	3.	Mobile	Coverage	and	Historical	Cyclone	Tracks10 

(Source: Authors of the background note)

2.2	Leveraging	digital	technologies	and	data	for	adaptation	
As	described	in	the	Malawi	CCDR,	the	effects	of	climate	change	in	Malawi	are	multi-dimensional	and	
aggravate prior existing development challenges. The expected impacts of climate change puts both 
urban and rural communities at risk, particularly affecting the poorer populations. Climate change also 
challenges Malawi’s growth drivers and asset base, particularly its agricultural sector. Adapting Malawi 
to these impacts and enhancing the resilience of the population is critical. Across the public and 
private sector, digital technologies can accelerate the climate adaptation process in various ways. 
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Public	services,	safety	nets	and	digital	financial	services		

Digital	public	services	and	safety	nets	can	enhance	the	resilience	of	the	population	to	the	gradual	
impacts	of	climate	change,	as	well	as	during	and	after	climate	shocks. In addition, the ability to 
receive and make financial payments via mobile phones, and to receive, for example, remittances, 
provides a source of resilience for vulnerable populations. To enable this, mutually enforcing digital 
layers, or so-called digital stacks, are required. These include elements such as digital ID, payment 
solutions, and seamless data exchange. Malawi has high coverage of the national ID. The National 
Registration Bureau estimates that 98 percent of the adult population is covered.11 However, it is 
yet to be fully leveraged for digitally enabled services and digital payments, including digitization of 
emergency cash transfers that help enhance response capacity to, for example, climate events. There 
is a lot of untapped potential in using digital for seamless verification of the emergency payments 
beneficiaries, as well as introducing digitally enabled payments. 

Productivity,	innovation,	and	diversification

Malawi	has	made	a	modest	shift	in	its	economic	diversification,	from	farm	to	nonfarm	rural	
livelihoods. Despite some progress in diversification, development has not kept pace with rapid 
population growth.12 As climate change continues to impact these livelihoods, population groups will 
migrate in search for opportunities and better lives. Diversifying and growing the economy is hence a 
key priority. As envisioned in the Digital Economy Strategy, Malawi needs to capitalize on the digital 
economy to diversify and boost productivity. A study estimates that an additional 10 percent in mobile 
broadband penetration in Malawi could add up to US$189 million to GDP by unlocking digitally 
enabled growth across sectors.13  

Agriculture	and	fisheries	

In	Malawi	agriculture	is	the	most	at-risk	sector	in	the	face	of	climate	change. An estimated 76 
percent of Malawi’s total population works in agriculture.14 Among women the share is even higher 
than for men (82 percent15 to 71 percent,16 comparatively speaking). An example of the vulnerability 
accelerated by warmer climates is the spread of the Armyworm insect, which affects maize in 
particular.17 In 2017, Malawi was obliged to declare a state of disaster in 20 of the 28 districts due to 
an Armyworm invasion affecting maize, which is a staple crop in Malawi.18 There is a lot of potential in 
leveraging both high-tech and low-tech digital solutions to monitor insect invasions and crop diseases 
and share real-time information with farmers on precautions.

The	GoM	has	adopted	digital	solutions	to	boost	agricultural	productivity.	The Ministry of Agriculture 
in Malawi has started to use digital tools such as e-Soko19, an agricultural profiling and messaging 
service that collects and sends out market data using simple text messaging. Under the Second 
Agriculture Sector Wide Approach Support Project, the Ministry has reached over 60,000 farmers with 
text messages on crops, livestock, and nutrition. Additionally, various digital innovations can improve 
financial inclusion for farmers by helping them benefit from digital payments, digital banking, access to 
credit, insurance, and other financial services.

Box	1:	Combining	satellite	data	with	Unmanned	Aerial	Vehicles	(UAVs)	is	gaining	traction	in	
other countries. 

The FAO has successfully used UAVs to detect vegetation and find and neutralize locust 
swarms.20 UAVs have also been used as a tool for post-damage assessment. In the Philippines, 
the FAO utilized unmanned drones for assessment of agriculture and fisheries after typhoons, 
and as a preventative and predictive resource.21 In Bolivia, the WFP utilized UAVs as a cost-
effective way of bolstering Early Warning Systems and improving food security. Ecuador has 
used UAVs for monitoring coastal erosion, environmental degradation, and threats such as 
invasive species.22  

http://e-Soko
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Education

The	COVID-19	pandemic	has	demonstrated	the	value	of	digital	tools	in	remote	education	to	enhance	
resilience	and	ensure	continuity	in	the	case	of	shocks.23 Through the Digital Foundations program, the 
World Bank is supporting enhanced connectivity for universities and technical colleges, working with 
the Malawi Education and Research Network (MAREN) as an implementing partner. More than 50,000 
students have received enhanced access to the internet through the project, which was key during 
COVID-19 pandemic. In addition, the project supported High Performance Computing facility, the first 
of its kind in Malawi, which now allows researchers to perform big data analytics tasks, and allows 
for access and processing of, for example, climate-related data and knowledge in support of better 
decision-making. 

2.3	Resilience	of	digital	infrastructure		
Digital	infrastructure	is	sensitive	to	climate	change	and	adverse	weather. Economy-wide digitization 
also means that failures in telecommunication and IT infrastructure will cause failures of the 
associated critical infrastructure, such as power grids, railways, banking, retail services, and 
government services. Network disruption halts public service delivery and critical services, such as the 
operation of utilities and power generation, and is also costly to businesses and the economy. It is not 
possible to quantify the economic impact of network disruptions precisely, but estimates can be made, 
for example, using Deloitte’s methodology.24 Based on this, a temporary internet shutdown in Malawi 
would translate to a loss of an estimated US$1.14 million per day.25 As the economy becomes more 
digitized, this number and dependency will grow.  

Resilience	of	digital	infrastructure	

Currently,	the	internet	reaching	Malawi	comes	through	six	international	fiber	optic	connections,	
enhancing network redundancy. In comparison, backbone and last mile infrastructure is less resilient. 
Energy supply also hampers reliability. Malawi’s energy sector is highly vulnerable to climate change, 
especially in the context of hydropower, which is a major part of Malawi’s energy profile and relies 
on the stability of water levels. As such, climate-related flood events have extensively damaged the 
hydropower plants, rendering them inoperable for considerable lengths of time, leading to disruptions 
in connectivity. Fluctuations in water levels and droughts also put national energy access at risk due to 
the lower generation and the Malawian grid’s dependence on hydropower.

Digital	infrastructure	such	as	cables	and	cell	towers	are	susceptible	to	damage	from	extreme	climate	
events. While damage may be localized, the impact can be at the level of entire networks. Cyclones, 
floods, mud slides, wildfires, and other adverse weather conditions can cause subsidence, corrosion, 
cable cuts, and can reduce the stability of foundations and tower structures, all of which can hamper 
the availability and quality of services. The hazard maps below visualize regional specific climate 
hazards and 2G digital infrastructure (additional hazards and digital infrastructure types are included 
in the Annex 2). 

Based	on	our	vulnerability	assessment	of	telecommunication	infrastructure	from	natural	disasters,	
Malawi’s	network	infrastructure	is	most	vulnerable	to	riverine	flooding,	landslides,	wildfires,	and	
cyclones. While the entire country is exposed to different climate risks, the Southern tip of Malawi and 
the middle part of Malawi, where the capital is located, are exposed to most of the risk. See analysis in 
Figure 4 for more detail. 

Southern Malawi is particularly exposed to cyclones. High wind with debris can damage wireless 
communication antennas and related passive infrastructure (poles, towers, building fixtures). Falling 
objects from the sky due to strong winds are particularly damaging for aerially deployed linear 
infrastructure. Top-soil erosion can damage underground infrastructure. 
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Meanwhile,	the	riverine	flooding	risk	is	mainly	isolated	along	the	rivers	flowing	into	Lake	Malawi. 
Particularly, there is flooding risk to the low-lying areas in the Salima and Nkhotakota regions, on 
the southwestern part of Lake Malawi. These regions also suffer from poor coverage, and hence, 
limited network infrastructure. Variability and frequency of increased rainfall can increase the risk of 
landslides across the country. Flooding can disrupt electrical installations and backup power. Flooding 
also carries along debris which can damage both underground and aerial cables. 

To	mitigate	the	risks	public	and	private	stakeholders	should	take	climate	hazards	into	account	when	
designing	digital	infrastructure	projects. Resources such as ThinkHazard29 provide data on climate 
hazards, including in formats that can be used for GIS analysis and can be supplemented with more 
tailored analysis. This could be relevant for identifying locations for cell towers in areas with heavy 
rainfall and flooding, which might require raised platforms as part of the civil works requirements. 

Figure	4.	Mapping	of	Mobile	Coverage	and	Climate	Risks	in	Malawi26

(Source: Authors of the background note)

Historical	Cyclone	Tracks27 Riverine Flooding Areas28
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3. Mitigation 
Malawi’s	digital	emissions	are	negligible	but	digital	can	play	a	role	reducing	the	net	GHG	emissions	
from	high	emitting	sectors. Figure 5 below indicates Malawi’s relationship between digital adoption 
and emissions per capita. Malawi’s CO2 emissions (metric tons per capita) is 0.09 as of 2018.30 The 
corresponding average for low-income economies is 0.24, and for Sub-Saharan Africa is 0.76.31 The 
figure below also shows a strong correlation between emissions and income group – as Malawi’s 
economy grows, it will naturally become a higher emitter, moving to the 1st quadrant. Currently, 
Malawi’s Digital Adoption Index and emissions levels are low; however, subject to the country’s early 
embrace of climate smart technologies and practices, it can reduce future emissions and keep the 
transition to the 1st quadrant slow.

Figure 5. Malawi’s Climate Digital Nexus: CO2 Emissions and Digital Adoption32 
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services to consumers who cannot afford the upfront cost of household energy products. In addition, 
some technologies for clean cookstoves have evolved and expanded to have smart valves and smart 
meters. Kenya has launched a set of e-commerce kiosks enabled by mobile money that has increased 
clean cookstove penetration due to the ability to save. The kiosks and mobile money allow low-income 
families to purchase fuel in small units, which waives the “poverty penalty” often charged for buying 
small units only. In Tanzania, KopaGas utilizes a pay-per-use model for LPG, for which customers use 
mobile money to make payments, enabling cleaner cooking in place of charcoal.34

Digital	technologies	are	also	enabling	carbon	credit	markets	in	agriculture,	energy,	and	transport.	
Carbon credit markets are becoming a tool to finance greener transformation by putting a market value 
on GHG emissions-reduction activities. Since Malawi produces significantly fewer emissions for its 
economic peer groups, the country has the potential to grow as a player in the carbon markets. Carbon 
trading can bring economic value at a country level through Clean Development Mechanism (CDM), 
as well as additional income to Small and Medium Enterprises (SMEs), and smallholder farmers. In 
Kenya, a World Bank-funded program enabled 30,000 smallholder farmers to adopt new techniques of 
using nitrogen fertilizers to capture carbon in the ground. At the end of the program, farmers ended up 
storing 25,000 tons of CO2 which they traded in to receive carbon credits for US$65,000.35

Emissions	from	the	digital	sector	are	low	but	will	grow	as	Malawi	becomes	increasingly	digitized. As 
Malawi invests in digital infrastructure and solutions, there are opportunities to ensure digitization 
follows a low carbon pathway. This can include consolidation of server infrastructure across individual 
institutions to more energy efficient data infrastructure. It can also include replacement of diesel 
generators with renewable energy such as solar when powering off-grid connectivity solutions. 
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4.  Data and Data-Driven Decision Making for  
Adaptation and Mitigation 

Data	is	at	the	center	of	monitoring	systems	such	as	weather	forecasting,	land	use	management,	
water	level	and	distribution	management,	and	pest	and	crop	disease	monitoring	solutions.	Having 
robust climate related datasets allows countries to build climate change models to monitor extreme 
weather events and help mitigate and respond to future risks. Furthermore, such models allow data 
analyses and big data models, which can help policymakers make more informed decisions and 
enhance monitoring policies.

Box 2: Land use monitoring systems 

In 2015, Costa Rica developed the System for Monitoring Land Cover, Land Use and Ecosystems 
(SIMOCUTE), supported by the Food and Agriculture (FAO). With the new land use monitoring 
system, the government of Costa Rica is able to monitor the land cover, land use, and ecosystems 
to facilitate the collection, integration, management, and dissemination of data and environmental 
information at the national level. This platform helped the country generate accurate forest data, 
supporting informed decision making on land management, as well as the ability to track the 
progress of climate action and monitor forest-related emissions.

According to Open Data Watch, Malawi ranks 135th in the Open Data Inventory 2020	out	of	187,	
and Malawi’s data is limited and lacks transparency as well as coverage.36 In particular, as Table 
1 indicates, Malawi significantly lacks climate, energy, and land use data. To enhance the use of 
data, the GoM can consider leveraging already available, complimentary cloud services that can be 
customized to integrate with local data. For instance, ECMWF-GEOGLOWS flow forecasting, GADAS, 
ClimateEngine, Google Earth Engine, Climate Change Knowledge Portal are available at no cost and 
there are also many subscription services such as SecureWatch. 

 Table 1. Open Data Watch Malawi scores

Data category Coverage Openness Overall

Agriculture & Land use 30 40 35
Resource use 38 50 44

Energy use 0 0 0

Pollution 0 0 0
Built environment 60 50 55
Environment subscore 29 28 28

Source: Open Data Watch 2020.

In addition, the data governance assessment from World Development Report 2021 points to 
strengths and weaknesses when it comes to data enablers and safeguards. While some enablers and 
safeguards are in place such as those related to e-commerce and cybersecurity, other important digital 
foundations are missing. 
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Table	2.	Malawi’s	data	enablers	and	safeguards	

Enablers Safeguards

E-commerce/e-
transactions law

Digital ID system 
for online 
authentication

Open data act/
policy

Data portability 
rights

Personal data 
protection law

National 
cybersecurity 
strategy/plan

Regulation of 
non-personal 
government 
data

Yes No No No Partly Yes Yes No

(Source: WDR data regulation database 2021; information as of 2020)

According	to	the	2021	World	Bank	Climate	Change	Institutional	Assessment,	there	is	no	regulatory	
framework	in	place	dedicated	to	climate	change	risk	and	vulnerability	assessment. Hence, although 
Malawi has made progress in the collection of information focused on climate risk and vulnerability 
reduction, there are still weaknesses in systematization, in coordination, and in ensuring that 
stakeholders are capacitated to use the data and tools. For example, there is no legal framework in 
place to regulate Climate Change Disaster Risk Monitoring & Evaluation (M&E) and reporting. This 
results in diverse approaches. For instance, some government units organize their M&E systems 
into online data repositories, while other departments have not even established targets for climate 
change adaptation and mitigation efforts. Moreover, the absence of a local single data repository 
makes it challenging for Malawi to track progress related to its NDC.37

Besides	collecting	and	leveraging	data,	the	ability	to	host	digital	data	safely	and	efficiently	and	
various digital applications is key. Malawi lacks adequate datacenter infrastructure to securely host 
even main systems. The existing datacenter facilities are in need of major upgrades and improvement 
in disaster recovery practices. Major government systems such as the National ID are at risk of 
complete loss. In Malawi, the digital ID data for example is stored locally, on the National Registration 
and Identification System (NRIS) servers connected to the government-wide area network (GWAN). The 
current physical location of NRIS servers, at the national datacenter located at the Accountant General 
office, is far from ideal for hosting critical digital infrastructure. It is plagued with multiple problems, 
including vulnerability to natural disasters, improper physical security, frequent power outages due to 
lack of proper redundancy like uninterruptible power supply, connectivity, cooling etc.38 Unfortunately, 
many public institutions storing paper and digital data face similar challenges with significant risk of 
data loss. Efforts to fund a new data center have however been delayed.39 
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5. Conclusion  
Climate change is not an abstract risk in Malawi. Malawi is seeing the effect of changing weather 
patterns and will continue to in years to come. Protecting Malawi from the burdens of climate change 
will require a multipronged approach. The role of digital to accelerate cross-cutting climate action and 
strengthen Malawi’s economy and resilience is reflected in the country’s NDCs and digital economy 
strategies. 

Digital	technologies	can	play	an	important	role	in	Malawi	for	climate	change	action. Adaptation 
technologies allow the GoM to protect the vulnerable population and make informed policy decisions 
on natural disasters, while mitigation technologies can allow it to monitor emissions and make 
a slower transition to becoming a high emitting country. However, there is a risk that short term 
investments in advanced technological solutions will fail. Based on Malawi’s significant climate 
hazards and limited digital adoption, a parallel approach is recommended: applying short-term low-
tech solutions first, while improving digital foundations that can support more advanced solutions in 
the long run. 

Strengthening	core	digital	foundations,	such	as	enhancing	digital	skills	and	expanding	digital	
connectivity,	is	recommended	to	enable	the	above-mentioned	adaptation	and	mitigation	
technologies. Expanding connectivity to isolated areas and improving digital capacity through skills 
training or information analytics curricula to leverage data for informed decision-making will help the 
GoM achieve an inclusive and sustainable development responding to climate change. Strengthening 
digital skills will also help facilitate private sector and academia in the provision of low-cost climate 
services and digital solutions while creating jobs and business opportunities. 

With	limited	resources	Malawi	needs	to	make	difficult	choices	prioritizing	climate	efforts.	
Efficient	use	of	data	can	inform	decision	making	and	enhance	disaster	preparedness. However, 
leveraging data more systematically for weather monitoring and informed decision making would 
require improved data frameworks. It is recommended to update the data governance and related 
regulatory framework to strengthen data safeguards and data enablers to facilitate data sharing 
and reuse. Specific recommendations include: (a) adopting policies for open data services to make 
available critical climate data in the public domain using standardized Application Programming 
Interfaces (APIs); (b) making geospatial data from Malawi Spatial Data Platform (MASDAP) available 
in international standards or formats such as Open Geospatial Consortium (OGC) to allow online 
analytics; (c) investing in building data skills of analysts and decision makers; (d) expanding tertiary 
education on data science and analytics; strengthening the data literacy of senior government 
leadership; and (e) creating institutional environments to encourage data usage to support evidence-
based policy  
making, etc. 

To	mitigate	challenges	related	to	data	infrastructure	digital	infrastructure	itself	should	be	climate-
proofed.	Network disruption can cause economic loss and put vulnerable populations at higher risks 
in case of climate disasters. To prevent this, climate-proofing digital infrastructure is recommended, for 
example, by: (a) integrating climate data and risk analysis in respect to digital infrastructure planning 
and deployment; (b) developing industry climate standards for digital infrastructure; and (c) supporting 
disaster recovery through digitization of paper-based records. Furthermore, adequate IT disaster 
recovery plans should be implemented, addressing risks to hardware and software, and encouraging 
cloud or off-site backup routines. While some efforts require investments, significant gains can be 
made by improving data management processes.
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Core

Services

Solutions

Network Access: Increasing internet usage to 80% of the population and 
broadband coverage to 95% of the population by 2026

Decide Access: Increasing device ownership from 51% to 80% of the 
population and energy to 20% of the population

Skills: Raising the pass rate of secondary school examinations from 50% 
to 80% and increasing the availability of digitally relevant skills

E-trade: Reducing trade compliance costs by 37% and time by 31% to 
enable industrialization through increase competitiveness and eCommerce 
adoption

Digital Financial Services: A 30% increase (2.1 million) in the number of 
mobile money accounts and a financial market development index of at 
least 5 out of 7

Digital	Government: The National ID is universally used for identity 
verification and supports government service delivery and digital objectives

Agriculture: Increasing average farm family earnings from US$ 1,800 to 
US$ 2,250 by increasing the adoption of agricultural services and access to 
agricultural technology

Health: Increasing life expectancy by an additional two years and supporting 
efficient resource allocation

Digitally Trade Services: Doubling ICT service exports to 4% of total exports 
while creating 50,000 new jobs in digitally trade services

Source: Government of Malawi (2021)

Annex 1: Malawi’s 2026 Digital Economy Strategy – Target outcomes
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Annex	2.	Maps	for	Connectivity	and	Climate	Hazards
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