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About the Training Modules

Combating Money Laundering and the Financing of Terrorism: A Comprehensive Training Guide is one of the 
products of the Capacity Enhancement Program on Anti–Money Laundering and Combating the Funding 
of Terrorism (AML/CFT), which has been co-funded by the Governments of Sweden, Japan, Denmark, and 
Canada. The program offers countries the tools, skills, and knowledge to build and strengthen their institutional, 
legal, and regulatory frameworks to successfully implement their national action plan on these efforts. 

This workbook is one of the following training course modules:

MODULE 1: EFFECTS ON ECONOMIC DEVELOPMENT AND INTERNATIONAL STANDARDS

Module 1 introduces the fundamental concepts of money laundering and terrorist fi nancing; their implications 
for development from economic, social, and governance perspectives; and existing international standards and key 
international players in the fi ght against money laundering and terrorist fi nancing.

MODULE 2: LEGAL REQUIREMENTS TO MEET INTERNATIONAL STANDARDS

Module 2 covers satisfying the international standards on AML/CFT and the legislative action that this usually 
requires. In exploring those implications and possible legislative needs, this workbook answers the following questions:

What are the international conventions and treaties that deal with AML/CFT?• 
What legal and institutional arrangements satisfy international standards?• 
What are the legal issues related to international cooperation?• 
Where can one fi nd model laws?• 

MODULE 3A: REGULATORY AND INSTITUTIONAL REQUIREMENTS FOR AML/CFT
Module 3a introduces the regulatory and institutional requirements for AML/CFT and addresses the following issues:

Responsibility for effective supervision• 
Institutions subject to AML/CFT compliance• 
The principal regulatory and institutional requirements• 
Internal audit and compliance programs• 
Professional associations and their roles• 
Enforcement of AML/CFT requirements• 

MODULE 3B: COMPLIANCE REQUIREMENTS FOR FINANCIAL INSTITUTIONS

Module 3b considers AML/CFT from the perspective of a bank or other fi nancial institution and provides the 
necessary information for employees of such institutions who deal with a wide range of AML/CFT issues. It also 
provides additional inputs for compliance offi cers of fi nancial institutions. A separate section of the workbook 
deals with some issues that are more pertinent to compliance offi cers.
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MODULE 4: BUILDING AN EFFECTIVE FINANCIAL INTELLIGENCE UNIT

Module 4 examines the fi nancial intelligence unit (FIU) and its role in the national AML/CFT regime and 
addresses the following issues:

Basic concepts of the FIU, suspicious transaction reports, and how they fi t into AML/CFT regimes• 
Building FIU functionality• 
Coordination and cooperation at the policy and operational levels• 
Skills, integrity, and security of FIU personnel• 

MODULE 5: DOMESTIC (INTERAGENCY) AND INTERNATIONAL COOPERATION

Module 5 introduces the importance of interagency and international cooperation in the fi ght against money-
laundering activities.

MODULE 6: COMBATING THE FINANCING OF TERRORISM

Module 6 focuses on combating the fi nancing of terrorism (CFT), a new area for many countries compared to 
the anti-money laundering (AML) effort. The workbook starts with a brief review of the CFT issues raised in the 
previous workbooks, addresses some general questions related to CFT, and then discusses the FATF Nine Special 
Recommendations on Terrorist Financing in combination with the international obligation of states.

MODULE 7: INVESTIGATING MONEY LAUNDERING AND TERRORIST FINANCING

Module 7 introduces the practice of investigating activities that involve laundering of the proceeds of crime and 
discusses investigations of terrorist fi nancing activities.

Acknowledgments
The initial work for this training program was provided by Emiko Todoroki and Azuma Miura, the World Bank. 
Module 3a was further written and developed by Manuel Vasquez, International Monetary Fund. The draft was 
reviewed by John McDowell, the World Bank and Thomas Grahn, Financial Supervisory Authority of Sweden. 
Pedagogical guidance was provided by Sheila Jagannathan, and peer review was conducted by Emiko Todoroki, 
the World Bank. In 2007 and 2008, updates and review were provided by Klaudijo Stroligo, Cedric Mousset, Paul 
Allan Schott, and Emiko Todoroki, the World Bank. Key sources for this workbook include Financial Action Task 
Force on Money Laundering, “The Forty Recommendations” (2003) and “Special Recommendations on Terrorist 
Financing” (2005); and Paul Allan Schott, Reference Guide to Anti–Money Laundering and Combating the Financing 
of Terrorism, Second Edition, the World Bank, 2004.

CAPACITY ENHANCEMENT PROGRAM ON ANTI–MONEY LAUNDERING AND COMBATING THE FINANCING OF TERRORISM

Program Director: Latifah Merican Cheong 
Task Team Leader: Emiko Todoroki
Instructional Design:  Sheila Jagannathan
Production: Miguel Nicolas De La Riva, Jr.
Illustrations: James Quigley
Design: Naylor Design, Washington, D.C.
Composition: Precision Graphics, Champaign, Illinois



Compliance Requirements 
for Financial Institutions

Module 3b considers Anti–Money Laundering and Combating the Financing of 
Terrorism (AML/CFT) from the perspective of a bank or other fi nancial institu-
tion and provides the necessary information for employees of such an institu-
tion who deal with a wide range of AML/CTF issues. It also provides input for 
compliance offi cers of fi nancial institutions. The following is a summary of the 
module’s content.

1. Understanding money laundering and terrorist fi nancing 4

1.1 What are the differences between money laundering and terrorist 
fi nancing? 5

1.2 How is money laundering done? 6
1.3 What is the impact of money laundering and terrorist fi nancing? 8

2. Understanding the international framework and controls 9

2.1 United Nations 9
2.2 Financial Action Task Force on Money Laundering (FATF) 10
2.3 Basel Committee on Banking Supervision 11
2.4 The Wolfsberg Group 12
2.5 Local laws and offenses 12

3. Key elements of an AML/CFT policy 16

4. Key operational controls of an AML/CFT policy 18

5. Customer due diligence 24

5.1 Verifying the identity of the customer 26
5.2 Verifying the identity of the benefi cial owners, directors, and 

signatories 28
5.3 Obtain and record information on the purpose and nature of the business 

relationship 29
5.4 Conduct ongoing due diligence on the business 29
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6. Special cases: customer due diligence, risk-based approach 30

6.1 Private banking customers 30
6.2 Correspondent banking 31
6.3 Non-face-to-face customers 32
6.4 Politically exposed persons (PEPs) 33
6.5 Other customers who pose a higher risk 33
6.6 Intermediaries 34

7. Monitoring complex, unsual, and large transactions and activities 37

8. Reporting of suspicious transactions and activities 41

8.1 Why is reporting suspicions so important? 41
8.2 What you need to know 41
8.3 Personal responsibility 42
8.4 What information is required? 42
8.5 How to deal with the customer after reporting 43

9.  Special screening of customers and wire transfer transactions 45

9.1 Customers 45
9.2 Wire transfer transactions 46

10. Record keeping 47

11. Training and awareness 49

11.1 When should training be provided? 50

12. Sections for compliance offi cers 51

12.1 Risk-based approach to AML controls 51
12.2 Risk management 52
12.3  External reporting of suspicious transactions and activity 

(STR/SAR) 53
12.4 Cooperation with the authorities 54
12.5 Compliance/legal function 55
12.6 Audit function 55
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This module covers the following Recommendations of the 
Financial Action Task Force (FATF) on Money Laundering: 

Legal systems: Recommendations 1, 2, and 3• 
Measures to be taken by fi nancial institutions and non-fi nancial • 
businesses and professions: Recommendations 5–11, 13, 15, and 
Special Recommendation VII

The objectives of the module are to help you

understand the differences between money laundering and terrorist • 
fi nancing;
understand how and why criminals use banks and other fi nancial • 
institutions to create the appearance of legitimacy;
know what your responsibilities are with regard to AML/CFT • 
regulations;
know what key elements of an AML/CFT policy every bank and • 
fi nancial institution should implement;
know in detail the requirements of customer due diligence (CDD); • 
and
understand the importance of identifying and reporting suspicious • 
transactions.

At the end of the module you will be able to answer the following 
questions:

What is money laundering and terrorist fi nancing and how do they • 
work?
What controls have been developed at an international level to • 
discourage money laundering and the fi nancing of terrorism?
What key elements of an AML/CFT policy should every bank and • 
fi nancial institution have in place, irrespective of the local laws? 
What are the key elements of a CDD procedure?• 
What are the risk factors that need to be considered when • 
implementing a risk-based approach to AML controls?
What are the components of a risk-management process?• 
How do you identify suspicious transactions/activity?• 
How do you report suspicious transactions/activity?• 
Why are the monitoring and screening of customer transactions so • 
important?
What is the importance of record keeping?• 
Why is it so important to provide AML training and awareness raising?• 
What is the purpose of the audit function?• 
Where can you fi nd other sources of information?• 
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How much do you know?

Select the correct answer. Answers will be given at the end of the module.

QUESTION 1. Who might want to launder money? 

a) Drug traffi ckers

b) Persons undertaking wire payment fraud

c) Terrorists

d) All of the above

QUESTION 2. Money laundering is not a problem for banks because it does not 
lead to losses, as it does in the case of fraud. 

a) True b) False

QUESTION 3. Money laundering does not put individual bank employees at risk. 

a) True b) False

QUESTION 4. The ability to launder the proceeds of criminal activity through 
the world’s fi nancial systems is vital to the success of criminal operations 
because:

a)  It is diffi cult for investigating authorities to prove that laundered money is 
linked to criminal activity; consequently, criminals can spend their money 
without attracting unwanted attention. 

b) It allows criminals to avoid paying taxes.

c) It is safer than keeping cash under the bed.

QUESTION 5. Money is only laundered through banks. 

a) True b) False

Understanding money laundering 
and terrorist fi nancing
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Money laundering is the process criminals use to hide, control, invest, and bene-
fi t from the proceeds of their criminal activities. Crimes committed for fi nancial 
gain (drug traffi cking, robbery, theft, blackmail) tend to produce cash. This can 
pose real problems for criminals because spending large amounts of cash arouses 
suspicion. Therefore, criminals attempt to create a legitimate background for 
their money.

Money laundering is also used by persons seeking to fund terrorism. Criminal 
activities are often the source of terrorists’ funds. It makes sense to hide the link 
between those who fi nance terrorism and those who commit terrorist acts.

1.1  What are the differences between money laundering and 
terrorist fi nancing?

Although laundering criminal proceeds and fi nancing terrorism may use similar 
methods, their objectives are completely different. Look at the two explanations 
given below:

A. LAUNDERING CRIMINAL PROCEEDS

Those who engage in criminal activities for fi nancial benefi t usually do so for 
personal gain—to acquire property, to travel, and so on. 

B. FINANCING OF TERRORISM

In contrast, persons involved in terrorist activities seek political or social change 
through intimidation in the following ways:

Funding terrorists and terrorist organizations. • Funds for terrorists may 
originate from legal or illegal activity, which complicates the task of iden-
tifying suspicious transactions. Donations from legitimate companies and 
individuals make up a share of the funds that support terrorists and terrorist 
organizations. Cash from such crimes as drug traffi cking, robbery, extortion, 
and blackmail may also fi nd its way into terrorist organizations. Fundraising 
may involve the collection of relatively small amounts of cash that are dif-
fi cult to detect and trace. 
Financing of terrorist acts.•  At this stage, fi nancial assistance helps terrorists 
obtain arms and explosives and to meet expenses during their attempt to 
commit a terrorist act. Examples are the living expenses, fi rst-class airline 
tickets, and fl ight-simulator training of the hijackers in the 9/11 terrorist 
attacks. Subsequent investigations have revealed that the amounts involved 
were not signifi cant, underscoring the point that terrorist funding can be 
diffi cult to detect.
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The use of nonprofi t organizations as a cover or conduit for the funding of 
terrorist organizations has been highlighted as a major risk factor by FATF. In 
addition to providing legitimate funds, some nonprofi t  organizations fail to 
apply the strict fi nancial controls of companies that seek to maximize profi ts. 
For additional information, see Combating the Abuse of Nonprofi t Organizations 
issued by the FATF in October 2002.1

1.2 How is money laundering done?

Knowledge check

QUESTION 6. Name the three main stages of a money laundering operation. Use 
the space below for your answer.

Let us now read about the stages in some detail.

Placement—This is the fi rst stage in separating the illicit funds from their illegal 
source. Typically, this is the stage when the criminal’s cash enters the fi nancial sys-
tem, although simply moving the cash away from where the crime took place (per-
haps physically transferring the cash from one country to another) is also regarded 
as part of the placement stage. Following are some examples of placement.

Depositing cash into an account or into several accounts in different loca-• 
tions
Paying cash for bank drafts, traveler’s checks, and other value instruments• 
Purchasing items of value for cash (such as works of art, antiques, motor • 
vehicles, and so on)
Commingling criminal cash with legitimate cash in a business account• 
Converting cash in one currency into another currency• 

Layering—Once the criminal’s cash is in the fi nancial system, the next stage 
in the process is designed to hide/confuse the audit trail back to the original 
deposit and make it diffi cult to link the funds to criminal activity or to the per-
petrator of a predicate offense. This may involve moving the money from one 
account to another, from one investment to another, or even from one country 
to another. Following are some examples of layering:

1 http://www.fatf-gafi .org/dataoecd/39/19/34033761.pdf.



Compliance Requirements for Financial Institutions�|�7

Buying, then selling, an investment product• 
Buying and then surrendering a single-premium insurance contract• 
Wiring payments to and from various accounts (personal and corporate) in • 
different jurisdictions
Engaging in international trade transactions• 
Making other types of payment where funds move from one account to • 
another

Integration—This is the third and fi nal stage that completes a money launder-
ing operation. If the criminal has undertaken the previous stages correctly, the 
money now appears legitimate. The criminal can then freely use the funds for 
whatever purpose he or she chooses, with minimal risk of detection. This is 
regarded as the most diffi cult stage to recognize because the funds appear legiti-
mate. Following are some examples of integration:

Purchase of property (for personal use or investment)• 
Purchase of other high-value items, for example, jewelry, antiques, works of art • 
Purchase of legitimate businesses• 
Purchase of investments for income• 
Any purchase for personal use with a check, credit card, or other payment • 
method

Knowledge check

QUESTION 7. What kinds of criminal activity might lead to money laundering? 
Provide your answers in the space below.

QUESTION 8. Check the list of possible criminal activities that might be linked 
to money laundering or terrorist fi nancing. Which one is considered to generate 
the greatest amount of criminal proceeds in your country? 

a) Extortion and kidnapping 

b) Blackmail 

c) Drug traffi cking 

d) Robbery 

e) Fraud 

f) Illegal gambling 

g) Smuggling of goods and persons

h) Tax evasion

i)  Contributions and donations 
(terrorist fi nancing)

j)  Funds from legitimate business 
activities (terrorist fi nancing)
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QUESTION 9. How much money do you think is laundered each year, through-
out the world? Choose the best estimate from the following:

a) US$10,000,000 

b) US$100,000,000 

c) US$1,000,000,000 

d) US$10,000,000,000 

e) US$500,000,000,000 

HOW MUCH MONEY IS LAUNDERED EACH YEAR? 

No one really knows the answer, but publicized fi gures vary between 
US$500 billion and US$1.5 trillion annually. To put this fi gure into context, 
Wal-Mart, the largest retail company in the world, reported annual net sales of 
US$345 billion in 2007. The amount of criminally derived funds entering legiti-
mate fi nancial systems each year is almost incalculable.

1.3 What is the impact of money laundering and terrorist fi nancing?
Some of the impacts are listed below:

Criminal money can have a devastating effect on the economy of an entire • 
country by undermining the competitiveness of legitimate businesses. 
Acts of terrorism also have an impact on the local economy. For example, • 
it was reported that the bombing in Bali, Indonesia, in October 2002 may 
have cost the local economy more than US$1 billion in lost tourism rev-
enues. The terrorist attacks on New York and Washington, D.C., in Septem-
ber 2001 may have cost the U.S. economy many billions of dollars. 
We should also remember that there are victims to all the crimes from • 
which the proceeds require money laundering: the drug addicts whose 
lives are ruined by addiction; the vast numbers of people who do not have 
clean water to drink or suffi cient food to eat, while corrupt offi cials are liv-
ing exotic lifestyles; and the thousands of people who have been killed or 
maimed by terrorist attacks around the world.

For more information on the impact of ML/FT on the macro economy, see 
Module 1. 

Undermining competitiveness: An example
ABC, Ltd. is a building company fi nanced almost wholly by illegal drug money. Because 
ABC is awash in cash, its bids for building contracts are often far below the prices of 
their competitors. This has the effect, over time, of forcing legitimate businesses out of 
the building industry in a given locale. Once ABC becomes the dominant supplier, it can 
raise its prices and continue to use the business to launder money.



��9

2
Now that you have a better understanding of money laundering and its global 
scope, it will be easy to see why international cooperation is imperative for the 
successful detection and prevention of money laundering and terrorist fi nanc-
ing. The growing integration of the world economy means that individual 
countries can be affected by faraway events. Developed and developing coun-
tries alike stand to benefi t from consistency in the application of anti–money 
laundering controls. 

One method of harmonization is a set of international standards that provide a 
framework of principles that countries are encouraged to adopt and build into 
their own local legal and regulatory structure. One of the main drivers of this 
harmonization process was the establishment of the FATF. FATF Recommenda-
tions 1, 2, and 3 deal with legal systems and the scope of the criminal offense 
of money laundering. For more information on FATF Recommendation 1, see 
Appendix B. For more information on FATF Recommendation 2, see Appendix 
C. For more information on FATF Recommendation 3, see Appendix D. Other 
important international organizations and bodies include the United Nations 
(UN), the World Bank, the International Monetary Fund (IMF), the Council of 
Europe, the Basel Committee on Banking Supervision, the International Associa-
tion of Insurance Supervisors (IAIS), the International Organization of Securities 
Commissions (IOSCO), Interpol, the Egmont Group, the Wolfsberg Group, and 
other organizations and bodies. For more information on the role of different 
international and regional organizations and bodies, see Module 1.

2.1 United Nations
The United Nations has adopted several major conventions and protocols 
related to money laundering and terrorist fi nancing. The UN Convention against 
Illicit Traffi c in Narcotic Drugs and Psychotropic Substances (the Vienna Con-
vention, 1988) was a precursor to the initial FATF Forty Recommendations (see 
below), published two years later. The Vienna Convention requires member 
countries to criminalize money laundering related to drug offenses. 

The UN Convention against Transnational Organized Crime (the Palermo 
Convention, 2000) entered into force on September 29, 2003, and it was rati-
fi ed by 137 countries. Together with its three protocols this convention provides 
an international framework for dealing with transnational organized crime, 

Understanding the international
framework and controls
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including money laundering and the confi scation and seizure of the proceeds of 
organized crime. 

The UN Convention against Corruption (the Merida Convention, 2003) was 
adopted on October 31, 2003, and entered into force on December 14, 2005. 
As of October 2007 it has been ratifi ed/accessioned by 103 countries. The Con-
vention, inter alia, requires countries to criminalize certain corruptive behavior 
and associated money laundering, as well as imposes an obligation to seize and 
confi scate funds derived from corruption offenses.

The International Convention for the Suppression of the Financing of 
Terrorism (the SFT Convention, 1999) requires ratifying states to criminalize 
terrorism, terrorist organizations, and terrorist acts. Under the convention, 
it is unlawful for any person to provide, or collect, funds with the intent or 
knowledge that the funds will be used for acts of terrorism. The convention 
came into force in 2002.

2.2 Financial Action Task Force on Money Laundering
In 1989, the G7 Summit established the FATF. Its mandate was to develop and 
promote an international response to combat money laundering. This led to 
the adoption in 1990 of a comprehensive set of anti–money laundering stan-
dards, known as the FATF Forty Recommendations.2 These recommendations 
cover the broad spectrum of anti–money laundering control—among them 
legal measures, international cooperation, and a broad range of controls related 
to fi nancial institutions and other fi nancial sector businesses. There are also 
eight FATF-style regional bodies (FSRBs) as of March 2009.3 The original FATF 
Forty Recommendations were revised in 1996 and 2003. Following the terrorist 
attacks on the United States in September 2001, Eight Special Recommenda-
tions on Terrorist Financing were drafted and published in October 2001. A 
ninth Special Recommendation was published in October 2004.4

When combined with the Nine Special Recommendations, the FATF Forty Rec-
ommendations provide a comprehensive framework of measures for countering 
money laundering and terrorist fi nancing. Most countries now have some level of 
anti–money laundering controls and have endorsed the FATF Recommendations.

The FATF not only sets standards to combat money laundering and terrorist 
fi nancing, but it also implements rigorous review mechanisms that aim at 
ensuring the compliance of countries with the standards. The FATF has devel-

2 The FATF Forty Recommendations can be found at http://www1.oecd.org/fatf/40Recs.htm. A list 
of FATF member countries can be found at http://www.fatf-gafi .org/document/52/0,2340,en_3225
0379_32237295_34027188_1_1_1_1,00.html.
3 The different regional groupings can be found at http://www.fatf-gafi .org/document/52/
0,2340,en_32250379_32237295_34027188_1_1_1_1,00.html#ObserverBodies_and_Organisations.
4 The FATF Nine Special Recommendations can be found at http://www1.oecd.org/fatf/
SrecdTF_ en.htm.
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oped, together with the IMF and World Bank, a common methodology to assess 
AML/CFT regimes. This methodology has been adopted by each of the FSRBs 
and, thus, is used as the universal assessment tool for all jurisdictions. It also 
plays an important role as a forum for sharing information on money laundering 
techniques and typologies, as well as reaching out to the public and govern-
ments and other parties affected by FATF’s standards: fi nancial institutions and 
certain designated nonfi nancial businesses and professions (DNFBPs).

2.3 Basel Committee on Banking Supervision
Another internationally recognized source of guidance on money laundering is 
the Basel Committee on Banking Supervision.5 “Prevention of Criminal Use of 
the Banking System for the Purpose of Money Laundering” was issued in 1988. 
It stipulated basic ethical principles and encouraged banks to put in place effec-
tive procedures to:

identify customers and understand their business;• 
decline suspicious transactions; and• 
cooperate with law enforcement agencies.• 

Two other Basel Committee publications—“Core Principles for Effective 
Banking Supervision,” published in 1997 and “Core Principles Methodology,” 
published in 1999—were added to the international framework of anti–money 
laundering controls. 

In October 2001, the Basel Committee published “Customer Due Diligence for 
Banks,” which provided in-depth guidance on the CDD process. The document 
covers the following key areas:

the importance of know-your-customer (KYC) standards for supervisors • 
and banks;
essential elements of KYC standards;• 
the role of supervisors; and• 
implementation of KYC standards in a cross-border context.• 

The elements of the KYC process were further broken down into the following:

customer acceptance policy,• 
customer identifi cation,• 
ongoing monitoring of accounts and transactions, and• 
risk management.• 

“Customer Due Diligence for Banks” is recommended reading for banks seeking 
more detailed information and guidance on this very important aspect of anti–
money laundering control.6 

5 The home page for the Basel Committee can be found at http://www.bis.org/.
6 “Customer Due Diligence for Banks” can be found at http://www.bis.org/publ/bcbs85.htm.
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2.4 The Wolfsberg Group
In October 2000, a number of international private banks (the Wolfsberg 
Group) agreed on a set of global anti–money laundering guidelines to govern 
private banking business. Revised in May 2002, these guidelines are regarded as 
important global guidance for sound business in international private banking. 
These informative publications by the Wolfsberg Group include the following:

a statement on the suppression of the fi nancing of terrorism;• 
anti–money laundering principles for correspondent banking;• 
a statement on monitoring, screening, and searching; • 
anti–money laundering principles on private banking (revised version);• 
frequently asked questions about benefi cial ownership;• 
frequently asked questions about politically exposed persons; and• 
frequently asked questions about intermediaries.• 

2.5 Local laws and offenses
In this course, it is not possible to cover in detail the anti–money laundering 
legislation of every jurisdiction. Local laws have been infl uenced by the FATF 
Recommendations and Basel principles mentioned previously, and by other 
sources—among them the three money laundering directives of the European 
Union (EU), and the UN, and the Council of Europe Conventions.

However, it is possible to highlight the key aspects that should be included in 
national legislation. It will then be your responsibility to determine other legal 
and regulatory requirements to be applied in your jurisdiction.

In the early days of anti–money laundering legislation, criminal activity was 
often restricted to drug-related offenses. Over the years, the trend has become 
for legislation to encompass “all crimes,” as in the second and third money laun-
dering directive of the EU, as well as in the 2005 Council of Europe Warsaw 
Convention on Money Laundering and Financing of Terrorism.

What is a predicate off ense?
The FATF has recommended that the following approach be adopted when determin-
ing which crimes should be captured by local AML legislation: FATF Recommendation 1 
requires countries to apply the crime of money laundering to all serious offenses, with 
a view to including the widest range of predicate offenses. Predicate offenses may be 
described by reference to all offenses, or a threshold linked either to a category of 
serous offenses or to the penalty of imprisonment applicable to the predicate offense, 
or to a list of predicate offenses, or a combination of these approaches. For more infor-
mation on FATF Recommendation 1 see the Appendix B. It is also discussed in Module 2.
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FATF Recommendation 1 refers to the scope of the criminal offense of money 
laundering. Under the UN Conventions (Vienna Convention, Palermo Con-
vention, and Convention against Corruption) the following three categories of 
activity constitute the criminal offense of money laundering: 

Conversion or transfer of property• 
Concealment or disguise of property• 
Acquisition, possession, or use of property• 

Countries should also criminalize participation in, association with, or con-
spiracy to commit, attempt to commit and aiding, abetting, facilitating, and 
counseling the commission of any of the offenses established in accordance with 
three categories above, unless this is not allowed in accordance with the funda-
mental legal principles of the country. 

For more information on categories of activity making up the criminal offense of 
money laundering, see Module 2.

In addition, the following illegal activities should also be covered by money 
laundering legislation:

failure to report suspicions of money laundering, or to report transactions • 
over a specifi c threshold; and
informing, or “tipping off” the subject of a report or investigation that a • 
report has been fi led or an investigation launched.

Penalties arising under these and other offenses will vary from one jurisdic-
tion to another. However, it is common for penalties for the above offenses to 
include a fi ne, imprisonment, or both. Personal responsibility will be taken into 
account, along with the legal consequences for the employer. To understand 
what that means, consider the following scenario. 

Analysis of a scenario

Read the following hypothetical scenario highlighting personal responsibility 
and various other AML/CFT issues and then identify the risks to you and your 
employer. Write your response in the following space. Some suggestions are 
provided in the subsequent box.

You are the relationship manager for your bank’s corporate accounts. In opening 
an account for a client (ABC Ltd.) you complete the documentation process 
required by your bank, but you neglect to confi rm details of the benefi cial 
owner because at the time it seemed unimportant. The account operates as you 
might expect for the fi rst three months. Subsequently, a number of transactions 
are referred to you because they seem out of line with the company’s stated 
business activity. These include large wire payments from third parties based in 
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offshore locations, with the funds being moved swiftly to unrelated third parties 
in Western Europe. When you ask the account signatory about these transac-
tions, he confi rms they are unusual when compared to the previous activity, but 
he assures you there is nothing to worry about. You take no further action.

Without details about ABC’s benefi cial owner, you have no way of knowing if it has 
been set up for a politically exposed person (PEP) or for a known terrorist group. The 
former may require greater CDD and an understanding of the source of any funds 
received. The latter could represent a serious risk to you and your organization, with 
legal and regulatory repercussions.

Your lack of concern about the unusual activity is dangerous to you and your orga-
nization. If the funds prove to be linked to criminal activity, your organization may face 
penalties or sanctions. You and your bank could be criminally prosecuted for assisting a 
money laundering operation or failing to report suspicious activity.

Regulatory authorities may impose guidance or rules based on the law. 
Offenses would occur if an institution were deemed not to have met its obligations 

under the law or regulations. The penalties from breaches could vary from a formal 
warning to large fi nes or penalties, such as the imprisonment of senior management. 

Knowledge check

QUESTION 10. What is the greatest risk to an organization involved in a major, 
publicized money laundering case?

a) Threat of fi ne or penalty 

b) Loss of clients

c) Damage to reputation

d) Loss of profi ts
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WHY IS DAMAGE TO REPUTATION SO IMPORTANT?

The penalties mentioned previously can all be serious. Multimillion dollar fi nes 
have been imposed around the world, but the biggest risk to major fi nancial 
institutions is damage to reputation. No one will ever know how much busi-
ness is lost to an organization as a result of publicized involvement (perhaps 
inadvertent) in a major money laundering case. The short-term effect can often 
be measured in the fall of a company’s quoted share price, a potential cost to 
shareholders of millions of dollars.

The following are some examples of penalties that have been imposed on fi nan-
cial institutions:

Financial Supervisory Authority (FSA) in United Kingdom fi nes Bank of • 
Ireland £375,000 (September 2004)7

Financial Crimes Enforcement Network (FinCEN) in USA fi nes Riggs Bank • 
US$25,000,000 (May 2004)8

FSA in United Kingdom Fines Bank of Scotland £1,250,000 (January 2004)• 9

FSA in United Kingdom fi nes ABBEY £2,320,000 (December 2003)• 10

7 http://www.fsa.gov.uk/pages/Library/Communication/PR/2004/077.shtml.
8 http://www.fi ncen.gov/riggsassessment3.pdf.
9 http://www.fsa.gov.uk/pages/Library/Communication/PR/2004/001.shtml.
10 http://www.fsa.gov.uk/pages/Library/Communication/PR/2003/132.shtml.
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Whatever their complexity and scope of operations, fi nancial institutions 
should be committed to achieving a money laundering deterrence policy that 
establishes minimum standards and principles of control. Such a commitment 
provides a clear statement of intent to regulators and law enforcement. In cases 
where a fi nancial institution has operations in more than one jurisdiction, a 
global policy should be applied to all business operations. The AML/CFT policy 
provides an opportunity for senior management to instill a culture of good prac-
tice throughout the bank or fi nancial institution.

Knowledge check

QUESTION 11. What are the key operational controls a bank or fi nancial 
institution should introduce to deter money laundering or the fi nancing of 
terrorism? Consider each of the following cases and write your answers in 
the space provided. 

A marketing plan to ensure maximum product sales are achieved• 
A procedure to ensure that all customers are identifi ed• 
An information technology policy ensuring appropriate controls on all com-• 
puters and communications equipment 
A policy on diversity and equal opportunity• 
A policy maintaining customer records and transaction details• 
A policy requiring clients to provide additional information about their • 
business so that the fi nancial institution can gauge its likely level of 
activity 

3 Key elements of an
AML/CFT policy 



Compliance Requirements for Financial Institutions�|�17

AML/CTF policy usually includes

a high-level summary of key controls;• 
objectives of the policy (some examples include to comply with all legal • 
requirements and to protect the reputation of the institution); 
the scope of the policy (a statement confi rming that the AML/CFT policy • 
applies to all areas of the business, including on a global basis);
waivers and exceptions—procedures for obtaining dispensations from any • 
aspects of the policy should be carefully controlled; and
operational controls.• 
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Listed below are the key operational controls.

Statement of responsibility for compliance with AML/CFT policy• 
CDD• 

customer identifi cation/verifi cation• 
additional KYC information• 
high-risk customers• 
non-face-to-face business (if applicable)• 
correspondent banking (if applicable)• 
handling of politically exposed persons • 

Monitoring for suspicious activity• 
Identifi cation of suspicious transactions/activity• 
Reporting of suspicious activity • 
Cooperation with the authorities • 
Recordkeeping• 
Screening of transactions and customers• 
Training and awareness• 
Adoption of risk-management practices and use of a risk-based approach• 

Knowledge check

QUESTION 12. Which of the following people in your institution will be respon-
sible for AML/CFT?

a) Senior management

b) Cashiers

c) New-accounts staff

d) Payments staff

e) Internal audit

f) Legal and compliance

g) Training 

Key operational controls 
of an AML/CFT policy
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Responsibilities
An institution’s AML/CFT policy should include a statement that sets out the 
responsibilities of the each of the major categories of employees. 

Senior management: Responsible for ensuring that the various business • 
units within the institution comply with the AML/CFT policy and local law. 
Responsible for taking appropriate action to resolve issues/failings identifi ed 
by internal audit or compliance.
Customer service and other relevant employees: Responsible for following • 
and applying the procedures developed locally to ensure compliance with 
the AML/CFT policy.
Internal audit: Responsible for checking whether business units comply • 
with the institution’s internal procedures and, in turn, with the AML/CFT 
policy. Failings are to be reported to senior management or the board of 
directors for action, depending upon corporate governance principles of 
your country.
Legal and compliance: Responsible for explaining the local legal and regula-• 
tory requirements to senior management and providing other advice and 
guidance on anti–money laundering controls as necessary. May also conduct 
monitoring or reviews to establish compliance with AML/CFT policy.
Money laundering compliance offi cer/reporting offi cer: Financial institu-• 
tions are required to appoint a senior management offi cial to be responsible 
for the implementation of effective AML controls. Often, the money laun-
dering compliance offi cer/reporting offi cer is responsible for the process of 
reporting suspicions to the authorities. 
Training: Responsible for developing/delivering the right level of AML/CTF • 
training and awareness required by the business. 

PENALTIES

Penalties for failing to comply with AML/CFT policies and procedures should 
be set out in the employees’ terms of employment. In particular, in jurisdictions 
where employees have a legal obligation to report suspicious transactions/
activities, an institution may make failures to report a disciplinary offense, even 
if there is no action taken by law enforcement for the failure to report.

Customer due diligence 
CDD includes the process of identifying, verifying, and recording the identity of 
prospective customers, as well as additional information about customers’ back-
ground, business, and likely level of activity at the institution. It is a major factor 
in any fi nancial institution’s overall AML control process. The AML policy of 
the organization should contain a clear statement of the circumstances under 
which CDD is required. For more information on FATF Recommendation 5, see 
Appendix E. CDD issues are also discussed extensively in Module 3a. 
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Knowledge check

QUESTION 13. In which of the following situations do you think it would be 
appropriate for a bank or other fi nancial institution to undertake CDD? 

a)  When establishing a business relationship that includes the opening of a bank 
account to allow for receipt and payment of third-party funds.

b)  When making a large, single, one-off transaction (such as a sale of traveler’s 
checks or exchange of foreign currency). 

c) When suspicions of money laundering or terrorist fi nancing are raised.

d) All of them.

Let us now see what the FATF requirements are in this area. FATF Recommen-
dation 5 states that CDD should be undertaken when

establishing a business relationship, • 
undertaking occasional (or one-off) transactions over a designated threshold,• 
suspecting money laundering or terrorist fi nancing, and• 
doubting the veracity or adequacy of details of customer identifi cation • 
previously obtained.

Monitoring for suspicious activity
Monitoring of transactions/account activity can be done using a risk-based 
approach. In certain low-risk business functions, manual monitoring may be 
appropriate. In higher-risk and higher-volume businesses, it may be necessary 
to introduce an automated monitoring system to protect the bank. This may be 
particularly appropriate if customers use many different locations and channels, 
such as telephone, Internet, and branch banking, to conduct business, as no one 
person would see the full picture.

Identifi cation of suspicious transactions/activity
Financial institutions should ensure that all relevant business functions apply 
appropriate scrutiny and monitoring of transactions, account activity, and cus-
tomers to identify unusual or suspicious activity. Staff will need information on 
the types of activity to watch. These are known as red fl ags. Further information 
on red fl ags is provided in later sections in the module. 

International standards require the reporting of suspicious activity, and any 
fi nancial institution’s AML policy should refer to this reporting obligation of 
its employees. Even in jurisdictions where there is no requirement to report 
suspicions, it would be prudent for an institution to have procedures for internal 
reporting of suspicious activity to a senior person. In this way, an assessment of 
the risk of continuing to conduct business for any particular customer may be 
undertaken. Staff will also need to know how to deal with a customer who has 
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previously undertaken suspicious transactions. Further information is provided 
later in the module.

Reporting requirements
Reporting requirements vary from jurisdiction to jurisdiction. Clearly, you must 
be aware of, and understand, reporting requirements in your own jurisdiction. 
There are three main variations of the requirement to report transactions and 
account activity to the authorities:

Cash transaction reporting• —Introduced fi rst in the United States, this 
mandates the reporting of cash transactions in excess of US$10,000 in the 
United States. Other jurisdictions also introduced cash transaction report-
ing requirements, for example, Australia, Canada, India, Slovenia, Serbia, 
and the Philippines. FATF Recommendation 19 requires countries to only 
consider the feasibility of implementing a cash transaction reporting system. 
It leaves, however, the threshold for reporting up to individual countries. 
Suspicion reporting, subjective test• —This is the most common format for the 
reporting of suspicious transactions and account or other business activity; it 
requires employees of relevant fi nancial sectors or businesses to report their 
suspicions without undue delay. Under the requirement, any employee of 
a fi nancial institution who becomes suspicious during the course of normal 
business activities (for example, a cashier accepting a large cash deposit or 
a clerk processing a large wire payment request) has an obligation to follow 
internal reporting procedures. Employees who fail to report suspicion under 
these circumstances are open to prosecution; however, the authorities must 
be able to prove that the transaction or activity was suspicious. 
Suspicion reporting, objective test• —This alternative approach to suspicion 
reporting places the onus on the employee in relevant fi nancial sectors to 
report circumstances where there are reasonable grounds for suspicion. An 
employee who does not fi le a report when there are reasonable grounds to 
be suspicious is at risk of prosecution by the authorities. The authorities 
need not prove that the transaction or activity was suspicious, only that 
there were reasonable grounds for suspicion.

Cooperation with the authorities
The institution’s AML policy should also include a general statement of coop-
eration with local anti–money laundering authorities. However, due regard 
must be given to the institution’s duty of confi dentiality to its customers. In this 
regard, requests for copies of account statements and other customer informa-
tion must comply with a country’s laws. (In the event that local law is inconsis-
tent with international standards, competent authorities should consider chang-
ing local law, including seeking legislative changes, if necessary.) The authorities 
may ask a fi nancial institution to maintain a suspect account or relationship to 
gather further information. Every consideration should be given to the authori-
ties’ request—within the bounds of commercial prudence. 
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Record keeping
The AML policy should specify how long records will be retained. The mini-
mum length of record keeping required by the FATF Recommendation 10 is 
fi ve years (or longer if requested by a competent authority, according to the 
methodology) after either completion of the transaction or termination of the 
account relationship. The records concerned will include

customer identifi cation and additional KYC details; • 
transaction details;• 
business correspondence;• 
any other information that would be necessary to trace and identify the • 
benefi ciaries of accounts or property, and which could serve as evidence for 
the prosecution of criminal activity; and
copies of any suspicion reports that have been fi led.• 

Customer identifi cation details should be retained for the prescribed period 
after the relationship with the customer ceases. Transaction details need to be 
retained for the prescribed period from the date of the transaction. FATF Rec-
ommendation 10 sets out record-keeping requirements. For more information 
on FATF Recommendation 10, see Appendix F.

Screening customers and transactions
To comply with sanctions and lists of known or suspected terrorists issued by 
the UN, each fi nancial institution should consult with a competent authority 
within its jurisdiction to establish a list of high-risk individuals. 

SCREENING CUSTOMERS

Financial institutions must screen new customer applications as well as their 
existing customer base. New customer applications need to be screened not only 
against lists of known or suspected terrorists, but also to identify potential PEPs. 

SCREENING TRANSACTIONS

Financial institutions around the world are expected to be diligent when pro-
cessing payments (inbound or outbound) on behalf of their customers. A check 
should be made against lists of known or suspected terrorists as well as other 
lists issued by the UN. For smaller institutions, a manual check of payments may 
be all that is required, but larger fi nancial institutions will require an automated 
solution to identify suspect payments.
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Training
The importance of a comprehensive AML/CFT training and awareness pro-
gram cannot be overstated. Employees in different business functions need to 
understand how the institution’s policy, procedures, and controls affect them 
in their day-to-day activities. They also need to know about any specifi c money 
laundering risks in their particular area and to be aware of their legal obligations. 
In some jurisdictions, failure on the part of the institution to provide appropri-
ate training provides the employee with a defense against any charge of failing 
to report. At the same time, it exposes the institution to additional legal risks. 
FATF Recommendation 15 refers to programs that fi nancial institutions should 
develop, including training programs for AML/CFT. For more on FATF Recom-
mendation 15, see Appendix G.

Risk management and risk-based approaches
The institution’s AML/CFT policy should explain how inherent risks will be 
managed.

Both the FATF and the Basel Committee advocate a risk-based approach to 
anti–money laundering controls. In jurisdictions where such approaches are 
either required or permitted, the institution should set out in its AML/CFT pol-
icy how the risk-based approach can be implemented throughout the business. 
This can range from the very basic (for example, additional controls for particu-
lar high-risk customers, such as PEPs) to more detailed procedures for business 
activities of higher risk, such as private banking and correspondent banking 
(where the Wolfsberg Group has published recommended minimum standards 
of control), and even complex systems for assessing the risk posed by every cus-
tomer—linked to a transaction-monitoring system that highlights transactions 
based on the risk assessment. FATF Recommendation 5 also includes reference 
to introducing controls on a “risk-sensitive basis.” For more information on FATF 
Recommendation 5, see Appendix E.
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Regulators around the world have recognized the importance of ensuring that 
fi nancial institutions have appropriate procedures in place to know their cus-
tomers. Verifying the identity of customers, benefi cial owners, and other relevant 
parties to an account, and having suffi cient information about those customers, 
are the cornerstone of any institution’s anti–money laundering controls. FATF 
Recommendation 5 refers to the CDD measures that fi nancial institutions 
should take to prevent money laundering and terrorist fi nancing. Some of the 
key elements of the process relevant to particular types of accounts are:

a) Verifi cation requirements for personal accounts: 

Identity of customer • 
Date of birth• 
Contact details (address, telephone)• 
Employment details• 
Likely level of activity (salary, plus any other anticipated payments)• 
Why the customer wants the account• 
What products and services the customer is interested in• 

b) Requirements for nonpersonal accounts (private limited company):

Verifying that the company exists (copy of certifi cate of incorporation or • 
other evidence that the company has been legally incorporated)
Verifying the identity of signatories/directors • 
Verifying the identify of major shareholders/benefi cial owners/major • 
investors
Understanding the type of business conducted • 
Contact details (address, telephone, fax) • 
Major customers • 
Major suppliers• 
Likely level of activity and format (cash, checks, wires)• 
Copy of business plan• 
Copy of annual audited accounts from previous year• 
A determination of whether the client is regulated and, if so, by what • 
entity
A determination of whether the client is required to observe AML/CFT • 
controls

Customer due diligence
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The above is an example of CDD requirements for a private limited company. 
For other types of business (public limited companies, trusts, partnerships, sole 
traders, and agents or intermediaries), other information may be required. In 
general terms, an institution should never establish a business relationship until 
all relevant parties have been subjected to verifi cation of identity, and an appro-
priate level of KYC information has been obtained.

Knowledge check

ABC, Ltd., a building company, is seeking a formal banking relationship with 
your institution. The directors are Mr. Smith, Mr. Jones, and Mr. Simpson. All 
three have been subjected to the identity-verifi cation procedure. You have 
obtained all necessary documentation and information concerning ABC, Ltd. 
and its business activities. The major shareholders are Mr. Smith, Mr. Jones, and 
DEF, Ltd. 

QUESTION 14. Do you need to perform further due diligence? 

a) True b) False

QUESTION 15. DEF, Ltd. has Mr. Jones, Mr. Smith, and Mr. Simpson as its direc-
tors. However, all of the shares in DEF, Ltd. are owned by GHK, Ltd. Do you 
need to undertaken further due diligence?

a) True b) False

QUESTION 16. GHK, Ltd. is controlled by Mr. Smith, Mr. Jones, and Mr. Simpson 
as directors, but all the shares are owned by Mr. Burns. Do you need to under-
take further due diligence?

a) True b) False

Knowledge check

XYZ, Ltd. is a computer company seeking a banking relationship with your 
institution. The directors are Mr. Smithers, Mr. Hutz, and Mrs. Lovejoy. How-
ever, 95 percent of the shares are owned by Mrs. Lovejoy. Again you have all 
the necessary documentation for the company and all the directors have been 
identifi ed.

QUESTION 17. Do you need to undertake any further due diligence? 

a) True b) False
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5.1 Verifying the identity of the customer 
Depending on whether your customer is a private individual or a business, 
the process for verifying the identity of relevant parties to an account or other 
relationship can become very complicated. For nonpersonal relationships, it is 
important that all persons who are in a position to exercise control or infl uence 
over the business should be subject to verifi cation. This will include signatories, 
directors, and major shareholders. Depending on the product or service being 
requested, a risk-based approach can be applied to this verifi cation process.

A fi nancial institution should perform enhanced due diligence for higher-risk 
categories of customers, business relationships, and transactions. Examples of 
such higher-risk categories include

nonresidents;• 
private banking;• 
legal persons or arrangements, such as trusts or other personal asset holding • 
vehicles; and 
companies that have nominee shareholders or bearer form shares.• 

The types of enhanced due diligence measures for high-risk categories could 
include those set out in FATF Recommendation 6. For more information on 
Recommendation 6, please see Appendix I. See also Section 6 of this Module.

A) PERSONAL CUSTOMERS

The identity of any individual should be verifi ed by reference to an original doc-
ument that is diffi cult to alter, amend, or forge. A valid passport is considered to 
be one of the most reliable documents, but a combination of other documents 
may convince the institution that they know the person with whom they are 
dealing. File copies of the passport should be made so as to retain access to the 
following information:

Date of issue• 
Place of issue• 
Number• 
Name of holder• 
Country• 

Other identity verifi cation documentation
Driver’s license, birth certifi cate, employer identity card, national insurance/health card, 
national identity card, credit cards, and other cards issued by reputable fi nancial institu-
tions. Please remember that it is the institution’s responsibility to comply with local 
requirements when deciding which documents will be acceptable.
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Prospective customers who do not have any of the recognized identifi cation 
documents, especially if the lack of such documents is not consistent with their 
background or business activities (for example, a frequent overseas traveler 
who can produce no passport), should be a matter of great concern for a bank. 
Identifi cation and verifi cation should be provided before opening an account 
or transacting any business for such an individual. In the event that a customer 
cannot present the required identifi cation, internal policy should specify what 
staff should do. Generally, staff should decline access to the account and any 
transactions until adequate identifi cation can be provided.

B) NONPERSONAL CUSTOMERS

It is important to obtain suffi cient documentation to prove or establish that the 
business exists. For limited company relationships this would normally be achieved 
by obtaining a copy of the certifi cate of incorporation or a copy of an extract of an 
offi cial register showing that the company name has been properly registered.

To help protect the organization against fraud as well as money laundering, it is 
also important to establish that those persons who represent themselves, or act 
on behalf of the company, are properly authorized to do so. This will include 
obtaining some form of evidence as to the names of the appointed company 
secretary, and directors. Other examples of nonpersonal customers and the sug-
gested verifi cation documents/process are the following:

Trust arrangement• : verify by obtaining a copy of the trust deed
Partnership• : verify by obtaining a copy of the partnership agreement
Public limited company• : verify by confi rming the listing on a recognized or 
approved exchange
Financial institution• : verify by obtaining a copy of banking license, or check 
with home country central bank
Charities• : verify by confi rming that the charity is registered and listed with 
appropriate authority

All  documents obtained, should be accurately recorded so the bank will have 
this information for law enforcement and supervisory purposes, as well as any 
future internal compliance audits. 

Business descriptions that include phrases like import/export, general trading, 
investments, business services, and so on, need further investigation to make 
sure the bank understands exactly what type of business is involved and the 
type of transactions that will be presented.
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5.2 Verifying the identity of the benefi cial owners, directors, and 
signatories 

Let us try to understand the ownership and control structure of the customer’s 
accounts. 

Who are the “benefi cial owners”? 

Who are the “signatories”?

Who are the “directors”? 

According to the FATF defi nition, a “benefi cial owner” refers to the natural person who 
ultimately owns or controls a customer and/or the person on whose behalf a trans-
action is being conducted. It also incorporates those persons who exercise ultimate 
effective control over a legal person or arrangement.

This would mean, for example, any person who owns a signifi cant proportion of 
shares in the business (perhaps more than 20 percent) or is able to exercise control in 
other way, for example, as a result of a major investment of capital in the business. 
Where shares are held by other companies, the underlying owners of those companies 
need to be investigated.

Signatories: A signatory to an account is able to exercise control or authority over 
funds passing through the account. If the account has many signatories, a risk-based 
approach should be adopted to determine the number of signatories whose identity 
must be verifi ed to comply with the identity-verifi cation requirement. 

Directors: A director exercises control over the business—and thus over funds passing 
through the account. Consideration should be given to verifying the identity of one or 
more directors, depending on the circumstances. 

Detailed information about the directors and company secretaries can usually be 
confi rmed by searching the records of the company registrar.

Companies that issue bearer shares represent a higher risk from an AML/CFT 
perspective. The true owners of the company will be almost impossible to 
confi rm because ownership passes with the physical transfer of share certifi cates. 
Where shares are registered to other companies, the benefi cial owner(s) of those 
companies need to be recorded. 

When a fi nancial institution is not able to identify and verify the benefi cial 
owners of the companies, staff should decline access to the account and any 
transactions until adequate identifi cation can be provided and such information 
is verifi ed. 
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5.3 Obtain and record information on the purpose and nature of the 
business relationship 

How is the account to be used (cash, wires, checks), and what is the likely level 
of activity?

It is important to verify at the beginning of any business relationship the likely level of 
activity and the expected types of transaction. With this information, an institution 
can do two things. First, it can consider whether the information provided is realistic in 
terms of the business. Second, it gives the institution a benchmark against which it will 
be able to measure activity.

Where a new business customer advises that the initial activity through the 
account will be signifi cant (greater than US$1 million, for example), the bank 
should understand the reasons behind this belief and be satisfi ed with the pro-
jected source of funds.

5.4 Conduct ongoing due diligence on the business 
Ongoing due diligence will include reviewing transactions to ensure that they 
are consistent with the available information about the business, particularly in 
relation to sources of funds. Ongoing due diligence enables the institution to 
identify suspicious activity. Understanding the facts behind signifi cant transac-
tions adds to the overall knowledge about any particular customer. 

Where a new business customer signifi cantly exceeds the projected activity esti-
mated when the relationship was established, the bank should understand the 
source of this increase and verify source(s) of the funds received.
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While not directed at specifi c customers or products or services, the FATF has 
issued general guidance on the risk-based approach to AML/CFT to assist both 
authorities and the private sector to

support the development of a common understanding of what the risk-• 
based approach involves; 
outline the high-level principles involved in applying the risk-based • 
approach; and
indicate good public and private sector practice in the design and imple-• 
mentation of an effective risk-based approach.11

Some of the customers of fi nancial institutions may carry a “higher risk” than 
others. The riskiness of customers may depend upon geographical location, 
customer type, or the product of service being offered to the customer. Some of 
these issues have been addressed in the “Risk-based approach to AML controls” 
section in the “Sections Identifi ed for Compliance Offi cers.”

6.1 Private banking customers
What is private banking?

Special cases: customer due 
diligence, risk-based approach

Private banking is a business activity that represents a higher risk of money laundering 
than many other fi nancial activities. Dealings with wealthier clients will naturally lead to 
higher levels of funds being received (and paid out). The additional CDD for these types 
of customers should focus on the source of the wealth and the location of the funds 
to be brought into the banking relationship.

11 See FATF “Guidance on the Risk-Based Approach to Combating Money Laundering and Terrorist 
Financing: High Level Principles and Procedures,” June 2007.
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What are sources of wealth? 

What are sources of funds?

Understanding the source of wealth, particularly for high-net-worth clients, is an impor-
tant element of the AML control process. This means obtaining (and in some circum-
stances verifying and validating) the background of the declared wealth of the individual 
concerned. Vague explanations (“family, property, business”) should be subject to further 
questioning until a full and satisfactory verifi cation is obtained. For instance, if the sale of 
a business is given as an explanation, details relating to the name of the business, the date 
started, date sold, selling price, and buyer’s name should be requested.

The source of funds refers to the location of the funds that are to be received into 
the account—both initially and in the future. These may include salary bonuses, other 
earned income, interest, and dividend payments. Where funds are to be received from 
an unrelated third party, further questions should be asked until the background to the 
transaction is fully understood. 

6.2 Correspondent banking
Where a fi nancial institution (correspondent bank) provides banking services 
to other banks (the respondent banks), this exposes the correspondent bank to 
additional money laundering risks, particularly where the respondent bank has 
no physical presence in the jurisdiction where the relationship is established. 
FATF Recommendation 7 refers to additional measures fi nancial institutions 
should take for cross-border correspondent banking and similar relationships. 
For more information on FATF Recommendation 7, see Appendix H.

It is important that any fi nancial institution offering correspondent banking 
services have its own CDD process in place to help mitigate the additional 
risks. You may need to examine that process or undertake routine checks to 
ensure that it is being followed. A correspondent bank might consider adopting 
a risk-based approach in its CDD process, based on where the respondent bank 
is registered or located. Listed below are some examples for banks based in a 
jurisdiction that:

is known to have a strong AML/CFT regime—generally present a lower risk;• 
does not participate in the FATF or a FSRB—generally present a medium risk; • 
and
does not cooperate with the FATF or a FSRB—generally present a higher • 
risk. 
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Depending on where the respondent bank is located, the following aspects of 
due diligence need to be considered:

respondent bank’s management and control;• 
bank license;• 
level of supervision and regulation in the home country; • 
major activities and services provided to clients;• 
location and organization;• 
details of AML procedures and controls, including KYC procedures; and• 
details of any third-party entities that will use the correspondent banking • 
services (including other fi nancial institutions)

High-risk situations

Requests for correspondent banking services received from an institution incorporated 
in a jurisdiction in which it has no physical presence (shell bank12), should be declined. 
Shell banks can be easily purchased by criminals and used for money laundering. 

A “payable-through account” indicates that the correspondent bank is closely involved 
with the customers of its client, the respondent bank, without having any KYC informa-
tion on those customers. There is a signifi cant risk of money laundering under this type 
of arrangement.

12 Shell bank means a bank incorporated in a jurisdiction in which it has no physical presence and 
which is unaffi liated with a regulated fi nancial group. 

A correspondent bank also needs to realize that some respondent banks allow 
their accounts to be used by third parties to transact business on their own 
behalf. For example, in a “payable-through account” the respondent bank allows 
its customers to draw checks on the respondent bank’s account with a cor-
respondent bank. In many such cases the respondent bank is offering checking 
services to its customers in a currency other than their local currency. 

What is the main risk of this arrangement?

6.3 Non-face-to-face customers
More and more fi nancial institutions are providing fi nancial services without a 
face-to-face meeting with the customer. In these situations, it is important that 
the level and detail of CDD should be at least as robust as that undertaken for 
customers who are interviewed personally by bank staff. Financial institutions 
should contact their respective supervisor for methods to achieve adequate 
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CDD for such customers. As part of this effort, fi nancial institutions should be 
aware of the various forms of electronic information services that are available, 
particularly when using them as a means of verifying identity.

6.4 Politically exposed persons (PEPs)
Who is a PEP?

According to the FATF, PEPs are individuals who are or have been entrusted with promi-
nent public functions in a foreign country, such as heads of state or of government; 
senior politicians and party offi cials; senior executive, judicial, or military offi cials; and 
senior executives of state-owned corporations. Business relationships with family mem-
bers or close associates of PEPs involve reputational risks similar to those with PEPs 
themselves. This defi nition does not cover middle ranking or more junior individuals. 

Recent years have seen some high-profi le cases in which politically connected 
people, through their positions of power or infl uence, have benefi ted from the 
proceeds of corruption. As customers, PEPs should be subject to enhanced 
due diligence, which should include full details of funds and validation of their 
sources. It is also important to have a good understanding of the likely level of 
activity in the account and the form it will take (for example, cash, wire pay-
ments, checks). PEPs should also be subject to a more senior level of approval 
than would otherwise be required for standard customers. FATF Recommenda-
tion 6 discusses the enhanced due diligence that should be applied to PEPs. For 
more information on FATF Recommendation 6, see Appendix I.

6.5 Other customers who pose a higher risk
Financial institutions also need to be mindful of the increased risks of dealing 
with other types of customers and businesses that may be targeted by criminals 
with funds to launder—among them casinos, money service businesses, and 
dealers in precious metals/stones. There are also some types of business that rep-
resent higher risk simply by the very nature of their business activities, such as 
manufacturers and dealers in arms and other military equipment. Relationships 
with these types of businesses should be subject to approval at a more senior 
level than would normally be required.

These types of customers need to be subject to more regular reviews, particu-
larly against the KYC information held by the institution and the activity in 
the account.

SENIOR MANAGEMENT APPROVAL

Persons whose responsibilities include approving applications from customers of 
the types mentioned above will need to have a full appreciation of the potential 
risks associated with each type of customer. A fi nancial institution can sustain 
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severe damage to its reputation if it is subsequently reported that the institution 
has provided fi nancial services to a person facing charges of corruption or theft 
of public funds. 

If a customer is reported in the local or international press as being involved, 
even indirectly, in potential corruption or bribery, it is important to review 
account activity even more carefully and frequently so the bank is satisfi ed that 
it is handling only legitimate transactions. 

6.6 Intermediaries
There are many ways for customers to remain hidden from the banks and other 
fi nancial institutions that are providing them products and services. Therefore, 
it is important to look beyond those who represent the client and verify the 
identity of the true benefi cial owner. There can also be situations in which 
clients deal directly with a bank or other fi nancial institution, but do not act 
on their own behalf. It is not easy to identify such situations, particularly if the 
client gives no indication of acting for another. This is why it is important to 
know whether a customer is acting on behalf of another; an affi rmative declara-
tion can be useful in this regard. FATF Recommendation 9 deals with relations 
between fi nancial institutions and intermediaries or other third parties that are 
used to performing part of the CDD process on behalf of a fi nancial institution. 
For more information on FATF Recommendation 9, see Appendix J.

A bank may fi nd itself dealing with intermediaries for underlying clients under a 
variety of circumstances. Consider the following scenarios:

The intermediary approaches the bank on behalf of a third party and • 
introduces the customer to the bank. The bank then deals directly with the 
customer in the future, and the intermediary withdraws from the scene. The 
bank has a responsibility to exercise due diligence with respect to its cus-
tomer, but not the intermediary. In some instances, intermediaries receive a 
fee for introducing the business to the bank.
The intermediary continues to act on behalf of the customer. In these • 
circumstances, both the intermediary and the underlying client are subject 
to appropriate CDD. The bank will need to consider the extent to which 
it may rely on due diligence undertaken by the intermediary to verify the 
underlying client. If the intermediary is based in a jurisdiction that has inad-
equate AML/CFT controls, the bank must assess the degree of reliability of 
the intermediary, and if appropriate, undertake additional CDD.
The intermediary acts on behalf of several clients. Transactions for these • 
clients are made through a client account or similar arrangement. In such 
circumstances, the intermediary is the client and so must be subject to due 
diligence. Additionally, depending on the regulatory status of the interme-
diary, the bank may need to undertake CDD on each underlying client. 
Examples are fund managers, independent fi nancial advisers, and lawyers.
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Let us consider a few examples.

Analysis of scenarios

Scenario 1
ABC, Ltd. is a professional fi rm of intermediaries who conduct business on 
behalf of multiple clients. There is no AML/CFT legislation in the jurisdiction in 
which ABC, Ltd. operates. Separate accounts have been established for custom-
ers, Mr. Smith, Mrs. Jones, Mr. Johnson, Mrs. Adams, Mr. Collins, and Mr. Jack-
son. The clients have signed a power of attorney to enable ABC, Ltd. to make 
transactions on their behalf.

QUESTION 18. Select the entities that require customer identifi cation. Then 
check your answer.

a) ABC, Ltd. only

b) The signatories, directors, and benefi cial owners of ABC, Ltd.

c) Smith, Jones, Johnson, Adams, Collins, and Jackson

d) All of the above

Scenario 2
ABC, Ltd. is a regulated fi nancial intermediary and adviser. It requires client 
and offi ce accounts to do business. ABC provides fi nancial advice to underly-
ing clients; related transactions are conducted through the client account. The 
jurisdiction in which ABC operates has robust AML/CFT laws and regulations. 
A new client, Mr. Addis, is seeking to invest US$500,000.

QUESTION 19. Select the entities that require customer identifi cation and then 
check your answer.

a) ABC, Ltd. only

b) The signatories, directors, and benefi cial owners of ABC, Ltd.

c) Mr. Addis only

d) All of the above

e) Only (a) and (b)
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QUESTION 20. What other high-risk situations can you think of? Make a list and 
then compare your list to the answer provided at the end of the workbook.
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AML/CFT legislation should require staff at fi nancial institutions to report 
suspicious transactions and/or activities. This is a requirement of FATF Recom-
mendation 13 (see Appendix N) and is discussed in section 8. This obligation 
must not be understated or underestimated. 

Before this requirement can be accomplished, fi nancial institutions must moni-
tor accounts for unusual transactions or activities. Computer systems are now 
being used to fl ag suspicious activity, but these can be resource intensive, both 
in terms of cost and of the staff time required to review outputs. In cases where 
larger banks have installed electronic monitoring systems, the installation does 
not reduce or remove the obligation of employees to report their suspicions. 
Smaller fi nancial institutions will still rely heavily on their employees to identify 
and report suspicious transactions/activity. FATF Recommendation 11 refers to 
complex, unusual, and large transactions, as well as transactions that have no 
apparent economic or lawful purpose. For more information on FATF Recom-
mendation 11, see Appendix K.

Analysis of scenarios

After monitoring accounts for unusual transactions or activities, consider 
whether the circumstances presented in the following scenarios are suspicious 
or not. 

Scenario 1
Mr. Hibbard has maintained an account with your bank for the past fi ve years. 
Your bank records show him to be an offi ce worker. 

QUESTION 21. Mr. Hibbard does not usually make large cash deposits to his 
account. Today, he wants to make a large deposit of cash in a single transaction. 
When questioned, he says that the funds are from the sale of his car.

a) Suspicious

b) Not suspicious

Monitoring complex, unusual, and 
large transactions and activities
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QUESTION 22. Mr. Hibbard deposits several small amounts of cash over a period 
of months. They add up to a signifi cant amount.

a) Suspicious

b) Not suspicious

QUESTION 23. Mr. Hibbard requests that a large wire payment be sent to a 
third party in another jurisdiction. When questioned about the transaction he 
becomes angry, declaring that what he does with his money is his business. 
When you look at the account history, you see that the funds in question were 
credited to his account through a wire payment from another person in the 
same country as the payment he is now sending.

a) Suspicious

b) Not suspicious

QUESTION 24. Mr. Hibbard asks for investment advice, as he now has a large 
credit balance on his account. When checking the account you see the source of 
these funds appears to be a single check paid into his account the week before. 
The check came from his employer.

a) Suspicious

b) Not suspicious

Following are questions that could be asked when dealing with scenario 1:

I notice that your account has been more active recently, Mr. Hibbard. • 
Could you tell me more about the background of these transactions?
I notice that you have received a large payment into your account recently. • 
Can you tell me more about this?
Can you tell why you need to make this payment, as I may be able to sug-• 
gest a more effective way for you to do so?
I notice that you have received a large payment from your employer; can • 
you tell me more about this?

Scenario 2
XYZ, Ltd. has just opened a new account with your bank. All the necessary 
company documentation has been obtained, and the directors, signatories, and 
benefi cial owners have been identifi ed. The business activity has been given as 
import and export of mobile telephones. 

Consider whether the circumstances presented in the following scenarios are 
suspicious or not.
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QUESTION 25. You see from the company documentation that the company is 
registered in the British Virgin Islands.

a) Suspicious

b) Not suspicious

QUESTION 26. In the fi rst month of operation, there are numerous wire pay-
ments into and out of the account. The totals are far in excess of the likely level 
of turnover indicated to the bank when the account was opened.

a) Suspicious

b) Not suspicious

QUESTION 27. There are payments that appear to be from other companies 
involved in the telecommunications business, as well as substantial amounts 
from individuals.

a) Suspicious

b) Not suspicious

QUESTION 28. The business has requested a letter of credit on a contract estab-
lished with another mobile telephone company in a different jurisdiction.

a) Suspicious

b) Not suspicious

Causes for concern
The following are examples of situations that should give cause for concern in the 
absence of rational explanations from the customer. 

Banking
Large cash deposits • 
A series of small cash deposits • 
Cash payments to accounts of unrelated third parties• 
Cash deposits received from unrelated third parties• 
Deposits involving large numbers of traveler’s checks• 
Deposits involving large numbers of money orders• 
Regular deposits of checks drawn on casinos and other gaming establishments• 
Signifi cant increases in cash deposits (business customers)• 
Payment and receipt of unrelated third-party funds transfers • 
Payment and receipt of cross-border funds transfers • 
Signifi cant changes in account balance or transaction activity• 

— continued
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Customer behavior 
Customer does not have appropriate identifi cation documents.• 
Transactions are out of line for customer’s apparent means, business, or background.• 
Customer appears nervous for no apparent reason.• 
Customer advises no other banking facilities are used, when the age or experience • 
of the customer would suggest this is unlikely.
Customer shows no concern about interest, fees, and other charges.• 
Customer appears overly concerned about secrecy of fi nancial arrangements.• 

Investments
Customer is prepared to invest without understanding key features of the product • 
concerned.
Customer appears unconcerned about risk.• 
Customer seeks to redeem or cancel medium- to long-term investment shortly after • 
making it.
Customer is unconcerned about loss arising from cancellation or sale of investment.• 
Customer seeks proceeds of investment to be paid to unknown third party.• 
Customer cancels large, single-premium investment without reasonable explanation.• 
Customer expresses preference for bearer investments without adequate • 
explanation.

Insurance
Policy holder overpays premium.• 
Policy holder cancels single-premium policy.• 
Policy holder makes a series of claims under a policy, with the total amount claimed • 
remaining below the level of the premiums paid.
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As discussed earlier in the module, reporting requirements vary from jurisdic-
tion to jurisdiction. Most AML/CFT legislation includes a requirement that staff 
in the fi nancial sector report suspicious transactions or activity. This obligation 
must not be understated. 

Even in jurisdictions where there is no requirement to report suspicions, it is 
prudent for a bank to have procedures that require employees to report suspi-
cious activity internally to a senior person. In this way, an assessment of the risk 
of continuing to conduct business with any particular customer can be made. 

8.1 Why is reporting suspicions so important?
The importance of reporting your suspicions cannot be overstated:

It is a legal requirement in many countries. Failure to do so could result in • 
money penalties or criminal prosecutions of individuals.
It helps protect the reputation of your bank.• 
It helps to protect you from unfounded allegations of assisting criminals, • 
including terrorists.
It helps the authorities investigate money laundering, terrorist fi nancing, • 
and other crimes.

8.2 What you need to know
As a member of staff you will need to know about the following key requirements:

Your personal responsibilities• 
How to identify suspicious activity• 
What information is required• 
How to report• 
How to deal with the customer after reporting• 

Reporting of suspicious 
transactions and activities13

13 In this section we shall discuss the reporting requirements relevant to the operational staff of a 
fi nancial institution. We have discussed the issues related to reporting of STR/SAR to the FIU in the 
“External reporting of suspicious transactions or activity (STR/SAR)” section of the module (identi-
fi ed for compliance offi cers). 
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8.3 Personal responsibility
Countries have different requirements related to the fi ling of suspicious transac-
tion/activity reports (STRs/SARs). In all cases, however, the essential factor is 
that when an employee becomes suspicious of a customer, transaction, or series 
of transactions, a report must be submitted. Do not assume that someone else 
will submit a report because you may be held personally responsible if you were 
the one who processed the transaction or had other dealings with the customer 
that caused you (or should have caused you) to become suspicious. Some coun-
tries set a minimum threshold for the reporting of suspicious activity, although 
this is part of the international standards, which have no minimum.

8.4 What information is required?
Your bank should have a standard report form available to use to meet your per-
sonal responsibilities. It may be a paper or electronic form. If you do not know 
where to obtain the form, ask your line manager after you have completed this 
training module.

The form used in your bank should clearly set out the information required to 
enable you to submit a useful report. Other banks may have a looser approach. 
Whichever method is used in your organization, the “fi ve Ws” will help you 
complete a STR/SAR with the correct details.

Who is the customer whose account or investment has raised your suspicions? 
You should include:

details of their employment (or business activity);• 
relationship with your business area; and • 
date relationship was established.• 

What happened to make you suspicious?

Describe the transactions, activity, or behavior that you think is suspicious.• 
Note the type of payment involved (cash, wires, checks).• 

When did the suspicious activity occur?

If a single transaction, what was the date?• 
If a pattern of activity, when did it start?• 
Describe the activity during the period in question—for example, 15 • 
incoming wires, all from the same bank or remitter.
Highlight when the activity was fi rst identifi ed.• 

Where did the suspicious activity take place?

Identify the branch/department or other locations.• 
Identify all the account numbers and types of account used.• 
Identify other fi nancial institutions involved as remitters or benefi ciaries of • 
funds.
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Why do you think this activity is suspicious?

8.5 How to deal with the customer after reporting
Remember the following key points.

Continue to deal with the customer in the usual manner.• 
Do not alert the customer that you have reported your suspicion—to do so • 
may constitute “tipping off,” an offense.
Refer or report any future suspicious activity.• 
Refer any legal orders received from the authorities.• 
In some jurisdictions, it may be necessary to obtain consent before process-• 
ing transactions that are regarded as suspicious—know your local law.
If you have doubts or concerns, speak with your line manager or compliance • 
offi cer.
In some jurisdictions (for example in Switzerland) you may be required to • 
freeze the account until the authorities have investigated. Your local money 
laundering reporting offi ce will be able to provide you with further advice.
Make sure you receive an acknowledgment of receipt of your report.• 

Exercise

Consider the following scenario:

Tavistick Trading, Ltd. is a customer of your bank. In addition to payments to 
recognized suppliers and from recognized customers, there are a number of 
wire payments from a single remitter (Celestial Enterprises, through a bank in 
Panama) with matching payments to a single benefi ciary (Mountain Alliance 
Foundation, through a bank in Liechtenstein). You have the details of payments 
received and made over the last six months that total more than US$7 million. 

QUESTION 29. Which of the following pieces of information would you include 
in your report? 

a) Registered company of British Virgin Islands’ number 78809910

b) Registered address: The Plantation House, Sugar Mill Cove, Tortola, BVI

c) Date of incorporation January 31, YYYY

d) Business address: 123, Any Street, Your Town, and Country

e) Directors: J. Evans and E. Jones

f) Signatories: R. Smith and S. Rogers

g) Shares held by: J. Evans, R. Smith, and T. Baker

h) Identifi cation details held for directors and signatories, but not for T. Baker
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i) Nature of business activity: Wholesaler and retailer of toys for children aged 
3–11

j) Main suppliers: Mattel, Lego, Disney, Triang

k) Main customers: major retail stores in London, New York, Paris 

l) Projected activity when account opened three years ago was given as 
US$500,000

m) Last set of annual accounts held was dated 18 months ago 

n) Copy of business plan provided when account was opened 

o) Past six months of bank statements showing details of all account activity 

p) Turnover in past six months: US$8,540,000
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Following the events of September 11, one of the major impacts on the fi nancial 
system was the issuance and distribution of lists of suspected terrorist names by 
various authorities around the world. In many jurisdictions around the world, it 
is an offense to provide fi nancial services to anyone suspected of being involved 
in terrorist-related activity. Banks and other fi nancial institutions need to 
consider how best they can protect their businesses by screening any high-risk 
customers and transactions. 

9.1 Customers
FATF Special Recommendation III requires countries to freeze funds of terror-
ists, those who fi nance terrorism, and terrorist organizations. The purpose of this 
requirement is to prevent use of their banking and fi nancial systems by terror-
ists or terrorist organizations. Countries differ in how they implement sanctions 
against specifi c individuals and entities. All UN member countries are required 
to adhere to the UN Security Council designation lists and relevant decrees 
either by specifi c laws or regulations or simply by circulating lists to institutions 
for possible action. For more information on FATF Special Recommendation III, 
see Appendix O.

In addition, some countries have adopted laws or regulations that allow them to 
designate individuals and entities (other than those on UN lists) as terrorists and 
to impose targeted sanctions against those individuals and entities. 

Financial institutions should keep themselves well-informed of the sanction-
ing systems imposed by applicable laws and regulations and make sure that 
they keep up to date with the lists circulated or published by the competent 
authorities in their own jurisdiction. In this regard, banking authorities should 
give unambiguous instructions as to what a bank should do when it fi nds a 
client’s or potential client’s name/organization on a terrorist list. For example, 
because the goal is to freeze terrorist assets to prevent a terrorist act, if a person 
on a designated terrorist list seeks to open an account, it might be appropriate 
for the bank to open the account, but immediately freeze the funds deposited 
and report the incident to authorities. On the other hand, there should be a 
complete prohibition on execution of any outgoing transaction (i.e., transfer 
or withdrawal) by a designated terrorist or terrorist organization; but, again, 
the bank should immediately freeze the account and notify authorities. Finally, 

Special screening of customers
and wire transfer transactions
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banks should also have their own specifi c procedures in place for staff to follow 
in these circumstances, which are consistent with national laws, regulations, or 
relevant decrees. 

9.2 Wire transfer transactions
FATF Special Recommendation VII contains specifi c requirements for wire 
transfers. Among these is a provision for countries to ensure that fi nancial insti-
tutions (including money remitters) conduct enhanced security and monitoring 
for suspicious wire transfers that do not contain complete originator informa-
tion (name, address, and account number).

For banks with a relatively small number of inward/outward wire transfers, this 
critical task could be performed manually. For medium-size and larger organi-
zations, an automated name-matching system to compare remitter and benefi -
ciary names and originator information on each wire transfer instruction may 
be necessary. For more information on FATF Special Recommendation VII, see 
Appendix L. 
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The importance of record keeping cannot be overemphasized. By maintaining 
appropriate records, banks and other fi nancial institutions help provide an audit 
trail of funds, and thus assist the authorities in tracing any suspect funds back to 
their original criminal source. It is also important that any records held are easily 
retrievable without undue delay (refer to news item below). It is important that 
any records retained are complete, accurate, and easily retrieved in the event of 
any subsequent enquiry/investigation. FATF Recommendation 10 describes the 
record-keeping requirements of fi nancial institutions. For more information on 
FATF Recommendation 10, see Appendix F.

News item
In the United Kingdom, the Bank of Scotland was fi ned £1.25m by the Financial 
Services Authority for its failure to maintain appropriate records. In this case 
the bank had identifi ed its customers but had diffi culty in producing the records 
when requested to do so.

Knowledge check

QUESTION 30. What is the international standard for retention of bank records 
related to transactions on behalf of their customers?

a) At least 1 year 

b) At least 3 years 

c) At least 5 years

d) At least 10 years 

Record keeping 
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Exercise

QUESTION 31. What information do you think would be covered by these 
requirements? 

a) Customer identifi cation details

b) Additional KYC information obtained during the lifetime of the relationship

c) Business correspondence

d) Any credit or debit transaction

e) Details of previous addresses

f) Details of internal suspicious transaction reports

g) Details of any external report

h) Details of marketing letters sent to the customer
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The communication of the policy, procedures, and other controls to prevent 
money laundering and fi nancing of terrorism, and training in how to apply those 
procedures, support all other AML/CFT strategies. Staff who are meeting with 
customers or handling transactions or instructions will be the bank’s strongest 
defense against money laundering and fi nancing of terrorism—or its weakest 
link. Thus, the success of the bank’s AML/CFT strategy is supported by the 
effectiveness of its training and how well the obligations are communicated to 
employees. This is the foundation upon which the reputation of the institution 
can be protected or destroyed.

Training and awareness

Which staff  should receive regular AML/CFT training? 
Cashiers—• They are very important; they may spot suspicious deposits or 
withdrawals.
Account opening staff—• They are very important, as they are the fi rst line of 
defense against any potential money laundering and fi nancing of terrorism. 
Staff dealing with foreign exchange—• Foreign-exchange staff are very important, as 
they may identify suspicious activity when handling currency transactions for the 
customer.
Investments staff—• Investment staff are very important because investments are 
often used by money launderers, typically in the layering stage. 
Insurance staff—• Staff handling insurance products are very important because 
insurance contracts can be used by money launderers, typically as part of the layer-
ing stage.
Line management—• Line managers are very important, especially as sources of infor-
mation and guidance for their subordinates.
Senior management—• Senior managers are very important if they are to understand 
the risks to themselves and to the reputation of the institution that might arise from 
even inadvertent involvement in a money laundering or a terrorist fi nancing scheme.
Temporary/contract staff—• Temporary employees should have an understanding of 
the key issues and how they affect the business area in which they are working. 
Money laundering reporting offi cer and support staff—• Even employees who 
process SARs and STRs need to be made aware of new schemes and tactics used 
by money launderers or those who fi nance terrorism. Such employees are often 
contacted for advice by others in the organization.

 —continued
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11.1 When should training be provided?
There are two main strategic approaches for AML/CFT training and awareness. 
First, new employees should receive basic training before they interact with the 
customers or handle transactions so that they do not expose the organization to 
increased risk. This training may need to be more detailed or specifi c depending 
on the business function in which the new entrant is employed.

Second, all relevant staff should receive refresher training on a regular basis. 
The timing of this training can vary from very frequent (monthly or quarterly 
specifi c reminders in high-risk areas) to a more generic content that is delivered 
on a regular basis (once every year or two years to all other staff). Again, this is 
an area where a risk-based approach can be adopted.

The content and timing of any AML/CFT training or awareness program is one 
area where a bank or other fi nancial institution can adopt a risk-based approach. 
Those business areas considered at greatest threat from suspicious activity 
should receive more frequent training.

What kind of information should be covered in an AML/CFT training or aware-
ness program?

The law—specifi cally the personal responsibilities that arise under the law • 
(including offenses and penalties)
The policy and specifi c procedures of the bank to help prevent or deter • 
money laundering and fi nancing of terrorism, as applied to the individual 
and business area concerned
Examples of suspicious activity (red fl ags and typologies)• 
How and to whom to report suspicions• 
How to deal with customers after reporting suspicious activity or transactions• 

Staff employed in a domestic capacity (cleaning and catering)—• It is unnecessary 
for these staff members. Because they will never deal with a customer or any trans-
actions, they do not require any AML/CFT training.
IT staff—• If the IT staff does not deal directly or indirectly with customers or cus-
tomer transactions, they need not be included in AML/CFT training or awareness 
programs.
Compliance and audit staff—• Although they may not have direct responsibility for 
dealing with customers or customer transactions, compliance and audit staff may 
become suspicious when performing their duties. Thus, they need to be aware of 
the broad range of AML/CFT controls, including how and to whom any suspicions 
should be reported.
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12
12.1 Risk-based approach to AML controls
When considering the implementation of a risk-based approach to AML/CFT 
controls, banks and other fi nancial institutions should consider the following 
risk elements and determine how each factor will be dealt with operationally 
(FATF Recommendation 5 includes a reference to controls introduced on a 
“risk-sensitive basis”):

GEOGRAPHY

Since 2000, the FATF has published a list of non-cooperative countries and 
territories (NCCT). These are jurisdictions considered to represent a higher 
degree of risk from an AML/CFT perspective because they are deemed to have 
inadequate laws, regulations, and rules to deter those seeking to launder money 
(as of October 2006, no country remained on the list). Local regulations may 
require institutions to apply additional controls to business dealings with such 
jurisdictions—a good example of a risk-based approach. Banks and other fi nan-
cial institutions may also seek to identify other countries that may pose a special 
AML/CFT risk.

CUSTOMER TYPE

It is now understood that certain types of customers will represent a higher degree 
of risk from an AML/CFT perspective and all institutions should apply higher stan-
dards of AML/CFT controls, including CDD, to these types of customers.  

PEPs (for example, heads of state or senior politicians) occasionally use their 
position to benefi t fi nancially from corruption. Higher standards of CDD should 
be applied to such clients, irrespective of where in the business their relation-
ship was established. Consideration should also be given to the nature of the 
customer’s business. Casinos, money service businesses, and dealers in military 
equipment represent a higher degree of risk than retailers of clothing or sports 
equipment, for example.

PRODUCT/SERVICE

Financial institutions shall consider which of their products or services represent 
a higher risk of potential abuse by criminals seeking to launder criminal funds. 

Sections for compliance offi  cers
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For instance, products such as third-party wire payments, letters of credit, cash 
handling, and credit cards are all high risk. Other services that may also require 
additional care and attention could be large project fi nance deals (possible cor-
ruption) as well as private banking and correspondent banking, as mentioned 
above. FATF Recommendations 7 and 8 identifi ed the following areas that pres-
ent a higher degree of ML/FT risk:

Payable-through accounts and correspondent banking, especially where • 
respondent banks are from fi nancial centers with weak supervision and 
where shell and parallel banking structures are permitted
Products and services that permit customer or transactional anonymity and • 
where there is no physical contact with clients

For more information on FATF Recommendation 7, see Appendix H. For more 
information on FATF Recommendation 8, see Appendix M.

12.2 Risk management

CONTROLS

The institution’s AML/CFT policy should explain how inherent risks will be 
managed. This can be achieved in the following ways:

Through monitoring by line management or a designated compliance team • 
to check business units for compliance with the institution’s AML/CFT 
policy, as well as local legal and regulatory standards. To be fully effective, 
review plans or schedules should be established in advance. 
Through a reporting process that allows signifi cant exceptions to be • 
reported quickly and effi ciently through the compliance hierarchy. Again, 
criteria for such reporting must be agreed upon and understood. Some pos-
sible examples:

A breach of any law, rule, or regulation• 
Disciplinary action by the local regulator• 
Damage to the company’s reputation• 
Breach of AML/CFT policy• 
Fine incurred• 
Monetary loss• 
Serious internal fraud• 
Breakdown of compliance controls• 
Other events deemed appropriate to report• 

Through annual (or more frequent) certifi cation by compliance offi cers that • 
AML/CFT controls have been enforced and no exceptions identifi ed
Through inclusion in job descriptions of references to the application of • 
AML/CFT policy and procedures
Through appropriate segregation of duties• 
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BENEFITS TO THE BUSINESS

Financial institutions benefi t in several ways from the application of robust 
AML/CFT controls and risk-management systems. The benefi ts fall into the fol-
lowing categories:

Customer service 

By applying strong identifi cation and KYC controls, the business will be better 
able to understand its customers and their transactions. It will be better posi-
tioned to sell additional products and services to its customers in the future. 

Protection from risk

A robust CDD process also provides protection to the business from the follow-
ing risks (References from “Customer Due Diligence for Banks,” Basel Commit-
tee on Banking Supervision, October 2001):

Reputational risk.•  Adverse publicity about a bank’s business practices and 
associations, which can arise when a bank becomes a vehicle for illegal 
activities by its customers, can cause a loss of confi dence in the institution. 
Operational risk.•  Institutions can sustain direct or indirect losses from inade-
quate or failed internal procedures, often a result of failure to practice due dili-
gence. One example might be a fraudulent account that obtains credit facilities.
Legal risk•  is the risk of legal action, adverse judgments, or unenforceable 
contracts that can disrupt and adversely affect the operations of a bank. An 
example would be failure to observe mandatory CDD standards.

12.3 External reporting of suspicious transactions and activity 
(STR/SAR)

The business units of any fi nancial institution should have procedures in place 
so that once suspicious transactions or activity is identifi ed the following action 
is taken. FATF Recommendation 13 requires that fi nancial institutions report 
suspicious transactions to their fi nancial intelligence unit (FIU). For more infor-
mation on FATF Recommendation 13, see Appendix N.

Whereas internal reporting includes the following aspects . . .

Details of the suspicion are reported to a central point within the institution • 
using a standard report format. Usually the person who receives these reports 
will be someone based within the compliance/security function, depending 
on the organizational structure. Let’s call this nominated offi cer the MLRO.
The suspicion report should be subject to some form of validation by the • 
MLRO. This process is important for the following reasons:

Not all suspicions reported by staff will be of the same standard, so fur-• 
ther research may be required.
An independent review prevents the bank from making disclosure • 
reports to the local authorities that are inappropriate.
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External reporting should consider the following issues:

The MLRO can make sure that only relevant information is disclosed to the • 
local authorities within any suspicion report.
The MLRO provides a single point of contact for the authorities with the • 
bank.
The MLRO can make a determination regarding requests for other informa-• 
tion received from the authorities.

Some other aspects to be considered:

the MLRO can consider the risks associated with continuing the relation-• 
ship with the client and provide advice/guidance to the business manage-
ment as appropriate; and
in some jurisdictions where there is a suspicion regarding a transaction, • 
consent may be required from the local authorities before the transaction 
can be processed.

CASH TRANSACTION REPORTING (CTR)

In some jurisdictions around the world, there is a requirement to report cash 
transactions over a preset threshold. Compliance with this obligation can often 
be achieved by using systems to identify and report such transactions.

12.4 Cooperation with the authorities
When dealing with suspicions of money laundering or terrorist fi nancing, fi nan-
cial institutions will always need to consider where their duty of client confi -
dentiality ends and their obligation to provide assistance to the authorities with 
their own criminal investigations begins. Generally, where a bank has a legal 
obligation to report suspicions, it is protected from any action by the customer 
for breach of confi dentiality. 

However, confi dential information about any customer may only be provided to 
the authorities, without the consent of the customer, when there is a legal obli-
gation to do so. Therefore, in general terms, any further information concerning 
a client who has previously been the subject of a suspicion report should only 
be advised to the authorities in accordance with national legislation.

On some occasions, the authorities may request that an account relationship that 
has previously been reported be allowed to continue in operation, to provide 
more fi nancial intelligence as part of any investigation. Any such request received 
may need to be considered in the light of the possible increased reputation risk to 
which the bank would be exposed by continuing with such a relationship. 
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12.5 Compliance/legal function 
The compliance function provides support to business line management in the 
following areas of AML/CFT controls:

It interprets legal and regulatory requirements.• 
It provides an independent evaluation of the bank’s own policies and • 
procedures.
It assists with the development and review of procedures required for • 
compliance with local legal and regulatory requirements, as well as with the 
policy of the bank.
It provides advice and guidance to the business on day-to-day issues that • 
may arise with respect to potentially suspicious transactions and other mat-
ters relating to AML/CFT controls.
It monitors compliance with key AML/CFT procedures and controls.• 
By means of exception reporting, it provides alerts to senior management • 
on major failures in the application of AML/CFT policy.

12.6 Audit function
An organization’s internal audit function needs suffi cient resources and should 
enjoy an appropriate degree of independence within the organization. Specifi cally, 
internal auditors (or external auditors, where appropriate) should be able to

confi rm the overall integrity and effectiveness of the management systems, • 
controls, and AML/CFT technical compliance;
focus on risk and include appropriate sample tests with emphasis on higher-• 
risk areas, products, customers, and services;
consider the completeness of customer identifi cation and KYC information • 
gathered at the account opening stage;
assess the employees’ knowledge and understanding of the AML/CFT con-• 
trols applicable in any business area;
assess the adequacy, accuracy, and completeness of any training programs • 
delivered;
assess the adequacy of the bank’s process for identifying and reporting sus-• 
picious activity;
recommend corrective action for any defi ciencies identifi ed (perhaps in • 
conjunction with compliance) and carry out follow-up reviews; and
promptly communicate their fi ndings to the board/senior management as • 
appropriate.
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Check your understanding

Select the correct answer. Detailed explanations will be given at the end of the 
module.

QUESTION 32. Who might want to launder money? 

a) Drug traffi ckers 

b) Persons undertaking wire payment fraud

c) Terrorists

d) All of the above

QUESTION 33. Money laundering is not a problem for banks because it does not 
lead to losses, as it does in the case of fraud. 

a) True b) False

QUESTION 34. Money laundering does not put individual bank employees at 
risk. 

a) True b) False

QUESTION 35. Money is only laundered through banks. 

a) True b) False

QUESTION 36. Which of the following statements is true? 

a) Money laundering does not harm anyone. 

b) Money laundering occurs only through banks. 

c)   The receipt and payment of high-value funds is a major topic in the fi ght 
against money laundering. 

d) Money laundering relates only to cash. 

QUESTION 37. Which of these statements is true?

a) Money laundering activity can damage a bank’s reputation.

b)  Money laundering is good for the bank because it supplies additional cash to 
the system. 

c)  Employees need to be worried about large cash deposits only when consider-
ing suspicious transactions. 

d)  Money laundering is something only the bank, but not you as an individual, 
must worry about.
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QUESTION 38. Which of these is a defi nition of money laundering?

a)  Money laundering is the process by which banks move cash around for their 
customers. 

b)  Money laundering is a process designed to hide the origin of criminal funds. 

c)  Money laundering is a process designed to prevent the confi scation of crimi-
nal funds by the authorities. 

QUESTION 39. Which of these is a stage of the money laundering process?

a) Collaborating

b) Drying 

c) Layering

d) Building 

QUESTION 40. When opening an account for a new customer, what information 
must be obtained on every occasion?

a) Verifi cation of identity

b) Assets held 

c) Annual salary 

d) Time at current address 

QUESTION 41. Which of the following documents provides the best evidence of 
a new customer’s identity?

a) Passport or national identity card

b) Driver’s license

c) Birth certifi cate 

d) A letter of introduction 

QUESTION 42. A new private limited company has opened an account with your 
bank. Which of the following persons need to be identifi ed? 

a) Signatories 

b) Directors 

c) Shareholders (benefi cial owners) 

d) All of the above



58�|�Module 3b

QUESTION 43. While dealing with a customer, you become suspicious that he or 
she may be involved with the proceeds of a serious crime. Which of the follow-
ing actions should you take? 

a) Tell your line manager and submit a suspicious activity report.

b) Forget about it.

c) Tell the customer—he or she has a right to know about it.

d) Tell one of your colleagues.

QUESTION 44. You only have an obligation to report a suspicion if you actually 
performed the transaction for the customer. 

a) True b) False

QUESTION 45. It is permissible to tell a customer that a suspicious transaction 
report has been submitted if he or she asks you. 

a) True b) False

QUESTION 46. Unlike fraud, money laundering activity does not affect the 
bank’s profi ts. 

a) True b) False
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FATF Recommendations
The Forty Recommendations (FATF, June 2003)• 
http://www.fatf-gafi .org/dataoecd/7/40/34849567.pdf
Special Recommendations on Terrorist Financing (FATF, October 2004)• 
http://www.fatf-gafi .org/dataoecd/8/17/34849466.pdf

Useful Web sites
Financial Action Task Force on Money Laundering (FATF)• 
http://www.fatf-gafi .org/pages/0,2966,en_32250379_32235720_1_1_1_1_
1,00.html
Basel Committee on Banking Supervision (BCBS)• 
http://www.bis.org/bcbs/index.htm
Transparency International• 
http://www.transparency.org/index.html
Wolfsberg Group• 
http://www.wolfsberg-principles.com/index.html

Reference Documents
FATF Annual Reports (FATF)• 
http://www.fatf-gafi .org/fi ndDocument/0,2350,en_32250379_32237245_
1_32247548_1_1_1,00.html
NCCT Annual Reports (FATF)• 
http://www.fatf-gafi .org/fi ndDocument/0,2350,en_32250379_32235720_
1_32247550_1_1_1,00.html
Typologies Reports (FATF)• 
http://www.fatf-gafi .org/fi ndDocument/0,2350,en_32250379_32235720_
1_32247552_1_1_1,00.html
Customer Due Diligence for Banks (BCBS, October 2001)• 
http://www.bis.org/publ/bcbs85.pdf
Prevention of Criminal Use of the Banking System for the Purpose of • 
Money Laundering (BCBS, December 1988)
http://www.bis.org/publ/bcbsc137.pdf
Sharing of fi nancial records between jurisdictions in connection with the • 
fi ght against terrorist fi nancing (BCBS, April 2002)
http://www.bis.org/publ/bcbs89.pdf

Appendix A: References
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Banking secrecy and international cooperation in banking supervision • 
(BCBS, August 1981)
http://www.bis.org/publ/bcbs00f.pdf
Joint Forum•  (Initiatives by the BCBS, IAIS, and IOSCO to combat money 
laundering and the fi nancing of terrorism, June 2003)
http://www.iosco.org/library/pubdocs/pdf/IOSCOPD146.pdf
Wolfsberg Statement on Monitoring Screening and Searching (Wolfsberg • 
Group, September 2003)
http://www.wolfsberg-principles.com/monitoring.html
Wolfsberg AML Principles for Correspondent Banking (Wolfsberg Group, • 
November 2002)
http://www.wolfsberg-principles.com/corresp-banking.html
Wolfsberg Statement on the Suppression of the Financing of Terrorism • 
(Wolfsberg Group, January 2002)
http://www.wolfsberg-principles.com/fi nancing-terrorism.html
Wolfsberg AML Principles on Private Banking, Revised Version (Wolfsberg • 
Group, May 2002)
http://www.wolfsberg-principles.com/privat-banking.html
Wolfsberg FAQs on Benefi cial Ownership (Wolfsberg Group)• 
http://www.wolfsberg-principles.com/faq-ownership.html
Wolfsberg FAQs on Politically Exposed Persons (Wolfsberg Group)• 
http://www.wolfsberg-principles.com/faq-persons.html
Wolfsberg FAQs on Intermediaries (Wolfsberg Group)• 
http://www.wolfsberg-principles.com/faq-intermediaries.html
Convention on Combating Bribery of Foreign Public Offi cials in International • 
Business Transactions (OECD, November 1997) [see “Country Reports”]
http://www.oecd.org/document/21/0,2340,en_2649_34859_2017813_1_1
_1_1,00.html#text
Global Corruption Report•  (Transparency International)
http://www.globalcorruptionreport.org/
Corruption Perception Index (Transparency International)• 
http://www.transparency.org/surveys/index.html#cpi
Report on Correspondent Banking: A Gateway for Money Laundering•  (Minor-
ity Staff of the Permanent Subcommittee on Investigations, United States 
Senate, February 2001) [300 pages]
http://www.senate.gov/~gov_affairs/psi_fi nalreport.pdf
Private Banking and Money Laundering—A Case Study of Opportunities and • 
Vulnerabilities (S. Hrg. 106-428, Hearings Before the Permanent Subcom-
mittee on Investigations of the Committee on Governmental Affairs, United 
States Senate, November 1999) [1,128 pages]
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=106_senate_
hearings&docid=f:61699.pdf
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Countries should criminalise money laundering on the basis of the United 
Nations Convention against Illicit Traffi c in Narcotic Drugs and Psychotropic 
Substances, 1988 (the Vienna Convention) and United Nations Convention 
against Transnational Organized Crime, 2000 (the Palermo Convention). 

Countries should apply the crime of money laundering to all serious offenses, 
with a view to including the widest range of predicate offenses. Predicate 
offenses may be described by reference to all offences, or to a threshold linked 
either to a category of serious offences or to the penalty of imprisonment 
applicable to the predicate offence (threshold approach), or to a list of predicate 
offences, or a combination of these approaches. 

Where countries apply a threshold approach, predicate offences should at a 
minimum comprise all offenses that fall within the category of serious offences 
under their national law or should include offenses which are punishable by a 
maximum penalty of more than one year’s imprisonment or for those countries 
that have a minimum threshold for offences in their legal system, predicate 
offences should comprise all offences, which are punished by a minimum pen-
alty of more than six months imprisonment. 

Whichever approach is adopted, each country should at a minimum include a 
range of offences within each of the designated categories of offences.14

Predicate offences for money laundering should extend to conduct that 
occurred in another country, which constitutes an offence in that country, and 
which would have constituted a predicate offence had it occurred domestically. 
Countries may provide that the only prerequisite is that the conduct would 
have constituted a predicate offence had it occurred domestically. 

Countries may provide that the offence of money laundering does not apply to 
persons who committed the predicate offence, where this is required by funda-
mental principles of their domestic law.

Appendix B: 
FATF Recommendation 1

14 See the defi nition of  “designated categories of offences” in the Glossary.
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Countries should ensure that:

a) The intent and knowledge required to prove the offence of money launder-
ing is consistent with the standards set forth in the Vienna and Palermo 
Conventions, including the concept that such mental state may be inferred 
from objective factual circumstances. 

b) Criminal liability, and, where that is not possible, civil or administrative 
liability, should apply to legal persons. This should not preclude parallel 
criminal, civil or administrative proceedings with respect to legal persons in 
countries in which such forms of liability are available. Legal persons should 
be subject to effective, proportionate and dissuasive sanctions. Such mea-
sures should be without prejudice to the criminal liability of individuals.

Appendix C: 
FATF Recommendation 2
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Countries should adopt measures similar to those set forth in the Vienna and 
Palermo Conventions, including legislative measures, to enable their competent 
authorities to confi scate property laundered, proceeds from money laundering 
or predicate offences, instrumentalities used in or intended for use in the com-
mission of these offences, or property of corresponding value, without prejudic-
ing the rights of bona fi de third parties. 

Such measures should include the authority to: (a) identify, trace and evalu-
ate property that is subject to confi scation; (b) carry out provisional measures, 
such as freezing and seizing, to prevent any dealing, transfer or disposal of such 
property; (c) take steps that will prevent or void actions that prejudice the 
State’s ability to recover property that is subject to confi scation; and (d) take 
any appropriate investigative measures. 

Countries may consider adopting measures that allow such proceeds or instru-
mentalities to be confi scated without requiring a criminal conviction, or which 
require an offender to demonstrate the lawful origin of the property alleged to 
be liable to confi scation, to the extent that such a requirement is consistent with 
the principles of their domestic law.

Appendix D: 
FATF Recommendation 3
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Financial institutions should not keep anonymous accounts or accounts in obvi-
ously fi ctitious names. 

Financial institutions should undertake customer due diligence measures, 
including identifying and verifying the identity of their customers, when: 

establishing business relations;• 
carrying out occasional transactions: (i) above the applicable designated • 
threshold; or (ii) that are wire transfers in the circumstances covered by the 
interpretative note to Special Recommendation VII;
there is a suspicion of money laundering or terrorist fi nancing; or • 
the fi nancial institution has doubts about the veracity or adequacy of previ-• 
ously obtained customer identifi cation data. 

The customer due diligence (CDD) measures to be taken are as follows:   

a) Identifying the customer and verifying that customer’s identity using reli-
able, independent source documents, data or information.15

b) Identifying the benefi cial owner, and taking reasonable measures to verify the 
identity of the benefi cial owner such that the fi nancial institution is satisfi ed 
that it knows who the benefi cial owner is. For legal persons and arrangements 
this should include fi nancial institutions taking reasonable measures to under-
stand the ownership and control structure of the customer. 

c) Obtaining information on the purpose and intended nature of the business 
relationship. 

d) Conducting ongoing due diligence on the business relationship and scrutiny 
of transactions undertaken throughout the course of that relationship to 
ensure that the transactions being conducted are consistent with the institu-
tion’s knowledge of the customer, their business and risk profi le, including, 
where necessary, the source of funds. 

Financial institutions should apply each of the CDD measures under (a) to 
(d) above, but may determine the extent of such measures on a risk-sensitive 
basis depending on the type of customer, business relationship or transaction. 

Appendix E: 
FATF Recommendation 5

15 Reliable, independent source documents, data or information will hereafter be referred to as “iden-
tifi cation data.”
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The measures that are taken should be consistent with any guidelines issued by 
competent authorities. For higher risk categories, fi nancial institutions should 
perform enhanced due diligence. In certain circumstances, where there are low 
risks, countries may decide that fi nancial institutions can apply reduced or sim-
plifi ed measures. 

Financial institutions should verify the identity of the customer and benefi cial 
owner before or during the course of establishing a business relationship or con-
ducting transactions for occasional customers. Countries may permit fi nancial 
institutions to complete the verifi cation as soon as reasonably practicable fol-
lowing the establishment of the relationship, where the money laundering risks 
are effectively managed and where this is essential not to interrupt the normal 
conduct of business. 

Where the fi nancial institution is unable to comply with paragraphs (a) to (c) 
above, it should not open the account, commence business relations or perform 
the transaction, or it should terminate the business relationship; and should con-
sider making a suspicious transactions report in relation to the customer. 

These requirements should apply to all new customers, though fi nancial insti-
tutions should also apply this Recommendation to existing customers on the 
basis of materiality and risk and should conduct due diligence on such existing 
relationships at appropriate times.
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Financial institutions should maintain, for at least fi ve years, all necessary records 
on transactions, both domestic or international, to enable them to comply 
swiftly with information requests from the competent authorities. Such records 
must be suffi cient to permit reconstruction of individual transactions (including 
the amounts and types of currency involved if any) so as to provide, if necessary, 
evidence for prosecution of criminal activity. 

Financial institutions should keep records on the identifi cation data obtained 
through the customer due diligence process (e.g. copies or records of offi cial 
identifi cation documents like passports, identity cards, driving licenses or similar 
documents), account fi les and business correspondence for at least fi ve years 
after the business relationship is ended. 

The identifi cation data and transaction records should be available to domestic 
competent authorities upon appropriate authority.

Interpretative Note to Recommendations 10 and 11
In relation to insurance business, the word “transactions” should be understood 
to refer to the insurance product itself, the premium payment and the benefi ts.

Appendix F: 
FATF Recommendation 10
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Financial institutions should develop programmes against money laundering and 
terrorist fi nancing. These programmes should include: 

a) The development of internal policies, procedures and controls, including 
appropriate compliance management arrangements, and adequate screening 
procedures to ensure high standards when hiring employees.

b) An ongoing employee training programme. 
c) An audit function to test the system.

Interpretative Note to Recommendation 15
The type and extent of measures to be taken for each of the requirements set 
out in the Recommendation should be appropriate having regard to the risk of 
money laundering and terrorist fi nancing and the size of the business.

For fi nancial institutions, compliance management arrangements should include 
the appointment of a compliance offi cer at the management level.

Appendix G: 
FATF Recommendation 15
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Financial institutions should, in relation to cross-border correspondent banking 
and other similar relationships, in addition to performing normal due diligence 
measures:

a) Gather suffi cient information about a respondent institution to understand 
fully the nature of the respondent’s business and to determine from pub-
licly available information the reputation of the institution and the quality 
of supervision, including whether it has been subject to a money laundering 
or terrorist fi nancing investigation or regulatory action. 

b) Assess the respondent institution’s anti–money laundering and terrorist 
fi nancing controls. 

c) Obtain approval from senior management before establishing new corre-
spondent relationships. 

d) Document the respective responsibilities of each institution. 
e) With respect to “payable-through accounts,” be satisfi ed that the respondent 

bank has verifi ed the identity of and performed on-going due diligence on 
the customers having direct access to accounts of the correspondent and 
that it is able to provide relevant customer identifi cation data upon request 
to the correspondent bank.

Appendix H: 
FATF Recommendation 7
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Financial institutions should, in relation to politically exposed persons, in addi-
tion to performing normal due diligence measures:  

a) Have appropriate risk management systems to determine whether the cus-
tomer is a politically exposed person. 

b) Obtain senior management approval for establishing business relationships 
with such customers. 

c) Take reasonable measures to establish the source of wealth and source of 
funds. 

d) Conduct enhanced ongoing monitoring of the business relationship.

Interpretative Note to Recommendation 6
Countries are encouraged to extend the requirements of Recommendation 6 to 
individuals who hold prominent public functions in their own country.

Appendix I: 
FATF Recommendation 6
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Countries may permit fi nancial institutions to rely on intermediaries or other 
third parties to perform elements (a)–(c) of the CDD process or to introduce 
business, provided that the criteria set out below are met. Where such reliance 
is permitted, the ultimate responsibility for customer identifi cation and verifi ca-
tion remains with the fi nancial institution relying on the third party. 

The criteria that should be met are as follows: 

a) A fi nancial institution relying upon a third party should immediately obtain 
the necessary information concerning elements (a)–(c) of the CDD process. 
Financial institutions should take adequate steps to satisfy themselves that 
copies of identifi cation data and other relevant documentation relating to 
the CDD requirements will be made available from the third party upon 
request without delay. 

b) The fi nancial institution should satisfy itself that the third party is regulated 
and supervised for, and has measures in place to comply with CDD require-
ments in line with Recommendations 5 and 10. 

It is left to each country to determine in which countries the third party that 
meets the conditions can be based, having regard to information available on 
countries that do not or do not adequately apply the FATF Recommendations.

Appendix J: 
FATF Recommendation 9
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Financial institutions should pay special attention to all complex, unusual large 
transactions, and all unusual patterns of transactions, which have no appar-
ent economic or visible lawful purpose. The background and purpose of such 
transactions should, as far as possible, be examined, the fi ndings established in 
writing, and be available to help competent authorities and auditors.

Interpretative Note to Recommendations 10 and 11
In relation to insurance business, the word “transactions” should be understood 
to refer to the insurance product itself, the premium payment and the benefi ts.

Appendix K: 
FATF Recommendation 11
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VII. Wire transfers
Countries should take measures to require fi nancial institutions, including 
money remitters, to include accurate and meaningful originator information 
(name, address and account number) on funds transfers and related messages 
that are sent, and the information should remain with the transfer or related 
message through the payment chain.

Countries should take measures to ensure that fi nancial institutions, includ-
ing money remitters, conduct enhanced scrutiny of and monitor for suspicious 
activity funds transfers that do not contain complete originator information 
(name, address and account number).

Appendix L:
FATF Special Recommendation VII
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Financial institutions should pay special attention to any money laundering 
threats that may arise from new or developing technologies that might favour 
anonymity, and take measures, if needed, to prevent their use in money laun-
dering schemes. In particular, fi nancial institutions should have policies and 
procedures in place to address any specifi c risks associated with non-face-to-face 
business relationships or transactions.

Appendix M: 
FATF Recommendation 8
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If a fi nancial institution suspects or has reasonable grounds to suspect that funds 
are the proceeds of a criminal activity, or are related to terrorist fi nancing, it 
should be required, directly by law or regulation, to report promptly its suspi-
cions to the fi nancial intelligence unit (FIU).

Interpretative Note to Recommendation 13
The reference to criminal activity in Recommendation 13 refers to:

a) all criminal acts that would constitute a predicate offence for money laun-
dering in the jurisdiction; or

b) at a minimum to those offences that would constitute a predicate offence as 
required by Recommendation 1. 

Countries are strongly encouraged to adopt alternative (a). All suspicious trans-
actions, including attempted transactions, should be reported regardless of the 
amount of the transaction. 

In implementing Recommendation 13, suspicious transactions should be 
reported by fi nancial institutions regardless of whether they are also thought to 
involve tax matters. Countries should take into account that, in order to deter 
fi nancial institutions from reporting a suspicious transaction, money launderers 
may seek to state inter alia that their transactions relate to tax matters.

Appendix N: 
FATF Recommendation 13
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III. Freezing and confi scating terrorist assets
Each country should implement measures to freeze without delay funds or 
other assets of terrorists, those who fi nance terrorism and terrorist organisations 
in accordance with the United Nations resolutions relating to the prevention 
and suppression of the fi nancing of terrorist acts.

Each country should also adopt and implement measures, including legislative 
ones, which would enable the competent authorities to seize and confi scate 
property that is the proceeds of, or used in, or intended or allocated for use in, 
the fi nancing of terrorism, terrorist acts or terrorist organisations.

Appendix O: 
FATF Special Recommendation III
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Answer 1
d)

Answer 2
False

Answer 3
False

Answer 4
a)

Answer 5
False

Answer 6
Placement—Placement is the fi rst stage of money laundering.
Layering—Layering is the second stage of money laundering.
Integration—Integration is the third stage of money laundering.

Answer 7
Almost any kind of criminal activity that generates signifi cant amounts of funds 
is likely to lead to money laundering in some form. 

Answer 8
c) Drug traffi cking is believed to generate most criminal proceeds in most coun-
tries; however, the circumstances of individual country will dictate the correct 
answer. 

Answer 9
e) The estimate most often quoted is US$500,000,000,000.

Answer 10
c) All of the penalties mentioned can be serious. Multimillion dollar fi nes have 
been imposed around the world, but the biggest risk to major fi nancial institu-
tions is damage to reputation. No one will ever know how much business is lost 
to an organization as a result of publicized involvement (perhaps inadvertent) 
in a major money laundering case. The short-term consequences can often be 
measured in the fall of a company’s quoted share price, a potential cost to share-
holders of millions of dollars.

Module 3b Answers
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Answer 11
A marketing plan to ensure maximum product sales are achieved• 

Not quite. While it is expedient for fi nancial institutions to maximize the • 
sale of products and services to new and existing customers, this approach 
will not prevent money laundering or the fi nancing of terrorism.

A procedure to ensure that all customers are identifi ed • 
Yes. This is a critical element of any AML/CFT policy. Close attention • 
must be given to its implementation.

An IT policy ensuring appropriate controls on all computers and communi-• 
cations equipment 

No. While it is important that systems used by fi nancial institutions are • 
protected from attack (malicious or accidental), this does not directly 
deter money laundering or the fi nancing of terrorism.

A policy on diversity and equal opportunity• 
No.• 

A policy maintaining customer records and transaction details• 
Yes. Records maintained by a fi nancial institution help the authorities • 
trace suspect funds back to their original source.

A policy requiring clients to provide additional information about their • 
business so that the fi nancial institution can gauge its likely level of activity 

Yes. This is a key element of any KYC policy.• 

Answer 12
All of them have varying responsibilities for dealing with AML/CFT, and train-
ing should refl ect this. The challenge is to decide who needs to be trained in 
which aspects of AML/CFT. Employees who deal directly with customers will 
need to face a more intense and detailed program than will other employees, 
who may only need to have a general level of awareness. Remember, your insti-
tution is only as strong as its weakest link.

Answer 13
d) In many jurisdictions CDD must be completed when a single one-off trans-
action exceeds a specifi ed threshold. Within the European Economic Area a 
threshold of EUR 15,000 has been set.

Answer 14
Yes. Because DEF, Ltd. is a major shareholder, you need to know who is behind 
the company.

Answer 15
Yes. Because GHK, Ltd. is the main benefi cial owner, you need to understand 
who owns and controls the company.



80�|�Module 3b

Answer 16
Yes. You should establish the identity of Mr. Burns.

Answer 17
No, because the directors and major shareholder have been identifi ed.

Answer 18
d)

Answer 19
e)

Answer 20
The following are examples of some other high-risk scenarios:

Money service businesses that operate in jurisdictions without regulation • 
and are not subject to any local AML/CFT controls
Unregulated businesses involving gaming/gambling activities, including • 
Internet gambling
Offshore trusts, special-purpose vehicles, and international businesses estab-• 
lished in locations where there is no or inadequate AML/CFT legislation 
and regulation
Private or public companies not subject to regulatory disclosure require-• 
ments that are constituted in full or in part with bearer shares
Customers with complex account relationships across multiple jurisdictions • 
and where high-value and high-frequency transactional activity cannot eas-
ily be monitored
Dealers in high-value goods• 
Cash-based businesses• 
Lawyers and accountants• 
Dealers in precious metals and stones• 

Each of the above examples will represent a slightly different risk. You may be 
able to think of many others.

Answer 21
Not suspicious, unless the amount deposited exceeds the amount one might 
reasonably obtain from the sale of a motor vehicle, or unless the large deposits 
continue.

Answer 22
Suspicious, unless you are able to speak to Mr. Hibbard and ascertain a legiti-
mate reason for the activity. As an offi ce worker, he would not normally be 
receiving numerous cash credits to his account. The deposits are broken down 
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into smaller sums that can be credited to the account without raising concern. 
This method is often used by persons who have large amounts of cash that they 
need to get into the fi nancial system. 

Answer 23
Suspicious. This does seem odd. Why would someone send Mr. Hibbard a pay-
ment only for him to send the funds back to the same country in a short period 
of time? Unless more information can be obtained, this appears to be part of a 
layering operation to confuse the audit trail leading to the original source of the 
funds.

Answer 24
Not suspicious. Although this might appear suspicious at fi rst, it is important to 
understand the source of the funds and the reasons why they were received. It 
is likely that in these circumstances Mr. Hibbard may have retired or received a 
bonus. The key is to know more about Mr. Hibbard’s circumstances.

Although you must be careful that Mr. Hibbard is not stealing the funds from 
his employers, it is unlikely that he would come to the bank seeking investment 
advice if he were. More likely he would want to move the funds on or even 
withdraw them in cash.

Answer 25
Not suspicious. As in other jurisdictions, companies registered in the British Virgin 
Islands can be used for legitimate business as well as a front for potential money 
laundering. That the company is registered there is not itself grounds for suspicion.

Answer 26
Suspicious. This should be cause for concern. Why did the company not know 
about such a substantial increase in activity at the time the account was opened? 
Any legitimate business would be the subject of negotiation and contracts. For the 
increased activity to occur so quickly must be regarded as suspicious.

Answer 27
Suspicious. Why would private individuals be sending large amounts to the 
company? It is possible that the company is being used as a front for money 
laundering, that is, to commingle criminal funds with legitimate funds generated 
by business activities.

Answer 28
Not suspicious. Although letters of credit can be abused by money launderers, 
they also are used by legitimate businesses around the world to provide an ele-
ment of protection when conducting business with other third parties. There-
fore, this request, on its own should not be regarded as suspicious.
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Answer 29
(a)–(l) Yes

(m)–(n) No, not required as part of a SAR

(o) No, not required as part of a SAR, although the competent authorities may 
subsequently request this information.

(p) Yes

Answer 30
c) FATF Recommendation 10 states that all necessary records should be main-
tained for at least fi ve years.

Answer 31
(a)–(c) Yes, to be retained for at least fi ve years from the date the relationship 
with the client ends.

d) Yes, to be retained for at least fi ve years from the date of the transaction.

e) No, this information is not usually required.

f) Yes, these are very important as they can constitute clear evidence that a 
report was submitted, providing a defense against charges of failure to report.

g) Yes, also very important as evidence that a report was made to the authorities.

h) No, this information is not required.

Answer 32
d) Any form of criminal activity that generates some form of fi nancial proceeds 
may need to use a money laundering process to disguise the origin of the funds. 
Persons seeking to fi nance terrorist-related activity may also use the money 
laundering process to disguise the origin of the funds collected and payments 
made for the purchase of arms/explosives.

Answer 33
False. When a bank becomes involved in a money laundering scheme, wittingly 
or unwittingly, it will lose money in the following ways: through fi nes and penal-
ties imposed by regulators, through fi nes arising from criminal prosecution, and 
through profi t losses arising from a damaged reputation.

Answer 34
False. A growing number of countries throughout the world have developed 
anti–money laundering laws and regulations that place a personal responsibility 
on individuals who work in the fi nancial sector. Employees of banks and other 
fi nancial institutions may face disciplinary action or even criminal prosecution 
for dereliction of duty if they neglect to report suspicious activity.
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Answer 35
False. Money laundering occurs throughout the fi nancial sector and in many 
other parts of society as well. Goods and services purchased with criminal 
money are usually considered part of the money laundering process because the 
purchases allow cash to enter the fi nancial system with legitimate appearance.

Answer 36
c) People commit crimes and then launder the funds to make them appear 
legal. Money laundering can occur through almost any business. Cash is often 
involved, typically in the fi rst stage of a laundering operation.

Answer 37
a) Any transaction could be part of a money laundering operation. In many 
jurisdictions employees of fi nancial institutions have personal legal obligations 
related to controlling money laundering.

Answer 38
b)

Answer 39
c)

Answer 40
a) The other information may be useful but it is not essential.

Answer 41
a) A driver’s license may be used in some countries as a proof of identifi cation. 
In many countries, the issuance of birth certifi cates is not controlled. Thus a 
birth certifi cate should not be relied upon as evidence of identity. It is risky to 
rely on a letter of introduction.

Answer 42
d) All parties should be identifi ed. 

Answer 43
a) You cannot forget about it because you may be under a personal legal obliga-
tion to report your suspicion. Telling the customer might mean you are com-
mitting the offense of “tipping-off.” You might wish to discuss the circumstances 
with a more experienced colleague, but if you are suspicious, you still must 
submit a report.
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Answer 44
False. You have an obligation to report any suspicion you may have at the earliest 
opportunity, regardless of whether you were directly involved in the transaction.

Answer 45
False. Under no circumstances must you tell a customer, or any other third 
party, that a suspicious transaction report has been submitted.

Answer 46
False. By damaging the reputation of the bank, profi ts can be signifi cantly 
affected.





Money laundering and the fi nancing of terrorism are global problems that not only 
threaten a country’s security, but also compromise the stability, transparency, and effi  cien-
cy of its fi nancial system, consequently undermining its economic prosperity. The annual 
global estimate for money laundering is more than $1 trillion, valued in U.S. dollars. Eff orts 
to counter these activities are known as anti–money laundering and combating the 
fi nancing of terrorism (AML/CFT) programs.

The Combating Money Laundering and the Financing of Terrorism training program 
was developed by the World Bank’s Financial Market Integrity Unit, with support from 
the governments of Sweden, Japan, Denmark, and Canada. The program will help coun-
tries build and strengthen their AML/CFT eff orts by training all relevant staff  in both the 
public and private sectors, such as staff  in fi nancial intelligence units, fi nancial supervisory 
authorities, law enforcement agencies, and fi nancial institutions.

The training guide’s modules are:

Module 1:  Eff ects on Economic Development and International Standards
Module 2:  Legal Requirements to Meet International Standards
Module 3a:  Regulatory and Institutional Requirements for AML/CFT
Module 3b:  Compliance Requirements for Financial Institutions
Module 4:  Building an Eff ective Financial Intelligence Unit
Module 5:  Domestic (Inter-Agency) and International Cooperation
Module 6:  Combating the Financing of Terrorism
Module 7:  Investigating Money Laundering and Terrorist Financing

The modules cover all the Financial Action Task Force on Anti–Money Laundering’s 
Forty Recommendations and Nine Special Recommendations, with the original texts. 
Each module is targeted at a specifi c group of professionals in a jurisdiction’s AML/CFT 
regime, although they may also benefi t from gaining wider knowledge through the other 
modules included in this program. Each module provides questions at the beginning and 
end to assess how much has been learned. The training guide contains numerous case 
studies, discussions and analyses of hypothetical and actual examples of money launder-
ing schemes, and best practices in investigation and enforcement, which will help readers 
fully understand the implementation of successful AML/CFT programs.


