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Context: 

 

 In the last decade, a number of technologies have emerged that make the collection, 

analysis and distribution of data faster, cheaper and possible in places where it wasn’t 

before. These include online platforms for collective and distributed work, social 

networks, mobile phones and their operator’s networks, and rapidly available aerial and 

satellite imagery and the tools needed to analyze it. Over the past 5 years, these 

technologies have become widely accessible in the developing world, making them 

viable tools for collecting data that wasn’t available before and in ways that are more 

flexible to changing circumstances.  

 

 Novel applications that combine these technologies and the data they produce, along with 

new analytical techniques are changing the way we mitigate, manage and evaluate 

responses to risk. Likewise, people are leveraging the same technologies to take informed 

risks and pursue opportunities. 

 

 For example online platforms for “crowdsourcing” data from citizens are regularly 

deployed in the wake of natural disasters. Technical volunteers and relief agencies set up 

tools such as Crowdmap (a free, easy to deploy version of Ushahidi) and publicize 

channels - such as email, SMS and the web for citizens to report incidents that once 

verified, both citizens and responders can use to inform their activities 

 

 Similarly, the high penetration of mobile phones in developing countries and their use, to 

some degree, amongst people of all income levels makes them not only important 

communication tools, but also “sensors” that can be used to generate data, both actively 

and passively, on a scale and resolution that has never been possible before. Active data 

collection using mobile phones (e.g. SMS and voice based surveys) has become a popular 

technique in the last 5 years with free tools making it easy for everyone from community 

groups and NGOs to larger institutions and governments to collect data in this manner. 

Data are also passively generated by people using mobile phones - as well as basic 

subscriber information, operators maintain detailed logs on data such as mobile top-ups 

(for pre-paid customers), calls, texts and mobile money transfers, and data on network 

traffic at the base station level (which can be used to infer location and movement). Due 

to their personally identifiable nature and commercial value, these data from mobile 

operators have typically been made available only to select research institutions under 

strict usage agreements. The techniques used to analyse them are also computationally 

intensive and require specialist skills in mathematics, programming and statistics.  

 



 One of the biggest advantages technology has brought to risk mitigation and management 

is the timeliness of data and actionable information. Being able to see influenza trends 2 

weeks in advance of previous methods lets disease control experts act sooners. Having 

post disaster aerial damage assessments completed and verified in hours instead of days 

by a distributed workforce of online volunteers lets responders quickly prioritize 

resources. 

 

 Timely information delivered quickly can also improve the efficiency of markets and 

allow individuals to spot and pursue opportunities. The idea of farmers receiving market 

prices over mobile phones is well established and has matured into sophisticated 

information collection and dissemination systems that touch all parts of the agricultural 

value chain. 

 

 Taking risks often requires capital and financial resilience. New services built on top of 

maturing mobile money transfer systems are starting to offer savings, loans and insurance 

products to users who may not have a bank account but do own a mobile phone. These 

systems extend the reach and target the scale of financial services to allow an 

underserved part of society pursue opportunities they otherwise would not be able to.  

 

 The benefits of these technologies are clear, and they are already being used to assist in 

preparing for and dealing with risk. However, these approaches do have drawbacks and 

some technologies can pose some risks to their users. Organizations should be aware of 

these before deploy these tools and using the data they produce. The key drawbacks and 

risks include:  

 

o Data quality and the validity of resulting conclusions: many techniques that use 

data from social networks and mobile phone operators to make conclusions or 

predictions about human behavior are in their infancy. While early results show 

strong potential in specific applications, there are still gaps in our understanding 

of how statistically robust and representative the conclusions we can make are. In 

spite of this, these approaches can offer both valuable early indications and be 

used to complement traditional sources of data where they exist. 

 

o Maintaining individual privacy and retaining control of data. Arvind Narayanan 

suggests that with around 7 billion people in the world, you only need 33 bits of 

data to uniquely identify them, and often less if you already have an idea of who 

you’re looking for. The availability of personal data from mobile and social 

networks around the world combined with cheap and powerful computing power 

presented the risk of individuals being identified or even “re-identified” from 

supposedly anonymized data. 

 

o Withdrawal, censorship or exploitation of communications channels by 

governments or non-state actors for violent or oppressive purposes is a risk. As 

individuals come to rely on improved communications for their livelihoods, 

withdrawal of these channels (for example, governments shutting down SMS or 

voice call networks in countries where they control mobile operators) can have 

http://33bits.org/about-arvind-narayanan/


negative impacts. Similarly, states who use readily available digital surveillance 

technologies are able to censor communications channels that individuals rely on 

and even inject misinformation or divert users to propaganda. Finally, every 

technology that improves the collection, analysis and dissemination of data can be 

used to make violence more efficient. In 2008 terrorists conducted twelve 

coordinated shooting and bombing attacks across Mumbai. Following the attacks, 

investigators described the “command centre” the attackers had set up in a remote 

safe house, equipped with a satellite phone, mobile phones, computers, a high 

speed internet connection and television. In addition to advanced planning, during 

the attack, the terrorists were co-ordinating with the command centre to monitor 

response and inflict maximum damage. 

 

Technology Type of Data Producers Consumers 

Online platforms for 

collective and 

distributed work 

Citizen reports or verified 

content e.g. images. 

Online volunteers, affected 

citizens 

Official responders, 

volunteers and citizens  

Mobile phones and 

operator networks 

Survey style data collection 

and passive generation of 

“behavioral” data 

Mobile phone owners (both 

actively and passively) 

Researchers, 

communities and 

governments. 

Social media Reports by text and image, 

location information 

Individuals with personal 

technology 

Everyone, researchers 

analyze 

Satellite and Aerial 

Imagery 

Rapidly available time series 

Images of affected sites 

Governments, companies, 

some NGOs with low-cost 

“drones” 

Governments, 

responders NGOs, 

citizens. 

 

 

High frequency household surveys by mobile phone interview: monitoring and identifying 

risks early. (Tanzania, South Sudan, ex-ante general risk, mobile data collection, improved 

timeliness, flexibility and accuracy) 

https://openknowledge.worldbank.org/handle/10986/9313  

 

Conducting surveys by phone is commonplace in developed countries, but has typically not been 

done in poor countries due to low rates of phone ownership. With the increasing number of 

mobile phones in Africa and Latin America, it is now possible to conduct representative 

household surveys with greater frequency and lower cost than the traditional face to face 

methods. The increased timeliness and flexibility (changing questions) of mobile surveys allows 

governments and researchers to detect household shocks sooner, and to quickly check reports of 

emerging risks. The “Listening to Africa” projects in Tanzania and South Sudan highlight the 

potential of rapidly conducting representative household surveys in areas with phone ownership 

rates at 80% and beyond - the results offer a rich, timely, statistically robust resource for officials 

to use.  

 

https://openknowledge.worldbank.org/handle/10986/9313


Improving malaria control by tracking population movements using mobile phone data 

(Kenya, ex-ante health risk, mobile phone operator data, population tracking, novel analysis, 

improved timeliness)  

http://www.sciencemag.org/content/338/6104/267.full (or http://bit.ly/WDR-KMAL) - NOTE: 

this is not in an open access journal (i.e. users without a subscription like we do at the Bank can’t 

see the full text) Full text at: https://www.dropbox.com/s/hhaihj3z9wliwyw/Science-2012-

Wesolowski-267-70.pdf  

 

In Kenya, researchers believe identifying sources and sinks of infections due to human travel 

could improve malaria control programs such as targeted spraying, drug administration or bed 

net distribution. Human movements have been shown to contribute to the transmission of malaria 

and data from mobile phone operators can be used to track and model population movements. 

Their research combines the creation of a population movement model derived from mobile 

operator data with government data on malaria incidence. People are classified as “returning 

residents” or “visitors” and the model then identifies areas where there will be an unexpectedly 

high volume of parasites compared with the surrounding region. 

 

Micro-tasking damage assessments using aerial imagery to rapidly prioritize disaster relief 

efforts. (USA, ex-post, disaster, aerial imagery, online crowdsourcing microtasking, improved 

timeliness, accuracy)  

http://irevolution.net/2012/11/01/crowdsourcing-sandy-building-damage/ 

 

Rapid damage assessments contribute to the efficient allocation of resources during disaster 

response. High resolution satellite and aerial imagery of affected sites can now be obtained more 

quickly than ever, but there still remains the large, complex task of analyzing this imagery to 

form actionable assessments. During the response to Hurricane Sandy, volunteers set up a 

“micro-tasking” platform to distribute the large task of assessing damage in aerial imagery to a 

crowd of online volunteers. The US Federal Emergency Management Agency encouraged 

volunteers to use this platform to assess aerial imagery provided by the Civil Air Patrol. In total 

over 37,000 images were rapidly analyzed by more than 6700 volunteers to produce a “heat 

map” of damage affected areas that was one of several new information sources used to prioritize 

relief efforts. 

 

For further information: Chan, Jennifer, John Crowley, Shoreh Elhami, Schuyler Erle, Robert 

Munro and Tyler Schnoebelen. 2013. Aerial Damage Assessment Following Hurricane 

Sandy. Idibon, GIS Corps, Harvard Humanitarian Initiative and Humanitarian 

OpenStreetMap. http://idibon.com/wp-

content/uploads/2013/05/Sandy_After_Action_Report1.pdf 

Early detection of influenza outbreaks by analysing Google searches for flu symptoms 

(USA, ex-ante health, big data, internet search analysis, social analysis, improved timeliness) 

http://static.googleusercontent.com/external_content/untrusted_dlcp/research.google.com/en/us/a

rchive/papers/detecting-influenza-epidemics.pdf and 

http://www.google.org/flutrends/about/how.html  

http://www.sciencemag.org/content/338/6104/267.full
http://bit.ly/WDR-KMAL
https://www.dropbox.com/s/hhaihj3z9wliwyw/Science-2012-Wesolowski-267-70.pdf
https://www.dropbox.com/s/hhaihj3z9wliwyw/Science-2012-Wesolowski-267-70.pdf
http://irevolution.net/2012/11/01/crowdsourcing-sandy-building-damage/
http://idibon.com/wp-content/uploads/2013/05/Sandy_After_Action_Report1.pdf
http://idibon.com/wp-content/uploads/2013/05/Sandy_After_Action_Report1.pdf
http://idibon.com/wp-content/uploads/2013/05/Sandy_After_Action_Report1.pdf
http://idibon.com/wp-content/uploads/2013/05/Sandy_After_Action_Report1.pdf
http://static.googleusercontent.com/external_content/untrusted_dlcp/research.google.com/en/us/archive/papers/detecting-influenza-epidemics.pdf
http://static.googleusercontent.com/external_content/untrusted_dlcp/research.google.com/en/us/archive/papers/detecting-influenza-epidemics.pdf
http://www.google.org/flutrends/about/how.html


 

Early detection followed by rapid response can reduce the impact of influenza. By monitoring a 

population’s online web searches for symptoms, researchers at Google have developed tools to 

monitor and predict outbreaks of influenza-like illnesses more quickly than official systems from 

the Centres for Disease Control (CDC). While traditional systems require 1-2 weeks to gather 

and process surveillance data, since 2006 the “Google Flu Trends” system, built on top of the 

company’s search logs, has provided current daily estimates for much of the US population. 

Google’s predictions correlate very closely with official CDC figures in the USA, and with the 

global growth in internet users, predictions are becoming available in some regions of almost 30 

countries.  

 

Analysing mobile money transfers to quantify risk sharing following an earthquake in 

Rwanda (Rwanda, ex-post, disaster, mobile money, improved and expanded mechanism, peer 

support) 

http://www.aae.wisc.edu/mwiedc/papers/2011/Blumenstock_Joshua.pdf 

 

Following the 2008 Earthquake in the Lake Kivu region of Rwanda, researchers have analyzed 

mobile phone records that show large amounts of “mobile money” was transferred to people 

affected by the quake from contacts living in less affected parts of the country. This “risk 

sharing” typically occurs in communities that experience the same shock, but when the 

transaction costs of sharing are high (for example, sending money over a long distance), risk 

sharing is less likely to occur. These transaction costs were significantly lowered by the high 

penetration of mobile phones and their basic facility to transfer money. After controlling for a 

variety of factors, the researchers showed that the affected individuals most likely to benefit from 

such transfers were wealthy and had contacts living in a variety of geographic locations.  

 

 

Evaluating the impact of public health alerts on epidemic spreading using mobile phone 

records. (Mexico) 

http://www.vanessafriasmartinez.org/uploads/purba2012H1N1.pdf 

 

Researchers have used evidence from mobile operator records to evaluate the impact of public 

health alerts issued by the Mexican government during the H1N1 flu outbreak in 2009. The 

results indicate a statistically significant reduction, of up to 80% in some cases, in the diameter 

of mobility of individuals. There’s a strong link between human mobility and the spread of 

epidemics, and governments often issue mobility restrictions to help prevent disease spreading. 

Using a technique called “population mobility analysis”, researchers can measure the effect of 

these government health alerts by analyzing anonymized individual location information from 

mobile phone operators. With a rich time series of individual position data from the mobile 

operators, by comparing population mobility before and after the alert was issued, the effect of 

the alert can be measured. 

 

http://www.vanessafriasmartinez.org/uploads/purba2012H1N1.pdf 

http://www.aae.wisc.edu/mwiedc/papers/2011/Blumenstock_Joshua.pdf
http://www.vanessafriasmartinez.org/uploads/purba2012H1N1.pdf


 

Improved information flow from mobile communications reducing violence in Iraq 

http://www.mobileactive.org/research/talking-about-killing-cell-phones-collective-action-and-

insurgent-violence-iraq 

 

In conflict affected areas, mobile communications have the potential to benefit both victims and 

perpetrators of violence. Researchers studied the spatial distribution of violence following the 

introduction of cell phone towers in Iraq. They concluded that better coverage at the district 

levels led to a reduction in insurgent attacks, likely due to improved information flow from the 

population to the military. In this case, the potential benefits to the insurgents appear to be 

outweighed by the impact of better public information flows on their ability to organize. In 

particular, they found that as cell phone coverage improved, the number of improvised explosive 

devices (IEDs) that went off decreased and more IEDs were found and cleared. Emerging 

economies in states of conflict need to balance the well documented economic benefits of cell 

phone coverage with the potentially negative effects of improved communications amongst 

insurgents and terrorists.  

 

Supporting emergency managers to understand the likely impact of natural hazards in 

Indonesia  

 

http://inasafe.org/ 

 

InaSAFE is free software that provides emergency managers with realistic natural hazard impact 

scenarios for better planning, preparedness and response activities. Developed in partnership 

between the World Bank and the Indonesian and Australian governments, InaSAFE provides a 

simple but rigorous way to combine data from scientists, local governments and communities to 

provide insights into the likely impacts of future disaster events. The software is focused on 

examining, in detail, the impacts a single hazard would have on specific sectors, for example 

looking at the locations of primary schools and estimated number of students affected by a 

possible tsunami in Maumere. Tools like InaSAFE lead to better data-driven risk mitigation by 

making sophisticated analysis techniques accessible to non-specialist users. 

 

Empowering Farmers with Information Services: market prices, matching bids and offers, 

weather forecasts, news and tips - Ghana,  
 

Better information can improve the efficiency of agricultural value chains and it has allowed 

farmers to identify pursue opportunities to increase their income. Since 2005 the Esoko platform 

has been using the mobile phone network to deliver weekly information packages to farmers 

containing targeted data on market prices, weather forecasts, news and matches for bids and 

offers on produce. Started in Ghana, and now operating in 16 countries in continental Africa, 

according to Esoko, farmers receiving their information have seen improvements of 10-30% in 

income.  

 

http://www.mobileactive.org/research/talking-about-killing-cell-phones-collective-action-and-insurgent-violence-iraq
http://www.mobileactive.org/research/talking-about-killing-cell-phones-collective-action-and-insurgent-violence-iraq
http://inasafe.org/


http://www.esoko.com/about/index.php 

 

Microinsurance schemes, mobile money - Agriculture (Kenya) / Life insurance (Ghana) / 

Accident Insurance (Indonesia)  
 

Low-income people are taking advantage of low-cost, low-coverage insurance schemes built on 

existing mobile money transfer services. These services allow them to pursue opportunities while 

mitigating some of the associated risks. In Kenya, the Kilimo Salama (“Safe Agriculture”) 

program allows farmers to insure their agricultural inputs against losses due to extreme drought 

and excess rain. Premiums and payouts can be handled by the M-Pesa mobile money platform 

and any payouts are automatically calculated based on data from the weather station closest to 

the crops being insured. In other countries such as Indonesia, similar models are being used to 

offer life accident and life insurance.  

 

http://www.gsma.com/mobilefordevelopment/wp-content/uploads/2012/07/MMU_m-insurance-

Paper_Interactive-Final.pdf 

 

http://kilimosalama.wordpress.com/about/ 

 

Mobile Credit and Savings: M-Shwari: (Kenya..)  
 

Customers of mobile banking platforms can now apply for quickly approved loans directly from 

their phone. The ability to rapidly access even modest amount of capital allows customers to 

pursue opportunities they otherwise couldn’t. The M-Shwari system uses the M-Pesa mobile 

money network in Kenya to allow mobile phone users to deposit as little as 1Ksh and start 

earning interest, and to borrow from as little as 100Ksh with all loans offered at a fixed one-time 

7.5% transaction fee. For larger loans to people without formal bank accounts, operators can use 

data on past airtime purchases to calculate the equivalent of “credit scores” 

 

http://www.gsma.com/mobilefordevelopment/m-shwari-mobile-money-savings-loans 

http://www.safaricom.co.ke/personal/m-pesa/m-shwari 

http://www.esoko.com/about/index.php
http://www.gsma.com/mobilefordevelopment/wp-content/uploads/2012/07/MMU_m-insurance-Paper_Interactive-Final.pdf
http://www.gsma.com/mobilefordevelopment/wp-content/uploads/2012/07/MMU_m-insurance-Paper_Interactive-Final.pdf
http://kilimosalama.wordpress.com/about/
http://www.gsma.com/mobilefordevelopment/m-shwari-mobile-money-savings-loans
http://www.safaricom.co.ke/personal/m-pesa/m-shwari

